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Edito rial

If you google  th e  ph rase   "ope n source  se -
curity", you'll find ple nty of article s 
w h ich  de bunk  th e  "m yth " of ope n source  
se curity,  fue l th e  de bate  of Linus' law  
(h ttp://e n.w ik ipe dia.org/w ik i/Linus
% 27s_Law ) vs. se curity th rough  obscurity 
(h ttp://e n.w ik ipe dia.org/w ik i/Se curity_
th rough _obscurity), or argue  w h ich  type  
of softw are , proprie tary or ope n source , is  
m ore  se cure . Ye t, th e  q ue stion "w h ich  
type  of softw are  is  m ore  se cure ?" is  im -
possible  to answ e r. Softw are  se curity is  
h igh ly de pe nde nt upon m any variable s: 
th e  program m ing language  use d, th e  
practice s im ple m e nte d by th e  individual 
program m e rs, th e  proce sse s  im pose d by 
th e  spe cific organiz ation ove rse e ing th e  
program m e rs, and th e  configuration of 
th e  softw are  by a particular e nd- use r.

Th is issue  of th e  OSBR  e xam ine s se ve ral 
face ts of ope n source  se curity. Jak e  Kouns 
from  th e  O pe n Se curity Foundation intro-
duce s an ope n source  proje ct w h ich  m an-
age s a global colle ction of vulne rabilitie s, 
available  for fre e  use  by th e  inform ation 
se curity com m unity. D avid M axw e ll from  
th e  Cove rity Scan proje ct discusse s  th e ir 
re port on code  de fe ct tre nds from  an ana-
lysis  of se ve ral h undre d ope n source  pro-
je cts, re pre se nting 55 m illion line s of 
code , th rough  14,000 build se ssions ove r 
a tw o ye ar pe riod.

Security re search  is led  by th e  Gove rn-
m e nt of Canada and Canadian unive rsit-
ie s. Robe rt Ch arpe ntie r from  D e fe nce  
Re se arch  Establish m e nt Valcartie r and 
M ourad D e bbabi, Az z am  M ourad, and 
M arc- André Lave rdière  of Concordia Uni-
ve rsity pre se nt k e y conce pts re late d to se -
curity h arde ning and th e ir applicability 
to th e  C program m ing language .  Fre de ric 
M ich aud and Fre de ric Painch aud from  
D e fe nce  Re se arch  and D e ve lopm e nt 
Canada discuss th e  re sults and re com -
m e ndations from  th e ir analysis  of auto-
m atic source  code  ve rifie rs  th at se arch  
for program  sanity and se curity bugs.

In add ition to th e  articles,  M ich ae l Ge ist, 
Canada Re se arch  Ch air of Inte rne t and E-
com m e rce  Law , discusse s  Bill C- 61, w h ich  
w ill am e nd th e  Canadian Copyrigh t Act, 
and sugge sts actions for th ose  w h o dis-
agre e  w ith  th e  propose d le gislation. Alan 
M ore w ood from  th e  se curity division of 
Be ll Canada provide s an e xam ple  of a 
busine ss  re ason for using ope n source  to 
asse ss  an organiz ation's se curity risk . Th is  
m onth 's  confe re nce  re port cove rs tre nds 
in te ch nology m ark e ting and h ow  to build 
succe ssful com m unitie s.

As alw ays, w e  look  forw ard  to your fe e d-
back . In particular, w e 're  inte re ste d in 
your sugge stions for e ditorial th e m e s be y-
ond th e  Se pte m be r issue . If you h ave  a 
topic you w ould lik e  to se e  discusse d, 
se nd an e m ail to th e  e ditor.

Dru Lavigne

Editor- in-Ch ie f

dru@ osbr.ca

D ru Lavigne  is a te ch nical w rite r and  IT 
consultant w h o h as b e e n active  w ith  ope n 
source  com m unitie s since  th e  m id - 19 9 0s. 
Sh e  w rite s re gularly for O 'Re illy and  
D NSStuff.com  and  is auth or of th e  book s 
BSD  H ack s and  Th e  Be st of Fre e BSD  Basics.
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"Se cre cy pre ve nts pe ople  from  accurate ly 
asse ssing th e ir ow n risk . Se cre cy pre clud e s 
public d e bate  about se curity, and  inh ib its 
se curity e d ucation th at le ad s to im prove -
m e nts. Se cre cy d oe sn't im prove  se curity; it 
stifle s it."  

Bruce  Sch ne ie r 
h ttp://w w w .sch ne ie r.com /blog/

arch ive s/2007/01/de bating_full_d.h tm l

Th is article  introduce s th e  O pe n Source  
Vulne rability D atabase  (O SVD B, 
h ttp://osvdb.org/) proje ct w h ich  m an-
age s a global colle ction of com pute r se -
curity vulne rabilitie s. It is  fre e ly available  
to th e  inform ation se curity com m unity. 
Th is  colle ction contains inform ation on 
k now n se curity w e ak ne sse s  in ope rating 
syste m s, softw are  products, protocols, 
h ardw are  de vice s, and oth e r infrastruc-
ture  e le m e nts of inform ation te ch nology. 
Th e  O SVD B proje ct is  inte nde d to be  th e  
ce ntraliz e d global ope n source  vulne rab-
ility colle ction on th e  Inte rne t.

Vulne rability Database s

A vulne rability is  an e rror or w e ak ne ss  in 
a com pone nt th at allow s it to be  at-
tack e d, re sulting in unauth oriz e d use  of 
th e  ite m  or in dam age  to it and com pon-
e nts conne cte d to it. In an inform ation 
te ch nology ne tw ork  lik e  th e  Inte rne t, suc-
ce ssful e xploitation of vulne rabilitie s  can 
re sult in ope rating syste m  dam age , ille gal 
re le ase  of inform ation, data de struction, 
disruption of se rvice , and a galaxy of oth -
e r tribulations. 

Alth ough  w e  ofte n discuss vulne rabilitie s  
in ge ne ral te rm s lik e  "ope n to m an- in-
th e - m iddle  attack " or "allow s re m ote  buf-
fe r ove rflow ", attack e rs and de fe nde rs 
k now  th at th e  e sse nce  of a se curity vul-
ne rability is  ne ve r th e  ge ne ral de scrip-
tion, but rath e r th e  vulne rability's 
spe cific de tails. Th e re  are  ve ry fe w  ge ne r-
ic attack s th at w ill w ork  against m ultiple  
targe ts. 
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Sim ilarly, th e re  are  fe w  ge ne ral vulne rabil-
itie s  th at sim ultane ously affe ct diffe re nt 
ne tw ork  com pone nts. Inste ad, th e  classic 
vulne rability affe cts a single  fe ature  of 
one  re le ase  of a softw are  product in-
stalle d unde r a single  ope rating syste m , a 
fe ature  th at can be  e xploite d in only one  
w ay.

O ut of th e  trillions of line s of code  run-
ning in ne tw ork e d syste m s, a vulne rabil-
ity m ay e xist in a single  line . It is  a uniq ue  
grain of sand in a m ile - long be ach . H ow  
do th ose  w ith  syste m s containing th at 
uniq ue  flaw e d line  k now  th e y are  pote n-
tial victim s? And h ow  do th e y ide ntify a 
solution? 

As th e  num be r of ne tw ork  com pone nts 
grow s e ve ry ye ar, th e  num be r of vulne rab-
ilitie s  also grow s. Annual vulne rability an-
nounce m e nts now  num be r in th e  
th ousands, w e ll be yond th e  capacity for 
h um an m e m ory to m anage . W e ll- organ-
iz e d database s, w ith  ve rifie d conte nts 
and fle xible  se arch  abilitie s, are  re q uire d 
if th e se  vulne rabilitie s  are  to be  con-
trolle d by th e  se curity com m unity.

A vulne rability database  se rve s m any 
com m unitie s: busine sse s  ne e d to k now  
w h e th e r e le m e nts of th e ir curre nt or 
planne d com puting e nvironm e nt are  sus-
ce ptible  to se curity failure s, syste m  ad-
m inistrators w ant ale rts to re le vant 
se curity m alfunctions and th e ir cure s, 
softw are  de ve lope rs ne e d w arning w h e n 
th e ir products h ave  sh ow n se curity flaw s, 
and se curity practitione rs de pe nd on a 
com pre h e nsive  and standardiz e d vulne r-
ability list to build products and se rvice s. 

H istorically, it h as be e n difficult to de ve l-
op a com pre h e nsive , unbiase d, and 
tim e ly re source  th at provide s for th e se  
ne e ds. O ne  re ason for th e  difficulty is  th at 
docum e nting and disse m inating vulne r-
abilitie s  h as be com e  an e norm ous task . 

http://www.schneier.com/blog/archives/2007/01/debating_full_d.html
http://osvdb.org
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CERT, th e  se curity vulne rabilitie s  re -
se arch  ce nte r at Carne gie  M e llon Uni-
ve rsity's Softw are  Engine e ring Institute , 
ide ntifie d just 171 vulne rabilitie s  in 19 9 5, 
but re porte d 7,236 in 2007: an incre ase  of 
ove r 4,000 pe rce nt in tw e lve  ye ars 
(h ttp://ce rt.org/stats/fullstats.h tm l). 
CERT's counts are  conside re d conse rvat-
ive  and th e  actual num be r of vulne rabilit-
ie s  facing adm inistrators, de ve lope rs, and 
organiz ations m ay actually be  h igh e r.

Th e  e ffort re q uire d to track  vulne rabilit-
ie s  e xce e ds th e  re source s of m ost organiz -
ations, and th e  volum e  of inform ation 
appe aring e ach  ye ar is  unlik e ly to de -
cre ase . To m e e t th e  grow ing ne e d for vul-
ne rability m anage m e nt, O SVD B 
h arne sse s  th e  e fforts of th e  w orld's se cur-
ity practitione rs and th e  pow e r of th e  
ope n source  de ve lopm e nt m ode l to loc-
ate , ve rify, and docum e nt th is  critical in-
form ation. 

O SVD B provide s th e  ne ce ssary structure , 
te ch nology, and conte nt to support th e  
se curity com m unity's re q uire m e nt for 
vulne rability m anage m e nt. O SVD B aim s 
to be  th e  le ading ope n source  proje ct in 
its fie ld by h e lping practitione rs e volve  
and m ove  be yond th e  curre nt m ain-
stre am  re actionary m ode l. By m aintain-
ing a close  conne ction w ith  th e  se curity 
com m unity, by re m aining unaffiliate d 
w ith  com m e rcial inte re sts and ope n to 
com m unity conte nt de ve lopm e nt, and by 
active ly prom oting e xce lle nce  in its ope r-
ation, O SVD B w ill provide  a stable , w orld-
class re source  for all se curity proje cts and 
practitione rs.

Th e  OSVD B Proje ct

Th e  O SVD B proje ct w as launch e d in 2002 
follow ing a re aliz ation in th e  se curity 
com m unity th at no inde pe nde nt, com -
m unity ope rate d vulne rability database  
e xiste d. Th e re  w e re , and still are , 
num e rous vulne rability database s.
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Som e  of th e se  database s  are  m anage d by 
private  inte re sts to m e e t th e ir ow n re -
q uire m e nts, w h ile  oth e rs contain a lim -
ite d subse t of vulne rabilitie s  or h ave  
significant re strictions on th e ir conte nt. 
O SVD B's proje ct le ade rs h ave  se t out to 
im ple m e nt a vulne rability database  th at 
m e e ts th re e  re q uire m e nts. Th e  database  
m ust be : i) com pre h e nsive ; ii) ope n for 
use ; and iii) answ e rable  to th e  com -
m unity.

O SVD B is  curre ntly an active  w e b  applica-
tion available  at h ttp://w w w .O SVD B.org. 
Th e  proje ct w as originally de ploye d in 
tw o m ajor parts: a front e nd allow e d vul-
ne rabilitie s  to be  se arch e d for and re por-
te d on, and a back  e nd allow e d 
contributors to add or e dit vulne rabilit-
ie s. In orde r to stre am line  th e  proce ss, 
O SVD B h as re ce ntly im ple m e nte d a cus-
tom iz able  portal th at fully inte grate s th e  
old back  e nd inte rface  and th e  front e nd 
w e bsite . In addition, th e  m e th od for up-
dating vulne rabilitie s  h as be e n ch ange d 
to a w ik i- lik e  syste m  th at allow s contrib-
utors to e dit individual fie lds w h e n 
ne e de d. O SVD B is  also available  for 
dow nload in m ultiple  database  e xport 
form ats and as a ve ry sm all Ruby on Rails 
application. Th is  application utiliz e s  our 
SQLite  database  e xport to give  a use r 
th e ir ow n, albe it re lative ly fe ature le ss, loc-
al O SVD B instance . 

O SVD B m ode rators ide ntify ne w  vulne r-
abilitie s  and assign th e m  a uniq ue  ide nti-
fie r. Th is  allow s contributors th e  ability to 
scour th e  w e b  for inform ation de scribing 
a vulne rability, th e n capture  th e  de tails in 
a database  re cord w ith in O SVD B itse lf. A 
m ode rator ch e ck s  e ach  vulne rability 
e ntry be fore  it is  com m itte d, to e nsure  
th at th e  O SVD B's standards for clarity 
and corre ctne ss  are  m e t. O nce  th e  up-
date  h as be e n acce pte d, it is  available  to 
anyone  re q uiring vulne rability inform a-
tion from  th e  database .

http://cert.org/stats/fullstats.html
http://www.osvdb.org
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Th e  proce ss  is  rapid, m ak ing ne w  vulne r-
abilitie s  available  to th e  com m unity 
q uick ly. It is  also e fficie nt, m axim iz ing 
productivity for th e  contributors and 
m ode rators so th at th e  te am  can k e e p 
above  th e  rising tide  of vulne rability data. 
Th e  online  proce ss  and th e  autom ation 
th at supports it h ave  be e n im prove d con-
tinuously since  th e  proje ct ope ne d, and 
th e  O SVD B te am  w ill continue  to add 
value  to th e  basic database  and associ-
ate d se rvice s ove r tim e .

Proje ct Goals

M any se curity e nde avors be ne fit from  a 
single  source  listing all vulne rabilitie s. 
Th is  is  in contrast to a fe de rate d ap-
proach  w h e re  m ultiple  vulne rability lists 
h ave  to be  q ue rie d and th e  re sults com -
bine d to ge t a com pre h e nsive  re sult. D e -
ve lope rs cre ating vulne rability 
asse ssm e nt tools, syste m  adm inistrators 
prote cting se rve rs and ne tw ork s, busi-
ne ss  staff asse ssing risk s  and re m e die s, 
acade m ic re se arch e rs docum e nting and 
analyz ing th e  past and future  of ne tw ork  
se curity. All inve st e ffort in ide ntifying 
vulne rabilitie s, all w ork  to docum e nt 
th e m  consiste ntly, and all can be ne fit 
from  a single , com pre h e nsive  source  of 
vulne rability data. Th e  O SVD B proje ct re -
duce s duplication of e ffort and prom ote s 
data consiste ncy. 

Se rious use rs  of any database  e valuate  its 
source s and practice s be fore  placing trust 
in its conte nts. O SVD B is  unbiase d and 
ne utral in its practice s for acce pting, re -
vie w ing, and publish ing vulne rabilitie s. 
Its ope n acce ptance  of com m unity input 
and inte rnal re vie w  proce sse s  e nsure  th at 
th e  vulne rability database  is  not colore d 
by ve ndor biase s. Th e  O SVD B te am  w ork s  
h ard to e nsure  th at th e  conte nt e ve nly re -
fle cts th e  actual distribution of vulne rab-
ilitie s, ne ith e r ove r- e xposing nor 
unde r- e xposing particular ope rating sys-
te m s, products, or ve ndors. 
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Som e  e xpe rts h ave  raise d conce rns th at 
such  a com pre h e nsive  se curity database  
m ay pre se nt pote ntial dange rs of its ow n. 
Th is  is  se curity's classic disclosure  
(h ttp://e n.w ik ipe dia.org/w ik i/
Full_disclosure ) proble m . Can a vulne rab-
ility database  h e lp an attack e r? It m ay do 
so, but it provide s a far m ore  significant 
be ne fit for de fe nde rs. Google  can be  con-
side re d th e  large st and m ost de taile d vul-
ne rability database  in th e  unive rse . It 
ope rate s w h e th e r or not oth e r vulne rabil-
ity lists e xist, and provide s th e  ultim ate  
re source  for th e  de dicate d attack e r. 

Give n th e  bre adth  of inform ation se curity 
proble m s affe cting busine sse s  and indi-
viduals, it is  e asy to unde rstand th at sub-
scribe rs to se curity inform ation span a 
w ide  range  of te ch nical back grounds and 
sk ills. At tim e s, som e  softw are  ve ndors 
h ave  be e n criticiz e d for re le asing vulne r-
ability inform ation th at lack s th e  de tails 
syste m  adm inistrators ne e d. O th e rs h ave  
draw n fire  for com ple x vulne rability re -
ports th at confuse  h om e  use rs  and non-
te ch nical staff. O SVD B include s both  
busine ss- le ve l de scriptions and th e  te ch -
nical de tails for th e  vulne rabilitie s  in th e  
database . Cre ating and supplying th e  
prope r type  of inform ation for th e  inte n-
de d audie nce  allow s O SVD B to se rve  all 
consum e rs of vulne rability inform ation. 

M any se curity ope rations, w h e th e r stand-
alone  organiz ations or se curity de part-
m e nts w ith in e nte rprise s, ope rate  unde r 
tigh t funding, and ne e d to re ly on th e  fre e  
e fforts of oth e rs to be  succe ssful. O S-
VD B's fe ature s and se rvice s be ne fit all se -
curity practitione rs be cause  th e y are  
unive rsally available , w ith out distribu-
tion controls and w ith out fe e s  or ch arge s. 
O SVD B de live rable s can be  fre e ly use d, 
w h e th e r as stand- alone  com pone nts or 
inte grate d into oth e r tools. 

http://en.wikipedia.org/wiki/Full_disclosure
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For e xam ple , an ope n- source  w e b  vulne r-
ability scanne r lik e  Nik to 
(h ttp://w w w .cirt.ne t/nik to2) or Ne ssus 
(h ttp://w w w .ne ssus.org/) can use  O SVD B 
data to populate  re ports from  a vulne rab-
ility scan. Both  de ve lopm e nt te am s con-
se rve  e ffort in finding and docum e nting 
vulne rabilitie s, and th e  se curity com -
m unity be ne fits from  com pre h e nsive  and 
consiste nt re porting capabilitie s.

O SVD B organiz e rs  be lie ve  th at m ore  th an 
one  vulne rability database  is  ne e de d to 
m e e t th e  full varie ty of com m unity re -
q uire m e nts. Th e  2nd W ork sh op on Re -
se arch  w ith  Se curity Vulne rability 
D atabase s, state d th at "no single  proposi-
tion satisfie s  all partie s  involve d" and 
th at th e  paralle l pursuit of diffe re nt 
strate gie s  w ould h ave  th e  be st opportun-
ity for succe ss. O SVD B inte nds to fulfill 
th e  re cogniz e d com m unity re q uire m e nts 
for an ope n, ce ntraliz e d re source . 

W h ile  it re fe re nce s oth e r vulne rability 
database s  (h ttp://w w w .osvdb.org/
e xt_re fe re nce s), it de ve lops its ow n data-
base  e ntrie s  to e nsure  th at th e re  are  no 
re strictions on distribution and re - use  of 
O SVD B vulne rability data. Its conte nts 
are  fre e  of cost and fre e  of re strictions on 
use  unde r th e  te rm s of th e  O SVD B Fre e  
Lice nse  (h ttp://osvdb.org/
osvdb_lice nse ). 

Proje ct Accom plish m e nts

Since  M arch  31, 2004, w h e n th e  O SVD B 
first ope ne d for public use , th e  proje ct 
h as re ach e d m any m ile stone s, including:

1. Th e  form ation of th e  O pe n Se curity 
  Foundation (h ttp://w w w .ope nse curity
  foundation.org/) a non- profit
  public foundation w h ich  provide s inde -
  pe nde nt, accurate , de taile d, curre nt, 
  and unbiase d se curity inform ation to 
  organiz ations, prote cts th e  O SVD B from  
  com m e rcial acq uisition, and form aliz e s  
  th e  tax status of contributors. 7

2. Th e  cre ation of th e  O SVD B ve ndor dic-
  tionary, a fre e  re source  th rough  w h ich  
  th e  se curity com m unity is  able  to gath e r 
  ve ndor contact inform ation. Th e  ve ndor 
  dictionary is  a list of ve ndors, inde xe d by 
  nam e , w h ich  m ay be  fre e ly se arch e d and 
  utiliz e d by all w h o w ish  to find both  ge n-
  e ral and se curity contact inform ation. 
  Th e  se rvice  also provide s a w ay for 
  ve ndors to k e e p th e ir inform ation 
  curre nt w ith in th e  dictionary.

3. Th e  O SVD B blog (h ttp://osvdb.org/
  blog/) starte d as a w ay for th e  proje ct to 
  k e e p th e  public be tte r inform e d on th e  
  proje ct’s status. Ve ry q uick ly, th e  blog 
  be cam e  a place  to discuss and com m e nt 
  on various aspe cts of vulne rabilitie s, 
  and h as be com e  a succe ssful m e ch an-
  ism  for com m unicating w ith  th e  se cur-
  ity industry.

4. A custom  portal w as im ple m e nte d to 
  allow  use rs  to de fine  spe cific ale rting of 
  vulne rabilitie s  w ith  O SVD B's W atch list 
  se rvice . Th is  se rvice  allow s use rs  to track  
  ne w  vulne rabilitie s  by ve ndor or 
  products and also consolidate s ve ndor 
  se curity m ailing lists.

5. Th e  O SVD B displays re le vant blogs for 
  additional re ading and h as th e  ability for 
  se curity practitione rs to com m e nt on 
  spe cific vulne rabilitie s. W h ile  O SVD B 
  h as m ade  e ve ry e ffort to include  all re fe r-
  e nce s in som e  fash ion, w e  h ave  im ple -
  m e nte d a concise  m e th od for th e  com -
  m unity to add inform ation about a 
  vulne rability.

6. A de taile d classification syste m  allow s 
  O SVD B to track  num e rous fie lds for 
  e ach  vulne rability. Th e  e nh ance d data 
  allow s use rs  to find vulne rabilitie s  base d 
  on crite ria such  as attack  type , solution 
  status, or w h e th e r or not th e  vulne rabi-
  lity h as be e n confirm e d or dispute d by 
  th e  ve ndor. 

http://www.cirt.net/nikto2
http://www.nessus.org
http://www.osvdb.org/ext_references
http://osvdb.org/blog
http://osvdb.org/osvdb_license
http://www.opensecurityfoundation.org
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7. Inte gration and cross- re fe re ncing of 
  O SVD B via th e  application program -
  m ing inte rface  (API) w h ich  can provide  
  m ultiple  re sult form ats to fit various 
  ne e ds. Que rie s  can be  run against any 
  num be r of corre lation factors, including 
  CVE ID  (h ttp://e n.w ik ipe dia.org/w ik i/
  Com m on_Vulne rabilitie s_and_
  Exposure s), M icrosoft Bulle tin ID , 
  Bugtraq  ID  (h ttp://e n.w ik ipe dia.org/
  w ik i/Bugtraq ), and a h ost of oth e r com -
  m on re fe re nce  points.

8. Th e  O SVD B supports m ultiple  data-
  base  e xport form ats (XM L, SQLite , 
  M ySQL and CSV) as w e ll as a sm all Ruby 
  on Rails application th at utiliz e s  a
  SQLite  database  e xport to give  a use r 
  th e ir ow n local O SVD B instance .

Future  Plans

Th e  O SVD B is  w ork ing tow ards th e  fol-
low ing obje ctive s:

1. Th e  O SVD B Vulne rability D isclosure  
  Fram e w ork , a se rvice  to h e lp to im prove , 
  stre am line  and, m ore  im portantly, re -
  m ove  th e  m yste ry and bre ak dow ns in 
  th e  disclosure  proce ss. Th e  fram e w ork  
  w ill assist re se arch e rs and ve ndors to 
  be tte r coordinate  disclosing vulne rabil-
  itie s.

2. A policy on th e  re le ase  of vulne rability 
  inform ation w h ich  incorporate s cle ar 
  guide line s on th e  tim ing of notification 
  to th e  product de ve lope r and of notifica-
  tion to th e  ope n se curity com m unity. In 
  addition, a form al state m e nt of policy 
  for h andling pre viously- unk now n 
  (0- day, h ttp://e n.w ik ipe dia.org/w ik i/
  Z e ro_day_attack ) se curity vulne rabilitie s  
  and e xploits, cove ring com m unications 
  w ith  affe cte d ve ndors as w e ll as w ith  th e  
  se curity com m unity. 
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3. Re cruitm e nt of m ore  se curity profe s-
  s ionals to m aintain and e xte nd th e  vul-
  ne rability database  and form al re cogni-
  tion of contributors and ide ntifying le ad-
   contributors to support organiz ations
  unde rw riting th e ir tim e  and e ffort.

4. Active  inte gration w ith  vulne rability 
  tools to stre am line  th e  proce ss  of ide nti-
  fying and se tting prioritie s  for th e  ide nti-
  fie d vulne rabilitie s. O SVD B w ill assist 
  tool de ve lope rs to ide ntify vulne rabilit-
  ie s  th at are  not alre ady re pre se nte d in 
  th e ir products, and w ill provide  a w ay to 
  ide ntify th e  h igh - priority vulne rabilitie s  
  for im m e diate  atte ntion.

5. Th e  cre ation of a Vulne rability and 
  Patch  M anage m e nt Portal to cre ate  a 
  fle xible  fram e w ork  th at can provide  
  organiz ations w ith  th e  ability to track  
  and m anage  vulne rabilitie s  and patch e s. 
  O SVD B is  look ing to not only provide  
  inform ation on vulne rabilitie s, but also 
  a se rvice  th at can provide  se curity pro-
  fe ssionals a w ay to track  and e nsure  th at 
  vulne rabilitie s  h ave  be e n addre sse d at 
  th e ir organiz ation.

6. Th e  O SVD B Training Portal Fram e w ork  
  w ill cre ate  a fle xible  fram e w ork  th at can 
  provide  training on se curity issue s. Th e  
  O SVD B aim s to be  a re pository for train-
  ing inform ation th at w ill h e lp e ducate  
  e nd use rs  on h ow  to avoid se curity risk s  
  and de ve lope rs on h ow  to avoid coding 
  inse cure  applications.

7. Th e  O SVD B Port Listing Proje ct w ill be  
  a ce ntral re pository for all k now n ports 
  and protocols. Th is  w ill be  th e  founda-
  tion for m any ne w  fe ature s such  as re fe r-
  e ncing ports and protocols to O SVD B 
  vulne rabilitie s. Th is  w ill th e n allow  th e  
  O SVD B to be  be tte r m appe d to fire w all 
  rule s, intrusion de te ction syste m  (ID S) 
  ale rts, and pote ntial inte grations to 
  oth e r se curity proje cts. 

http://en.wikipedia.org/wiki/Common_Vulnerabilities_and_Exposures
http://en.wikipedia.org/wiki/Bugtraq
http://en.wikipedia.org/wiki/Zero_day_attack
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8. Long te rm  sponsorsh ip to provide  addi-
  tional se rvice s and an im prove d datase t.

Conclusion

Th e  O SVD B provide s an im portant se r-
vice  for th e  se curity com m unity by m ain-
taining and propagating an ope n, fre e ly 
available  database  of se curity vulne rabil-
itie s. As Ste w art Brand said, "inform ation 
w ants to be  fre e ". Th is  is  doubly true  for 
se curity inform ation, w h ich  can prote ct 
ne tw ork  use rs  and organiz ations from  
h arm . Th e  proje ct is  alre ady significant to 
th e  w orld se curity com m unity, and it w ill 
incre ase  in im portance  as its conte nts 
grow  and as it adds fe ature s and se rvice s 
ove r tim e .

Th e  O SF, a non- profit organiz ation w h ich  
ove rse e s  th e  ope rations of th e  O SVD B, 
w as se tup as an um bre lla organiz ation to 
support ope n source  se curity proje cts. 
Anoth e r proje ct th at continue s to provide  
value  to th e  com m unity is  th e  D ataLoss 
D B (D LD O S, h ttp://attrition.org/
dataloss/dldos.h tm l), run by Attrition.org 
since  July 2005. It w ill be  form ally m ain-
taine d as an ongoing proje ct unde r O SF. 
Th e  D LD O S proje ct's core  m ission is  to 
track  data loss and data th e ft incide nts- -
w h e th e r confirm e d, unconfirm e d, or dis-
pute d- - not just from  th e  Unite d State s, 
but across th e  w orld. As of June  4, 2008, 
D LD O S contains inform ation on ove r 
1,000 bre ach e s  of pe rsonal ide ntifying in-
form ation cove ring ove r 330 m illion re -
cords. 
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Th is article  is base d  upon th e  w h ite pape r 
e ntitle d  O SVD B Aim s. Th e  original w h ite -
pape r is available  in H TM L and  PD F at 
th e  O SVD B w e b site  (h ttp://osvd b.org/
d ocum e ntation).

Jak e  Kouns is th e  co- found e r and  Pre sid -
e nt of th e  O pe n Se curity Found ation (h t-
tp://w w w .ope nse curityfound ation.org/) 
w h ich  ove rse e s th e  ope rations of th e  O pe n 
Source  Vulne rab ility D atabase  (O SVD B). 
Kouns' prim ary focus is to provid e  m an-
age m e nt ove rsigh t and  d e fine  th e  strate gic 
d ire ction of th e  proje ct. H e  h old s a Bach e l-
or of Busine ss Ad m inistration w ith  a con-
ce ntration in Com pute r Inform ation 
Syste m s and  a M aste r of Busine ss Ad m inis-
tration w ith  a conce ntration in Inform a-
tion Se curity from  Jam e s M ad ison 
Unive rsity. 

Re com m e nde d Re source s

 Re q uire m e nts and Approach e s  for a 
 Com pute r Vulne rability D ata Arch ive  
 h ttp://w w w .black m agic.com /se s/
 bruce g/w ork sh p.h tm l

 Sh aring Vulne rability Inform ation Usinga
  Taxonom ically- Corre ct, W e b- Base d 
 Coope rative  D atabase  
 h ttps://w w w .ce rias.purdue .e du/pape rs/
 arch ive /2001- 03.pdf

 D ata M ining in Vulne rability D atabase s  
 h ttp://w w w .ito.tu- darm stadt.de /publs/
 pdf/sdb- dfn- ce rt- e ng.pdf

http://osvdb.org/documentation
http://attrition.org/dataloss/dldos.html
http://www.blackmagic.com/ses/bruceg/workshp.html
http://www.cerias.purdue.edu/papers/archive/2001-03.pdf
http://www.ito.tu-darmstadt.de/publs/pdf/sdb-dfn-cert-eng.pdf
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"In program m ing, as in e ve ryth ing e lse , to 
b e  in e rror is to b e  re born."  

Alan J. Pe rlis, first re cipie nt 
of Turing Aw ard

O n M ay 20, 2008, static analysis  tool 
ve ndor Cove rity re le ase d a re port e ntitle d 
"O pe n Source  Re port 2008" 
(h ttp://scan.cove rity.com /re port/). Th e  
re port include s inform ation gath e re d 
ove r th e  first tw o ye ars of th e  Cove rity 
Scan proje ct w h ich  w as de ve lope d as part 
of a contract from  th e  U S D e partm e nt of 
H om e land Se curity. Cove rity provide s its 
analysis  tools to ope n source  proje cts in 
orde r to ide ntify q uality and se curity 
flaw s in th e  code base s. O nce  ide ntifie d, 
th e  de ve lope rs of th e  ope n source  pro-
je cts are  give n th e  inform ation in orde r to 
facilitate  h arde ning of th e  softw are .

Th e  re port include s inform ation about 
th e  progre ss  m ade  by various proje cts us-
ing th e  Scan se rvice . Additionally, th e  
Scan database s  constitute  one  of th e  
large st and m ost dive rse  colle ctions of 
source  code  to be  built and analyz e d 
w h ile  track ing ch ange s to th ose  code  
base s  ove r a tw o- ye ar pe riod. Th is  data 
provide s a substantial se t of sam ple s for 
conside ring som e  q ue stions about th e  
nature  of softw are . Th e  re port inve stig-
ate s re lationsh ips be tw e e n code base  s iz e , 
de fe ct counts, de fe ct de nsity, function 
le ngth s, and code  com ple xity m e trics. 
Th is  article  h igh ligh ts som e  of th e  re sults 
from  th e  re port.

Data Use d in th e  Re port

Softw are  h as be com e  a large r part of our 
live s ove r th e  last fe w  de cade s. W h e th e r 
on a de sk top com pute r, or in syste m s w e  
use  lik e  bank  m ach ine s  and autom obile s, 
th e re  are  fe w  pe ople  le ft w h o don't inte r-
act w ith  softw are  on a daily basis. Flaw s 
in softw are  can le ad syste m s to m isbe -
h ave  in w ays th at range  from  sim ply an-
noying to life - th re ate ning. 
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Ye t, alth ough  softw are  plays such  a ubi-
q uitous and critical role  in daily life , th e re  
are  still m any unansw e re d q ue stions 
about h ow  to de ve lop good softw are  and 
h ow  to m e asure  th e  q uality of softw are .

Cove rity is  a softw are  ve ndor th at de ve l-
ops tools to autom atically ide ntify flaw s 
in source  code . W h ile  norm ally sold to 
com m e rcial softw are  de ve lope rs, th e  U S 
D e partm e nt of H om e land Se curity con-
tracte d Cove rity to analyz e  ope n source  
softw are  (O SS) and provide  th e  re sults to 
ope n source  de ve lope rs so th at th e y 
could fix th e  de fe cts th at w e re  ide ntifie d.

Cove rity's "O pe n Source  Re port 2008", in-
clude s a sam pling of som e  of th e  data col-
le cte d since  th e  launch  of th e  proje ct in 
M arch  of 2006. Th e  inform ation in th e  re -
port falls into a num be r of diffe re nt cat-
e gorie s. Th e re  is  data about th e  de gre e  of 
im prove m e nt and re gre ssion in q uality 
by th e  ope n source  proje cts using th e  
Scan site . Th e re  is  data about th e  fre -
q ue ncy of diffe re nt type s of de fe cts ide n-
tifie d by th e  analysis  and inform ation 
about th e  conse q ue nce s of e ach  type  of 
de fe ct. Th e re  are  statistical corre lations 
be tw e e n various m e asure m e nts of th e  
softw are  proje cts th at are  be ing track e d 
and statistics about th e  proportion of de -
fe cts w h e re  th e  de ve lope rs de te rm ine d 
th at th e  analysis  tool w as incorre ct w h e n 
it claim e d th e re  w as a de fe ct.

Th e  data in th e  re port is  base d on ope n 
source  proje cts w h ich  add up to 55 m il-
lion line s of code . In ove r 14,000 build 
and analysis  se ssions ove r tw o ye ars, al-
m ost 10 billion line s of code  w e re  run 
th rough  th e  analysis  e ngine . In addition 
to look ing for de fe cts, th e  analysis  re tains 
inform ation about th e  code  itse lf, such  as 
th e  nam e s and num be rs of functions and 
th e ir le ngth s, th e  file s th at com prise  th e  
various proje cts, and th e  calculate d com -
ple xity m e trics. 

http://scan.coverity.com
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Com m e rcial softw are  is  not usually avail-
able  for analysis  on an ongoing basis  
such  as th at pe rform e d in th e  Scan pro-
je ct. Com m e rcial de ve lope rs ofte n do not 
re le ase  th e ir source  code , and w h e n th e y 
do, it is  typically in th e  form  of a spe cific 
re le ase  ve rsion w h ich  usually re ce ive s a 
th orough  ve tting be fore  its public re le ase .

In contrast, ope n source  proje cts m ak e  
th e ir source  code  available  in a public 
ve rsion control syste m . Anyone  w h o is  in-
te re ste d can track  th e  ch ange s th at th e  
de ve lope rs m ak e  day by day. Th is  
provide s a visibility into th e  softw are  de -
ve lope r proce ss  th at w ould not e xist 
w ith out ope n source  principle s.

W h e n a large  num be r of proje cts are  
vie w e d toge th e r, th e  re sult is  a sam ple  se t 
of data th at can be gin to answ e r m any 
q ue stions about th e  nature  of softw are . 
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Know ing th e  answ e rs to th e se  initial 
q ue stions allow s us to be gin to form ulate  
m ore  soph isticate d q ue stions for future  
e fforts to pursue . 

Re port Findings

D e fe ct de nsitie s  are  m e asure d in num be r 
of de fe cts pe r 1,000 line s of code . O ve r 
th e  tw o ye ars from  M arch  2006 to M arch  
2008, th e  ave rage  de fe ct de nsity in th e  
proje cts be ing m onitore d droppe d from  
0.30 de fe cts pe r th ousand line s of code  to 
0.25, or from  rough ly 1 de fe ct pe r 3,333 
line s of code  to one  de fe ct pe r 4,000 line s 
of code . Th is  re pre se nts an ove rall im -
prove m e nt of 16% . Figure  1 sh ow s th e  
ch ange  in de fe ct de nsity. 

Figure  1: Ch ange  in D e fe ct D e nsity
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A statistical corre lation w as pe rform e d to 
com pare  de fe ct de nsitie s  and ave rage  
function le ngth  in e ach  proje ct. Th e  con-
fide nce  factor found w as 1.49 % , w h e re  
confide nce  factors can range  from  0%  to 
100% . D ata include d in th e  re port sh ow  
no corre lation be tw e e n de fe ct de nsity 
and ave rage  function le ngth . Since  be st 
practice s ofte n stipulate  th at long func-
tions sh ould be  re - factore d into m ultiple  
sm alle r functions, support for th at prac-
tice  w ould be  de m onstrate d if th e  data 
sh ow e d a corre lation of h igh e r de fe ct 
de nsitie s  w ith  longe r ave rage  function 
le ngth s. W h ile  th e re  m ay be  advantage s 
to re - factoring to assist in code  m aintain-
ability, sh orte r functions do not se e m  to 
guarante e  im prove m e nts in de fe ct de ns-
ity. Figure  2 sh ow s th e  re lationsh ip 
be tw e e n de fe ct de nsity and function 
le ngth .
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An additional corre lation w as pe rform e d 
be tw e e n code base  s iz e  in line s of code , 
and num be r of de fe cts ide ntifie d. A com -
m only re pe ate d state m e nt is  th at soft-
w are  com ple xity grow s as proje ct siz e s  
grow , but to an e xpone ntial e xte nt. Th at 
is, it is  ofte n asse rte d th at adding addi-
tional code  to a proje ct adds com ple xity 
due  to all of th e  inte ractions w ith  th e  e x-
isting code .

Th e  code base  s iz e  and de fe ct count cor-
re lation w as 71.9 % , w h ich  indicate s th at 
th e  incre ase  in de fe ct count is  large ly lin-
e ar w ith  th e  grow th  in num be r of line s of 
code . If th e  incre ase  in com ple xity le ads 
to m ore  de fe cts, and m ore  fre q ue nt de -
fe cts, th e n a line ar corre lation ough t to 
be  m uch  low e r th an th e  ne arly 72%  fig-
ure . 

Figure  2: Static Analysis D e fe ct D e nsity and Function Le ngth
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Th is appe ars to indicate  th at w riting 
1,000 additional line s of code  to be  adde d 
to a large  code base  (say, ove r 1 m illion 
line s) is  no m ore  difficult or e rror prone  
th an w riting 1,000 line s of code  to be  ad-
de d to a sm all code base .

Th is  finding h as th e  pote ntial be ne fit of 
alle viating a conce rn about softw are  de -
ve lopm e nt. It h as be e n spe culate d th at 
softw are  applications w ill be com e  so 
large  th at th e y w ill be com e  lite rally un-
m anage able . W h ile  th e re  m ay be  oth e r as-
pe cts and lim itations to th e  m anage m e nt 
of large  proje cts, th e re  doe s not appe ar to 
be  an uppe r lim it on proje ct siz e  causing 
de fe cts to be  cre ate d at an unm anage able  
rate . 
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Com parisons are  m ade  in th e  re port 
be tw e e n code base  s iz e  and th e  calcu-
late d com ple xity m e trics for e ach  code -
base . Cyclom atic com ple xity is  an 
algorith m  for m e asuring th e  num be r of 
inde pe nde nt path s th rough  a pie ce  of 
source  code  (h ttp://e n.w ik ipe dia.org/
w ik i/Cyclom atic_com ple xity). Th e  total 
cyclom atic com ple xity of an application 
w as found to corre late  alm ost 9 2%  to th e  
num be r of line s of code  in an applica-
tion. Th is  im plie s th at calculating th e  
com ple xity m e tric for a code base  m ay te ll 
you m ore  about h ow  m uch  code  you 
h ave  th an about its com ple xity. Figure  3 
sh ow s th e  corre lation be tw e e n com ple x-
ity and line s of code .

Figure  3: Cyclom atic Com ple xity and Line  of Code

http://en.wikipedia.org/wiki/Cyclomatic_complexity
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Since  th e  com ple xity m e tric is  so strongly 
re late d to code base  s iz e , it m ay be  im -
portant to double - ch e ck  one 's  assum p-
tions about th e  m e aning of com ple xity 
m e trics and de te rm ine  w h e th e r th e  w ay 
in w h ich  th e y are  be ing use d is  appropri-
ate , give n th e  inform ation th e y conve y.

W h e n discussing th e  re sults of th e  re port, 
th e re  is  a com m on de sire  to draw  com -
parisons be tw e e n ope n source  code  q ual-
ity and com m e rcial source  code  q uality. 
W h ile  th is  issue  is  addre sse d in th e  re -
port, it is  not answ e re d. Th e  lack  of avail-
ability of a w ide  sam ple  se t of 
com m e rcial source  code  m ay m ak e  it im -
possible  to e ve r pe rform  an analysis  s im -
ilar to th at done  for ope n source  code  in 
th e  re le ase d docum e nt.

Th e  re port also include s inform ation 
about th e  rate  of false  positive s ide ntifie d 
in th e  analysis  by de ve lope rs look ing at 
th e  re sults for th e ir code base s. Th e  false  
positive  rate  is  an im portant m e tric for 
any static analysis  tool, be cause  som e  
portion of th e  analysis  is  constraine d by 
inform ation th at w ill only be  available  at 
runtim e . Any tool pe rform ing static ana-
lysis  w ill ide ntify som e  issue s  th at cannot 
h appe n at runtim e , and w ill fail to ide nti-
fy som e  issue s  th at can. Th e  critical factor 
is  th e  de gre e  to w h ich  a tool ide ntifie s  
code  de fe cts th at are  valuable  to re solve , 
w h ile  not re porting so m any false  issue s  
th at de ve lope rs be com e  frustrate d w ith  
th e  inaccuracy of th e  tool. To date , de -
ve lope rs h ave  ide ntifie d only 13.32%  of 
th e  re sults in th e  Scan proje ct as false  
positive s. 

Finally, th e  re port conclude s w ith  appe n-
dice s cove ring th e  spe cific statistical 
m e th ods applie d to th e  data, and addi-
tional de tails about th e  conse q ue nce s of 
th e  various type s of de fe cts ide ntifie d in 
th e  code  th at w as e xam ine d.
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Conclusion

It is  e xpe cte d th at fe e dback  from  re ade rs 
of th e  re port w ill drive  de e pe r inve stiga-
tions into th e  available  data, w h ich  m ay 
uncove r furth e r inte re sting tre nds in th e  
nature  of softw are  de ve lopm e nt.

Cove rity inte nds to issue  update d re ports 
on an annual basis, com paring ye ar- ove r-
ye ar tre nds, and ove rall progre ss  by th e  
proje cts involve d in th e  Scan. As update d 
tools are  m ade  available  to th e  ope n 
source  de ve lope rs, th e  re sults w ill in-
clude  ne w  de fe ct type s and ch ange s in 
th e  ove rall distribution of de fe ct type  fre -
q ue ncie s.

D avid  M axw e ll is Cove rity's O pe n Source  
Strate gist, and  is task e d  w ith  th e  continu-
ation and  e xpansion of Cove rity's D H S-
sponsore d  ope n source  scans. An ope n 
source  se curity spe cialist, M axw e ll h as 
ove r 20 ye ars of e xpe rie nce  as an ope n 
source  use r and  d e ve lope r, and  h e  is par-
ticularly active  in th e  Ne tBSD  com m unity. 
H e  curre ntly sits on th e  ad visory board  for 
th e  BSD  Ce rtification Group and  th e  pro-
gram  com m itte e  for th e  annual BSD Can 
confe re nce . H e  w as also a Ne tBSD  Se curity 
O ffice r from  2001- 2005 and  a contributor 
to th e  b e st- se lling O 'Re illy title  "BSD  
H ack s." M axw e ll h as pre viously w ork e d  as 
a le ad  k e rne l d e ve lope r for Nok ia, and  ar-
ch ite cte d  th e  Inte rne t Se rvice  offe ring for 
Fund y Cable  in Ne w  Brunsw ick . 



"C is q uirk y, flaw e d , and  an e norm ous suc-
ce ss."  

D e nnis Ritch ie  
h ttp://cm .be ll- labs.com /

cm /cs/w h o/dm r/inde x.h tm l

In today’s com puting w orld, se curity 
tak e s  an incre asingly pre dom inant role . 
Th e  industry is  facing ch alle nge s in pub-
lic confide nce  at th e  discove ry of vulne r-
abilitie s  and custom e rs are  e xpe cting 
se curity to be  de live re d out of th e  box, 
e ve n on program s th at w e re  not de signe d 
w ith  se curity in m ind. Softw are  m aintain-
e rs  face  th e  ch alle nge  to im prove  th e  se -
curity of th e ir program s and are  ofte n 
unde r- e q uippe d to do so. Som e  are  tak -
ing advantage  of ope n source  softw are  
(O SS) as th e  availability of th e  source  
code  facilitate s th e ir validation and an-
sw e rs th e ir ne e d for trustw orth y pro-
gram s. O SS are  ofte n im ple m e nte d using 
th e  C program m ing language  (26%  ac-
cording to Source Forge .ne t). Th is  m ak e s  
it  ne ce ssary to inve stigate  th e  se curity is -
sue s  re late d to C.

Th is  pape r sum m ariz e s  k e y conce pts re -
late d to se curity h arde ning, and de m on-
strate s its applicability on th e  C language . 
W e  also propose  a progre ssive  approach  
to inte grate  se curity se rvice s and prote c-
tion m e asure s  into e xisting softw are  to ul-
tim ate ly m ak e  it m ore  re sistant against 
cybe r- attack s. Give n our e ve r incre asing 
de pe ndability on inform ation te ch nolo-
gie s, it be com e s critically im portant to 
provide  tools to m aintaine rs th at w ill fa-
cilitate  and acce le rate  th e  se curity 
h arde ning proce ss, incre asing th e  e ffe ct-
ive ne ss  of th e  e ffort and low e ring th e  re -
source s re q uire d to do so. 

Softw are  Se curity H arde ning

Se curity h arde ning of softw are  is  an in-
form al te rm , but th e  te ch nical com -
m unity conside rs it to be  an ite rative  
proce ss  to progre ssive ly im ple m e nt se -
curity se rvice s and prote ction m e asure s.

Th e  proce ss  starts w ith  th e  basic softw are  
th at h as be ing de signe d and im ple m e n-
te d to offe r som e  functionality as typic-
ally de fine d by use  case s. As a first ste p 
tow ard be tte r prote ction of data, se curity 
se rvice s are  introduce d to im ple m e nt fe a-
ture s  associate d w ith  auth e ntication, ac-
ce ss  control, confide ntiality, and 
inte grity. Th e se  se rvice s are  typically de -
scribe d via se curity use  case s. H ow e ve r, 
th is  is  not sufficie nt. It is  ofte n ne ce ssary 
to de fine  m isuse  case s  to prote ct th e  soft-
w are  against use rs' m istak e s  and oth e r e r-
rors th at could h appe n in any syste m  
ope rate d by h um ans in a com ple x e xe cu-
tion e nvironm e nt. M ore ove r, it is  ofte n re -
q uire d to te st softw are  against abuse  
case s  th at m ode l de libe rate  attack s th at 
could be  e ncounte re d in a h ostile  e nvir-
onm e nt. D e pe nding on th e  criticality of 
th e  syste m  be ing de signe d, it m ay be  ne -
ce ssary to h arde n th e  k e y com pone nts to 
th e  h igh e st le ve l, including se curity se r-
vice s and prote ction m e asure s  against 
m isuse s  or de libe rate  attack s. Som e  oth e r 
le ss critical com pone nts can only be  
h arde ne d to a low e r le ve l.

In practice , th e  ris k  analysis  m ay le ad to 
ch ange s in th e  source  code , th e  de ve lop-
m e nt proce ss, th e  ove rall de sign, or e ve n 
th e  ope rating e nvironm e nt itse lf as de -
scribe d in th e  follow ing classification of 
se curity h arde ning m e th ods: 

Cod e - le ve l h ard e ning im plie s ch ange s in 
th e  source  code  in a w ay th at pre ve nt vul-
ne rabilitie s  w ith out alte ring th e  de sign. 
Som e  vulne rabilitie s  are  a dire ct re sult of 
th e  program m ing activitie s  and code  
le ve l h arde ning re m ove s th e se  vulne rabil-
itie s  in a syste m atic w ay.

Softw are  proce ss h ard e ning is  th e  re place -
m e nt of th e  de ve lopm e nt tools and com -
pile rs, th e  use  of stronge r 
im ple m e ntations of librarie s, and th e  e xe -
cution of com ple m e ntary te st suite s 
w h ich  im ple m e nt se curity sce narios.
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D e sign- le ve l h ard e ning consists of th e  re -
e ngine e ring of th e  application in orde r to 
inte grate  se curity fe ature s th at w e re  ab-
se nt or insufficie nt. Som e  se curity vulne r-
abilitie s  cannot be  re solve d by a sim ple  
ch ange  in th e  code  or by a be tte r e nviron-
m e nt, but are  due  to a fundam e ntally 
flaw e d de sign. Th is  cate gory of h arde ning 
practice s targe ts m ore  h igh - le ve l se curity 
such  as acce ss  control, auth e ntication 
and se cure  com m unication. In th is  con-
te xt, be st practice s and se curity de sign 
patte rns can be  re dire cte d from  th e ir ori-
ginal inte nt and use d to guide  th e  re -
de sign e ffort.

O pe rating e nvironm e nt h ard e ning stands 
for im prove m e nts to th e  se curity of th e  
e xe cution conte xt (ne tw ork , ope rating 
syste m s, librarie s, e tc.) th at th e  softw are  
re lie s  upon. Th ose  ch ange s typically 
m ak e  e xploitation of vulne rabilitie s  
h arde r, alth ough  th e y do not re m e dy 
th e m .

Th e  spe ctrum  of ch ange s th at m ay be  re -
q uire d is  ve ry broad and se curity analysts 
usually tak e  tw o com ple m e ntary pe r-
spe ctive s to addre ss  k e y se curity issue s. 
Typically, analysts pre fe r to start w ith  th e  
h igh - le ve l pe rspe ctive  be fore  e ngaging in-
to code  ch ange s or oth e r low - le ve l se cur-
ity issue s.

H igh -Le ve l Pe rspe ctive

From  th e  h igh - le ve l pe rspe ctive , th e  at-
te ntion w ill be  put on de sign- le ve l 
h arde ning and on th e  re lationsh ip th at 
th e  syste m  h as w ith  its ope rating e nviron-
m e nt. Th e  goal is  to ide ntify m ore  pre -
cise ly th e  th re ats, to e valuate  th e  re al 
risk s, and to propose  counte rm e asure s. 

Ide ntifying th re ats is  an im portant task  in 
se curity h arde ning since  w e  ne e d to de -
te rm ine  w h ich  th re ats re q uire  m itigation 
and h ow  to m itigate  th e m , pre fe rably by 
applying a structure d and form al m e ch -
anism  or proce ss.

As such , th e  follow ing is  a brie f de scrip-
tion of th e  th re e  m ain ste ps ne e de d to 
ide ntify and e valuate  th e  ris k  of a th re at:

1. Application de com position divide s  th e  
  application into its k e y com pone nts in 
  orde r to ide ntify th e ir trust boundarie s. 
  Th is  de com position h e lps to m inim iz e  
  th e  num be r of th re ats th at ne e d m itiga-
  tion by e xcluding th ose  th at are  outside  
  th e  scope  and be yond th e  control of th e  
  application.

2. Th re at ide ntification cate goriz e s  
  according to th e  s ix k now n cate gorie s  
  pre se nte d by H ow ard and Le Blanc: 
  spoofing ide ntity, tam pe ring w ith  data, 
  re pudiation, inform ation disclosure , 
  de nial of se rvice  and e le vation of priv-
  ile ge  (h ttp://w w w .m icrosoft.com /
  m spre ss/book s/59 57.aspx).

3. Risk  e valuation is  ne e de d to de te rm ine  
  th e  priority of th re ats to be  m itigate d. 

O nce  th e  pre vious ste ps are  com ple te d 
and th e  th re at is  w e ll ide ntifie d and cat-
e goriz e d, it is  possible  to de te rm ine  th e  
appropriate  m itigation te ch niq ue (s). It is  
possible  to find m appings be tw e e n th e  
cate gorie s  of th re ats and k now n counte r-
m e asure s. H ow ard and Le Blanc provide  a 
list of m itigation te ch niq ue s  for e ach  cat-
e gory of th re ats w ith in th e ir classification.

For e xam ple , against th e  th re at of spoof-
ing ide ntity, th e y re com m e nd using ap-
propriate  auth e ntication and to prote ct 
se cre t data; against inform ation disclos-
ure , th e y re com m e nd using auth oriz a-
tion and e ncryption. Re garding th e  
de ploym e nt of th e se  te ch niq ue s  into ap-
plications and syste m s, se curity patte rns 
are  use ful to ch oose  th e  be st te ch niq ue s  
available , and guide  th e ir im ple m e nta-
tion. 

16

OS S  S ecurity H ardening Overview

http://www.microsoft.com/mspress/books/5957.aspx


Low  Le ve l Pe rspe ctive

From  th e  low - le ve l pe rspe ctive , th e  atte n-
tion w ill be  on th e  source  code  itse lf and 
on th e  m e th odologie s  (tools and te ch -
niq ue s) use d to build softw are  syste m s. 
Softw are  analysts ofte n use  autom ate d 
tools to find th e  softw are  constructs th at 
are  proble m atic or e xploitable  in an at-
tack  sce nario. Som e  tools use  static code  
analysis  (h ttp://e n.w ik ipe dia.org/w ik i/
Static_code _analysis) to find pote ntial 
im ple m e ntation flaw s. It m ay be  ne ce s-
sary to com ple m e nt th e  se curity analysis  
of th e  code  w ith  a run- tim e  te ste r.

W h e n code  re vie w  is  pe rform e d, it is  im -
portant to e valuate  th e  im pact of a soft-
w are  de fe ct be cause  it m ay re sult in a re al 
vulne rability th at w ill re pre se nt an e x-
ploitable  w e ak ne ss. Eve n th ough  m any 
tools e xist to h e lp ide ntify vulne rabilitie s, 
no tools are  pe rfe ct. Som e  tools are  good 
at ce rtain type s of de fe cts w h ile  oth e rs 
m ay sim ply m iss  th e m . False  positive  dia-
gnostics are  ofte n th e  m ost difficult prob-
le m  softw are  analysts e ncounte r. 
[Editor's Note : re ade rs inte re ste d in th e  
findings of re se arch  into th is  subje ct w ill 
find de tails in th e  article  Language  
Inse curity.] 

Notorious Vulne rabilitie s in th e  C 
Language

In th is  se ction, som e  m ajor safe ty vulne r-
abilitie s  of C program m ing are  pre se nte d 
along w ith  th e  h arde ning te ch niq ue s  
use d to re m e dy th e m  at diffe re nt le ve ls. 
Th e y are  re cogniz e d as be ing am ong th e  
m ost notorious source  of proble m s in 
softw are  se curity and re liability. Th e y il-
lustrate  th e  m ulti- laye r approach  th at is  
ne e de d to cope  w ith  th e m  in a rigorous 
m anne r.

1. Buffe r ove rflow s e xploit com m on pro-
  gram m ing e rrors th at arise  m ostly from  
  w e ak  or non- e xiste nt bounds ch e ck ing 
  of input be ing store d in m e m ory buffe rs. 
  Buffe rs on both  th e  stack  and th e  h e ap 
  can be  corrupte d. M any APIs (applica-
  tion program m ing inte rface s) and tools 
  h ave  be e n de ploye d to solve  th e  prob-
  le m  of buffe r ove rflow  or to m ak e  its 
  e xploitation h arde r. Table  1 sum m ariz e s  
  th e  se curity h arde ning solutions for 
  buffe r ove rflow s. 
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Table  1: H arde ning for Buffe r Ove rflow s

H arde ning Le ve l Product/M e th od

Code : Bound- ch e ck ing, m e m ory m anipulation functions w ith  le ngth  
param e te r, e nsuring prope r loop bounds, form at string 
spe cification, use r’s  input validation

Softw are  Proce ss: Com pile  w ith  canary w ords, inje ct bound- ch e ck ing aspe cts

D e sign: Input validation, input sanitiz ation

O pe rating Environm e nt: D isable  stack  e xe cution, use  libsafe  (h ttp://dire ctory.fsf.org/
proje ct/libsafe /), e nable  stack  random iz ation 

http://en.wikipedia.org/wiki/Static_code_analysis
http://directory.fsf.org/project/libsafe/


2. Inte ge r se curity issue s are  cause d by 
  conve rting be tw e e n signe d and un-
  s igne d, sign e rrors, truncation e rrors 
  and ove rflow  and unde rflow . Th ose  vul-
  ne rabilitie s  can be  solve d using sound 
  coding practice s and spe cial fe ature s in 
  som e  com pile rs such  as re placing 
  inte ge r ope rations w ith  safe r calls. Th e  
  se curity h arde ning solutions for such  
  proble m s are  sum m ariz e d in Table  2.

3. H ard e ning for m e m ory m anage m e nt 
  vulne rab ilitie s. Th e  C program m e r is  in 
  ch arge  of pointe r m anage m e nt, buffe r 
  dim e nsions, allocation and de - alloca-
  tion of dynam ic m e m ory space , all of 
  w h ich  m ay cause  m e m ory corruption, 
  unauth oriz e d acce ss  to m e m ory space , 
  and buffe r ove rflow s. Se curity h arde ning 
  solutions against such  proble m s are  
  sum m ariz e d in Table  3.
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Table  2: H arde ning for Inte ge r Vulne rabilitie s

H arde ning Le ve l Product/M e th od

Code : Use  of functions de te cting inte ge r ove rflow /unde rflow , m igration 
to unsigne d inte ge rs, e nsuring inte ge r data siz e  in 
assignm e nts/casts

Softw are  Proce ss: Com pile r option to conve rt arith m e tic ope ration to e rror 
condition- de te cting 

Table  3: H arde ning for M e m ory M anage m e nt Vulne rabilitie s

H arde ning Le ve l Product/M e th od

Code : NU LL assignm e nt on fre e ing and initializ ation, e rror h andling on 
allocation, pointe r initializ ation, avoid null de re fe re ncing

Softw are  Proce ss: Using aspe cts to inje ct e rror h andling and assignm e nts, com pile r 
option to force  de te ction of m ultiple - fre e  e rrors

O pe rating Environm e nt: Use  a h arde ne d m e m ory m anage r (e .g. dm alloc, ph k m alloc)



4. File  m anage m e nt e rrors can le ad to 
  m any se curity vulne rabilitie s  such  as 
  data disclosure , data corruption, code  
  inje ction and de nial of se rvice . Unsafe  
  te m porary file s and im prope r file  cre -
  ation acce ss  control flags are  tw o m ajor 
  source s of vulne rabilitie s  in file  m anage -
  m e nt.

Le arning M ore

W e  introduce d th e  conce pt of softw are  se -
curity h arde ning and a classification for 
h arde ning m e th ods. It is  h ope d th at it 
w ill guide  de ve lope rs and m aintaine rs in 
de ploying and h arde ning se curity fe a-
ture s  and to re m e dy vulne rabilitie s  
pre se nt in e xisting O SS. M ore  h igh  q ual-
ity inform ation is  available  on se curity 
vulne rabilitie s  and on th e  te ch niq ue s  
use d to m itigate  th e m . W e  re com m e nd 
som e  k e y re source s to addre ss  se curity 
conce rns in e xisting softw are , including 
th e  U S D e partm e nt of H om e land Se cur-
ity portal th at is  th e  m ost com pre h e nsive  
re fe re nce  for softw are  se curity issue s.

  In som e  case s, w e  can re de sign th e  
  application to use  inte r- proce ss  com m u-
  nication inste ad of te m porary file s. Th e  
  se curity h arde ning solutions for such  
  proble m s are  sum m ariz e d in Table  4.

As a ge ne ral advice , th e  scie ntific com -
m unity re com m e nds to look  for O SS im -
ple m e nte d in m ode rn language s such  as 
Java, C# .NET, Ada, SPARK, and CAM L. 
Th e se  offe r m uch  be tte r se curity th an old 
program m ing language s lik e  C and C+ +  
th at are  de ficie nt in te rm s of type  safe ty 
and rigorous m e m ory m anage m e nt. In 
all case s, w e ll- re cogniz e d and w e ll- sup-
porte d im ple m e ntations provide  be tte r 
building block s s ince  th e y are  constantly 
im prove d to m atch  th e  e ve r incre asing 
risk  e ncounte re d in th e  m ode rn cybe r e n-
vironm e nt.
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Table  4: H arde ning for File  M anage m e nt Vulne rabilitie s

H arde ning Le ve l Product/M e th od

Code : Use  prope r te m porary file  functions, de fault use  of re strictive  file  
pe rm issions, se tting a re strictive  file  cre ation m ask , use  of ISO /IEC 
TR 24731 functions

Softw are  Proce ss: Se t a w rappe r program  ch anging file  cre ation m ask

D e sign: Re de sign to avoid te m porary file s

O pe rating Environm e nt: Re stricting acce ss  righ ts to re le vant dire ctorie s  
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 h ttp://w w w .cve .m itre .org

 Com m on Attack  Patte rns 
 h ttp://cape c.m itre .org

 Environne m e ntal Issue s  
 h ttp://nob.cs.ucdavis.e du/bish op/
 se cprog/sans2002/inde x.h tm l

 W e b Application Se curity 
 h ttp://w w w .w e bappse c.org
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“Th e re  are  tw o w ays of constructing a soft-
w are  d e sign. O ne  w ay is to m ak e  it so 
sim ple  th at th e re  are  obviously no d e fi-
cie ncie s. And  th e  oth e r w ay is to m ak e  it so 
com plicate d  th at th e re  are  no obvious d e fi-
cie ncie s.”  

Profe ssor C. A. R. H oare

D e ve loping re liable  and se cure  softw are  
h as be com e  a ch alle nging task , m ainly 
be cause  of th e  unm anage able  com ple xity 
of th e  softw are  syste m s w e  build today. 
Softw are  flaw s h ave  m any cause s, but our 
obse rvations sh ow  th at th e y m ostly com e  
from  tw o broad source s: i) de sign, such  
as a m alicious or uninte ntional back -
door; and ii) im ple m e ntation, such  as a 
buffe r ove rflow  (h ttp://e n.w ik ipe dia.org/
w ik i/Buffe r_ove rflow ).

To addre ss  th e se  proble m s, our re se arch  
group at D e fe nce  Re se arch  and D e ve lop-
m e nt Canada (D RD C) Valcartie r first 
w ork e d on de sign issue s. A prototype  of a 
U M L (h ttp://e n.w ik ipe dia.org/w ik i/
Unifie d_M ode ling_Language ) de sign ve ri-
fie r w as built. O ur approach  w as succe ss-
ful, but w e  face d tw o difficultie s: i) 
spe cifying inte re sting se curity prope rtie s  
at th e  de sign le ve l; and ii) scalability of 
th e  ve rification proce ss. 

Building on th is  e xpe rie nce , w e  studie d 
de sign patte rns for th e  im ple m e ntation 
of se curity m e ch anism s. Th e  output w as 
a se curity de sign patte rn catalog, avail-
able  from  th e  auth ors, w h ich  can h e lp 
softw are  arch ite cts ch oose  m ature  and 
prove n de signs inste ad of constantly try-
ing to re inve nt th e  w h e e l.

Th is  pape r addre sse s  th e  im ple m e ntation 
issue s  from  our e valuation of curre ntly 
available  autom atic source  code  ve rifie rs  
th at se arch  for program  sanity and se cur-
ity bugs. 

From  th is  e valuation, it be com e s cle ar 
th at th e  ch oice  of program m ing language  
to use  w h e n starting an ope n source  pro-
je ct can h ave  m any im portant con-
se q ue nce s on se curity, m aintainability, 
re liability, spe e d of de ve lopm e nt, and col-
laboration. As a corollary, softw are  q uality 
is  large ly de pe nde nt on th e  ade q uacy of 
th e  program m ing language  w ith  re spe ct 
to th e  de sire d prope rtie s  of th e  syste m  de -
ve lope d. Th e re fore , th e  adoption of ope n 
source  softw are  (O SS) sh ould conside r 
th e  program m ing language  th at w as use d.

Conte xt &  Te rm inology

Th e  assurance  le ve l re q uire d for e xe cut-
ing applications de pe nds on th e ir e xe cu-
tion conte xt. O ur conte xt is  m ilitary, in 
w h ich  confide ntial data is  proce sse d by 
se nsitive  applications running on w ide -
spre ad ope rating syste m s, such  as W in-
dow s and Linux, and m ostly program m e d 
in C/C+ +  and Java. O ur prim ary goal w as 
to ge t rid of com m on se curity proble m s 
using autom ate d source  code  ve rification 
tools for C+ +  and Java. To do so, w e  first 
inve stigate d e rrors and vulne rabilitie s  
e m e rging from  softw are  de fe cts. Th is  al-
low e d us to cre ate  m e aningful te sts in or-
de r to e valuate  th e  de te ction 
pe rform ance  and usability of th e se  tools. 

In our inve stigation of com m on softw are  
se curity proble m s, w e  obse rve d th at m ost 
do not com e  from  th e  failure  of se curity 
m e ch anism s. Rath e r, th e y occur from  fail-
ure s  at a low e r le ve l, w h ich  w e  call pro-
gram  sanity proble m s. Se curity 
m e ch anism s e nsure  h igh  le ve l prope rtie s, 
such  as confide ntiality, inte grity, and 
availability, and are  m ostly re late d to 
de sign. Acce ss  control fram e w ork s, intru-
sion pre ve ntion syste m s, and fire w alls are  
all e xam ple s of se curity m e ch anism s. Pro-
gram  sanity proble m s are  re late d to pro-
te cte d m e m ory, valid control and data 
flow , and corre ct m anage m e nt of re -
source s lik e  m e m ory, file s, and ne tw ork  
conne ctions.21
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Be cause  th e se  proble m s are  m any- sor-
te d, a te rm inology is  ne ce ssary to classify 
th e m . An e rror is  close ly re late d to th e  e x-
e cution of a program  and occurs w h e n 
th e  be h avior of a program  dive rge s from  
“w h at it sh ould be ”; th at is, from  its spe -
cification. A de fe ct lie s  in th e  code  and is  
a se t of program  instructions th at cause s  
an e rror. A de fe ct can also be  th e  lack  of 
som e th ing, such  as th e  lack  of data valid-
ation. Finally, a vulne rability is  a de fe ct 
th at cause s  an e rror th at can be  voluntar-
ily trigge re d by a m alicious use r to cor-
rupt program  e xe cution.

W e  focuse d on e rrors, de fe cts, and vulne r-
abilitie s  th at can h ave  an im pact on se cur-
ity. To be  as ge ne ral as possible , w e  
w ante d th e m  to be  application- inde pe nd-
e nt. W e  de fine d five  e rrors, tw e nty- five  
k inds of de fe cts across s ix cate gorie s, and 
th re e  vulne rabilitie s, as sh ow n in Figure  1. 

Th e  list of possible  low - le ve l e rrors th at 
can h appe n w h e n a program  is  e xe cute d 
is  ve ry long. Since  w e  h ad no inte re st in 
th e  corre ctne ss  of com putations w ith  re -
spe ct to spe cifications, w e  focuse d on 
ge ne ral e rrors th at can inte rfe re  w ith  cor-
re ct m e m ory m anage m e nt, control flow , 
and re source  allocation. 

22
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Type s of low - le ve l e rrors include :

• m e m ory w rite  out of bounds: a valid 
  re gion of m e m ory is  ove rw ritte n w h ich  
  re sults in se rious vulne rabilitie s  s ince  
  it can allow  an attack e r to m odify th e  
  program  state  

• m e m ory re ad out of bounds: a re gion of 
  invalid m e m ory is  re ad, re sulting m ostly 
  in e rrors in com putations, but se nsitive  
  value s could be  re ad 

• re source  le ak : a discardable  re source  
  such  as m e m ory, a file  h andle , or a 
  ne tw ork  conne ction is  not re turne d to 
  th e  available  pool w h ich  w ill ge ne rally 
  le ad to a slow dow n or crash  of th e  
  re source - starve d program  

• program  h ang: th e  program  is  in an 
  infinite  loop or w ait state , w h ich  ge ne r-
  ally le ads to a de nial of se rvice  

• program  crash : an unre cove rable  e rror 
  condition h appe ns and th e  e xe cution of 
  th e  program  is  stoppe d, le ading to a 
  de nial of se rvice  

M ost de fe cts w ill not alw ays ge ne rate  e r-
rors for e ve ry e xe cution of th e  program . 
Com ple x conditions h ave  to be  m e t for 
th e  e rror to h appe n and input value s play 
an im portant role . Furth e rm ore , m any 
de fe cts are  com posite  and cannot be  at-
tribute d to only one  program  instruction. 
Th e  follow ing is  a list of th e  type  of de -
fe cts w e  use d to cre ate  our te sts:

• m e m ory m anage m e nt faults: proble m s 
  re late d to m e m ory allocation, 
  de allocation, and copy from  one  buffe r
  to anoth e r 

• ove rrun and unde rrun faults: proble m s 
  re late d to th e  ove rrun or unde rrun of an 
  array or a C+ +  ite rator 

• pointe r faults: proble m s re late d to 
  incorre ct pointe r usage  

• cast faults: proble m s re late d to th e  
  incorre ct cast of one  type  into anoth e r 

• m isce llane ous faults: proble m s th at do 
  not fit into any oth e r cate gory 

Errors in ge ne ral are  unde sirable , but th e  
re al proble m  is  vulne rabilitie s, e spe cially 
re m ote ly- e xploitable  one s. W e  obse rve d 
th at alm ost all dange rous vulne rabilitie s  
are  associate d w ith  m e m ory re ads or 
w rite s out of bounds. Vulne rabilitie s  can 
be  classifie d as:

• de nial of se rvice : allow s an attack e r to 
  pre ve nt use r acce ss  to an appropriate  
  se rvice  

• unauth oriz e d acce ss: allow s an attack e r 
  to acce ss  functionalitie s  or data w ith out 
  th e  re q uire d auth oriz ation 

• arbitrary code  e xe cution: allow s an 
  attack e r to tak e  control of a proce ss  by 
  re dire cting its e xe cution to a give n 
  instruction 

Proble m s w ith  C/C+ +  Program s

M any de fe cts and e rrors are  possible  be -
cause  of bad de sign ch oice s w h e n th e  C 
and C+ +  program m ing language s w e re  
cre ate d. Th e se  language s re q uire  m icro-
m anage m e nt of th e  program ’s be h aviour 
th rough  m e m ory m anage m e nt, are  e rror-
prone  due  to pointe r arith m e tic, and in-
duce  se rious conse q ue nce s to se e m ingly 
be nign e rrors such  as buffe r ove rflow s. A 
sh ort list of th e  m ajor C/C+ +  de sign sh ort-
com ings follow s:

• lack  of type  safe ty: type - safe  program s 
  are  fail- fast as th e ir e xe cution is  stoppe d 
  im m e diate ly w h e n an e rror occurs 
  w h e re as non type - safe  language s lik e  
  C/C+ +  le t th e  e xe cution of e rratic 
  program s continue  23
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• static buffe rs: buffe rs in C/C+ +  cannot 
  grow  to accom m odate  data, buffe r 
  acce sse s  are  not ch e ck e d for bounds, 
  and ove rflow s can ove rw rite  m e m ory 

• lack  of robust string type : C h as no 
  native  type  for ch aracte r strings, m e an-
  ing static buffe rs w ith  pote ntial ove rflow  
  proble m s are  use d inste ad; w h ile  C+ +  
  program s can use  a string type , our 
  obse rvations sh ow  th at th is  is  rare ly th e  
  case  

Cre ators of m ode rn language s, such  as 
Java, h ad th e se  proble m s in m ind and ad-
dre sse d th e m . Inde e d, Java is  im m une  to 
C/C+ +  program  sanity proble m s be cause  
runtim e  ch e ck s  th row  an e xce ption if an 
e rror occurs. H ow e ve r, m any program  
sanity ch e ck s  th row  unch e ck e d e xce p-
tions and th e se  are  rare ly caugh t by pro-
gram m e rs. M any proble m s be com e  
de nial- of- se rvice  vulne rabilitie s  s ince  un-
caugh t e xce ptions crash  th e  program .

Tools Evaluation

W e  e valuate d 27 tools for C/C+ +  and 37 
for Java. All th e se  tools w e re  cate goriz e d 
into th re e  fam ilie s: i) program  conform -
ance  ch e ck e rs; ii) runtim e  te ste rs; and iii) 
advance d static analyz e rs. 

Program  conform ance  ch e ck e rs pe rform  a 
ligh tw e igh t analysis  base d on syntax to 
find com m on de fe cts. Be cause  of th is  un-
soph isticate d analysis, th e y pe rform  
poorly, e xce pt for a fe w  de fe cts th at can 
be  de te cte d by sim ple  syntax analysis. 
M any fre e  tools w e re  in th is  cate gory.

Runtim e  te ste rs look  for e rrors w h ile  th e  
program  is  running by instrum e nting th e  
code  w ith  various ch e ck s. Th is  provide s a 
fine - graine d analysis  w ith  e xce lle nt 
scalability th at can be  ve ry h e lpful w h e n 
th e  program ’s be h aviour cannot be  com -
pute d statically be cause  of value s th at are  
not k now n be fore  runtim e . 

Ad vance d  static analyz e rs w ork  on pro-
gram  se m antics inste ad of syntax. Th e y 
ge ne rally use  form al m e th ods, such  as ab-
stract inte rpre tation or m ode l- ch e ck ing, 
w h ich  ofte n le ad to scalability proble m s. 
Th e  code  m ust be  com pile d into a m ode l 
and th is  is  usually com ple x w ith  C/C+ +  
be cause  of code  portability proble m s 
be tw e e n com pile rs.

O ur re sults can be  sum m ariz e d as:

• for C/C+ + , com m e rcial tools are  by far 
  th e  be st 

• for Java, th e re  are  m any good fre e  tools 

• since  Java is  im m une  to m ost program  
  sanity proble m s th at plague  C/C+ + , 
  th e re  are  no e xact e q uivale nts to C/C+ +  
  tools 

• th e  focus of Java tools is  on good prac-
  tice s and h igh  le ve l de sign proble m s 

Since  our goal w as to de te ct program  san-
ity proble m s, w e  focuse d on tools for 
C/C+ +  during our e valuation. For our 
e valuation, our crite ria w e re : i) pre cision 
in flaw s de te cte d vs. false  positive s; ii) 
scalability from  sm all to large  program s; 
iii) cove rage  or th e  inspe ction of e ve ry 
possible  e xe cution; iv) and th e  q uality of 
th e  diagnostic re port in its use fulne ss for 
proble m  corre ction.

Pre lim inary te sts sh ow e d th at only th re e  
tools for C/C+ +  h ad th e  pote ntial to h e lp 
us ach ie ve  our goal: Cove rity Pre ve nt 
(h ttp://w w w .cove rity.com ) and PolySpace  
for C+ +  (h ttp://w w w .m ath w ork s.com ) for 
de te cting de fe cts, and Parasoft Insure + +  
(h ttp://w w w .parasoft.com ) for de te cting 
e rrors. W e  te ste d th e se  tools in tw o w ays: 
i) ove r re al code  in production th at, to th e  
be st of our k now le dge , w ork e d w e ll but 
w as a bit buggy; and ii) ove r m any sm all 
ad- h oc pie ce s  of code  (synth e tic te sts) 
containing spe cific program m ing de fe cts. 
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To com pare  th e se  tools, all re sults h ad to 
be  conve rte d to e rrors or de fe cts. For syn-
th e tic te sts, de fe cts and th e  e rrors th e y 
cause d w e re  k now n in advance  so it w as 
e asy to conve rt e ve ryth ing to de fe cts. 
H ow e ve r, for code  in production, noth ing 
w as k now n in advance , so w e  de cide d to 
use  th e  be st re sult as a base line . Since  In-
sure + +  w as th e  be st pe rform e r, all re sults 
w e re  conve rte d to e rrors.

Re sults

Th e  com ple te  re sults of our synth e tic 
te sts are  available  in th e  original pape r. 
Th e  difficultie s  in te sting C/C+ +  pro-
gram s can be  sum m ariz e d as follow s:

• no tool is  able  to de te ct e ve ry k ind of 
  de fe ct or e rror 

• static analysis  tools ne e d good q uality 
  code  to pe rform  w e ll 

• pointe r arith m e tic use d to re ad from  
  and w rite  to com ple x data structure s 
  re nde rs static analysis  e xtre m e ly 
  difficult 

• m ak e file s are  ofte n sh ow - stoppe rs due  
  to th e ir lack  of granularity, th e ir num be r 
  m ak e s  de bugging a te dious task , and 
  th e y are  ofte n com ple x and re q uire  
  m any de pe nde ncie s  

• com pile r- spe cific e xte nsions to C/C+ +  
  m ak e  th e  parsing of non- standard 
  e xte nsions difficult 

• th e  use  of conditional com pilation 
  using pre proce ssor dire ctive s w h ich  
  com e  from  a m ix of e nvironm e nt vari-
  able s, configuration file s, and m ak e  
  param e te rs adds to th e  com ple xity of 
  th e  ve rification proce ss  

• h e ade r file s are  ofte n cre ate d or m ove d 
  by th e  m ak e file  w h ile  it is  running 

    

• th e re  are  ofte n m any diffe re nt h e ade r 
  file s w ith  th e  sam e  nam e , but at diffe re nt 
  locations 

W e  found th at h aving th e  ve rification tool 
parse  th e  program  corre ctly is  th e  m ost 
difficult part of th e  job, and th is  is  ofte n a 
sh ow - stoppe r unle ss one  h as unlim ite d 
tim e . Java is  not proble m atic be cause  it 
h as no pre proce ssor and no conditional 
com pilation. It h as be e n de signe d to be  
standard and portable . 

Tool Lim itations and Be st Usage  
Sce nario

W e  found th at curre nt static ve rification 
tools suffe r from  w h at w e  h ave  calle d th e  
“black  box proble m ”. Inde e d, for re active  
applications and h e te roge ne ous syste m s, 
e xe cution doe s not alw ays tak e  place  in 
available  application code . For instance , 
in re action to a m ouse  click , a re active  ap-
plication can start e xe cuting in k e rne l 
code  to pass th e  e ve nt ove r and around 
th e  ope rating syste m . Th is  part of its e xe -
cution can rare ly be  analyz e d and, th e re -
fore , static analysis  tools can h ardly 
de te rm ine  w h at type  of data com e s out of 
th e se  calls. Th is  pre ve nts true  inte rpro-
ce dural analysis.

Scalability is  also a proble m  for static 
tools th at h ave  to conside r (and abstract) 
all possible  e xe cutions.

D ynam ic tools h ave  th e  opposite  prob-
le m : th e y are  ve ry scalable  but provide  
poor cove rage  w ith  poor te st case s. 
H ow e ve r, if you conside r th e  num be r of 
te sts ne e de d to cove r all possible  e xe cu-
tions w ith  dynam ic tools, scalability is  
still a proble m . 

Th e  be st usage  sce nario for Cove rity Pre -
ve nt is  w h e n th e  w h ole  application ne e ds 
to be  analyz e d and it is  com pile d using a 
w ork ing m ak e file . Th e  application code  
siz e  can be  ove r 500K line s of C+ +  w ith out 
proble m s. 25
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Cove rity h as m any good points: i) ve ry 
good inte gration w ith  m ak e file s; ii) use s  
th e  Edison com pile r front- e nd th at can 
re ad code  containing com pile r- spe cific 
e xte nsions from  alm ost e ve ry big com -
pile r in th e  industry; iii) ve ry scalable ; iv) 
e xce lle nt diagnostics w ith  e xe cution 
trace s th at are  e asy to unde rstand and 
ve ry h e lpful to corre ct proble m s; and iv) 
use s  an innovative , but proprie tary, ana-
lysis  base d on statistical code  analysis  
and h e uristics.

Th e  be st usage  sce nario for PolySpace  for 
C+ +  is  to analyz e  sm all se gm e nts of critic-
al code  in applications w h e re  runtim e  e x-
ce ptions sh ould ne ve r h appe n. Th e  
application code  siz e  m ust stay unde r 
20K line s of C+ + . It use s  a ve ry th orough  
analysis  base d on abstract inte rpre tation, 
w ith  w h ich  it can de te ct runtim e  e rrors 
statically. It h as a nice  graph ical inte rface , 
e spe cially th e  vie w e r m odule  w h ich  is  
use d to analyz e  th e  re port and navigate  
th e  source  code . H ow e ve r, it lack s a good 
diagnostic be cause  som e tim e s it is  im -
possible  to unde rstand th e  de fe ct found.

Th e  be st usage  sce nario for Parasoft In-
sure + +  is  to te st h ybrid syste m s base d on 
m any h e te roge ne ous com pone nts. To 
conside r code  cove rage , it sh ould alw ays 
be  inte grate d into te st case  h arne sse s  
th at h ave  be e n sh ow n to provide  good 
code  cove rage . Since  Insure + +  is  a dy-
nam ic tool, th e re  is  no lim it to th e  applic-
ation code  siz e  and bad q uality code  h as 
no e ffe ct on de te ction pe rform ance . In-
sure + +  h as a ve ry good diagnostic w ith  
call stack  and m e m ory diagram s th at 
sh ow  e xactly w h at w as ove rw ritte n. 
H ow e ve r, as alre ady m e ntione d, te st 
case s  h ave  to be  care fully spe cifie d w ith  a 
good cove rage  strate gy.

Discussion

W e  h ave  allude d to th e  im portance  of 
sim ple  and unam biguously spe cifie d lan-
guage  constructs, standardiz e d, portable , 
and type - ch e ck e d language  com pilation, 
vigilant runtim e  m onitoring, and avail-
able  ve rification tools. W e  argue  th at it is  
s im ple r, th ough  not sim ple , to produce  
be tte r q uality softw are  w ith  m ode rn pro-
gram m ing language s. W e  be lie ve  th at 
m ode rn program m ing language s sh ould 
alw ays be  use d ove r olde r one s, e xce pt 
w h e n a convincing argum e nt can be  
m ade  against it. 

Furth e rm ore , program m e rs sh ould use  
th e  ve rification tools th at are  available  for 
th e ir program m ing language s and sh ould 
stay aw are  of th e  ne w  one s. In th e  se le c-
tion of ope n source  products, th e  pro-
gram m ing language  use d is, of course , 
not th e  only variable  to conside r in asse ss -
ing softw are  q uality. But w h e n e valuating 
tw o products th at h ave  be e n prope rly 
te ste d for appropriate  and corre ct func-
tionality for th e  task  at h and, w e  w ould re -
com m e nd to ch oose  th e  one  
program m e d w ith  a m ode rn language .

Th e  com pute r industry te nds to adopt 
ne w  te ch nologie s  ve ry q uick ly. Se tting h u-
m an and financial re source s aside , th e  ad-
option of ne w  program m ing language s 
ge ne rally follow s th e  law s of fash ion: w h at 
is  th e  ne w  be st th ing th is  ye ar? w h at 
sh ould I use  to stay cool and up- to- date ? 
Th is  is  not ne ce ssarily a bad drive r of pro-
gre ss. H ow e ve r, it cove rs a pe rnicious 
h abit: w e  h ave  rare ly obse rve d a program -
m e r adopting a ne w  program m ing lan-
guage  be cause  h e  k ne w  all th e  pitfalls of 
h is  curre nt language  and w ante d to avoid 
th e m .
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Conclusion

Th e  root of se curity proble m s are  not th e  
failure  of se curity m e ch anism s. C/C+ +  
program s are  e spe cially proble m atic be -
cause  th e y e nforce  alm ost no re striction 
on th e  e xe cution of program s and th e y 
are  prone  to vulne rabilitie s  w ith  se rious 
conse q ue nce s. H ow e ve r, m ode rn lan-
guage s, such  as Java, are  im m une  to 
C/C+ +  proble m s and are  not prone  to 
any se rious vulne rability. O f course , just 
as w ith  any language , de sign m ust be  rig-
orously ve rifie d and im ple m e nte d cor-
re ctly. Th e  use  of Java is  not a panace a 
and care  sh ould still be  tak e n in th e  cor-
re ct im ple m e ntation of se curity m e ch an-
ism s.

Ve rifying C/C+ +  program s is  a h uge  ch al-
le nge . Th e se  language s are  ve ry difficult 
to analyz e  be cause  of m any unde fine d or 
non- standard se m antics, pointe r arith -
m e tic, and com pile r- spe cific e xte nsions 
to th e  language . W e  h ave  found no cur-
re ntly available  ve rification tool th at can 
re duce  th e  ris k  s ignificantly e nough  for 
se nsitive  applications. W e  h igh ly re com -
m e nd th e  use  of m ode rn program m ing 
language s such  as Java, w h ich  nullify pro-
gram  sanity proble m s. H ow e ve r, if th e  
use  of C/C+ +  is  m andatory, w e  re com -
m e nd re stricting its usage  and th e  use  of 
se rious te st case s  and ve rification tools. 

Th is article  is base d  upon a pape r origin-
ally publish e d  in th e  Proce e d ings of th e  
Static Analysis Sum m it 
(h ttp://sam ate .nist.gov/d ocs/
NIST_Spe cial_Publication_500- 262.pd f)

Fre d e ric M ich aud  is a re se arch e r spe cial-
iz e d  in softw are  se curity includ ing ve rifica-
tion and  valid ation, d e fe nsive  
program m ing, and  robust arch ite cture s for 
inform ation syste m s ope rate d  in h ostile  
e nvironm e nts.

Fre d e ric Painch aud  is a d e fe nce  scie ntist at 
D e fe nce  Re se arch  and  D e ve lopm e nt 
Canad a, Valcartie r. H is re se arch  inte re sts 
are  language  se m antics, form al m e th od s, 
program  analysis, and  IT se curity. 
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"O pe n, d istribute d  innovation is attack ing 
a m ajor structure  of th e  social d ivision of 
labor. M any firm s and  ind ustrie s m ust 
m ak e  fund am e ntal ch ange s to long- h e ld  
busine ss m od e ls in ord e r to ad apt."  

Eric Von H ippe l, M IT

O n M ay 23, 2008, Stoyan Tane v from  Car-
le ton Unive rsity de live re d a pre se ntation 
e ntitle d "Tre nds in Te ch nology M ark e t-
ing". Th is  se ction provide s th e  k e y m e s-
sage s from  D r. Tane v's le cture . Tane v's 
le cture  discusse d curre nt tre nds in te ch -
nology innovation and m ark e ting by fo-
cusing on th e  e volution of traditional 
m ark e ting conce pts. Th e  slide s from  th e  
pre se ntation are  available  for dow nload 
(h ttp://w w w .tale ntfirstne tw ork .org/
w ik i/im age s/d/db/Tre nds_in_
te ch nology_m ark e ting_M ay_23.pdf).

Th e  TIM  Le cture  Se rie s  provide s a forum  
th at prom ote s th e  e xch ange  of k now -
le dge  be tw e e n unive rsity re se arch  and 
te ch nology com pany e xe cutive s and e n-
tre pre ne urs. Re ade rs outside  th e  O ttaw a 
are a w h o are  unable  to atte nd th e  le c-
ture s  in pe rson are  invite d to vie w  up-
com ing le cture s in th e  se rie s  e ith e r 
th rough  voice  confe re ncing or w e bcast. 
Instructions for joining a le cture  are  avail-
able  at h ttp://tinyurl.com /5nh bc8. 

Core  M ark e ting Conce pts

Th e  first h alf of th e  le cture  conce ntrate d 
on curre nt tre nds in te ch nology innova-
tion and m ark e ting and de scribe d th e  
e volution of traditional m ark e ting con-
ce pts. M ark e ting strate gy is  ch anging in 
re sponse  to h igh e r custom e r inform ation 
acce ss  and incre ase d global conne ctivity.

Curre nt m ark e ting strate gie s  and th e ir as-
sociate d busine ss  m ode l im plications are  
a re sult of th e  e m e rging paradigm  of 
value  co- cre ation ne tw ork s. Th e  de sign of 
offe rings base d on value  co- cre ation is  
conside re d as th e  ne xt practice  in value  
cre ation. 

Aspe cts of th e  e volving m ark e ting tre nds 
include :

• product support and com pany re puta-
  tion are  im portant for custom e rs m ak ing 
  buying de cisions 

• product le ade rsh ip and custom e r intim -
  acy are  im portant for crossing th e  ch asm  
  (h ttp://e n.w ik ipe dia.org/w ik i/
  Crossing_th e _Ch asm ) 

• th e  am biguity in te ch nology m ark e ts 
  re q uire s  diffe re nt m ark e ting strate gie s  

• adve rtising sh ould not com m unicate
  com ple x m e ssage s 

• a strate gy th at w ork s  in one  stage  of th e  
  product life  cycle  m ay not w ork  in anoth -
  e r stage ; using th e  sam e  strate gy m ay 
  re sult in failure  

• value  ch ains can be  paralle l as w e ll as 
  se rial 

Co-Cre ation Paradigm

Th e  se cond h alf of th e  le cture  furth e r e x-
plore d th e  value  th at can be  cre ate d 
th rough  co- cre ation w ith  one 's  use r base . 
As in any value  proposition, h ow  to appro-
priate  value  isn't obvious. W h ile  te ch no-
logy plays a critical role  in value  cre ation, 
value  is  cre ate d not th rough  a product's 
fe ature s but by its ability to ge t a job 
done . It is  difficult for som e  m ark e te rs to 
grasp th e  ne w  re ality th at value  cre ation is  
m ade  possible  by coope rating w ith  com -
ple m e ntors and is  e nable d by transpar-
e ncy. It sh ould also be  note d th at som e  
ve rtical value  ch ains h ave  m any laye rs 
and h ow  you diffe re ntiate  de pe nds on th e  
com ple xity of th e  value  ch ain. 

Traditional m ark e ting te ch niq ue s  focus 
on planning w h e re as co- cre ation allow s 
oth e rs to tak e  advantage  of opportunitie s. 
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In oth e r w ords, th e  ne w  m ark e ting tre nd 
is  all about cre ating a path  to your 
product via pull m e th ods inste ad of push . 
Th is  se ction also offe re d insigh ts into cus-
tom e rs:

• custom e r satisfaction is  m ultidim e n-
  s ional and base d on e xpe rie nce  rath e r 
  th an price  

• custom e r involve m e nt builds trust in 
  your brand 

• m ark e ting can't satisfy a custom e r's  
  ne e d (prom ise  vs. product) 

Th e re  w as som e  discussion re garding th e  
ph e nom e na th at use r e xpe rie nce  doe s 
not ne ce ssarily m e an co- cre ation. An e x-
am ple  is  a use r th at m e re ly consum e s Ex-
pe dia's se rvice s as oppose d to le aving 
com m e nts- - w h ich  cre ate s value - - for oth -
e rs  to use . Eve n th ough  th e re  isn't dire ct 
value  cre ation from  a passive  consum e r, 
th e se  type s of consum e rs also provide  
value  in th at th e y re pre se nt traffic and e x-
posure  to one 's  se rvice s.

A final k e y m e ssage  is  th at co- ope tition 
(h ttp://e n.w ik ipe dia.org/w ik i/
Co- ope tition) can offe r e nd- to- e nd se r-
vice s, som e th ing th at is  rare ly ach ie vable  
by one  com pany. 

Stoyan Tane v is an Assistant Profe ssor in 
th e  D e partm e nt of Syste m s and  Com pute r 
Engine e ring at Carle ton Unive rsity. H e  re -
ce ive d  a joint Ph .D . from  th e  Unive rsity of 
Sofia and  th e  Unive rsité Pie rre  and  M arie  
Curie . H is re se arch  inte re sts includ e  ope n 
source  innovation strate gie s in non- soft-
w are  se ctors, m anage m e nt of innovation 
in ne w , e m e rging and  cross- d isciplinary 
te ch nology are as, and  b iom e d ical optics 
and  nanoph otonics d e sign and  sim ula-
tion tools.

"...com m unitie s are  living organism s th at 
are  m ost analogous to gard e ns; th e y m ust 
b e  te nd e d  to, cultivate d , and  fe rtiliz e d  if 
th e y are  to tak e  root, grow  and  th rive ."  

M ark  Sigal 
h ttp://th e ne tw ork garde n.com /w e blog/

2008/03/online - com m unit.h tm l

O n June  4, 2008, Ian Sk e rre tt from  th e  Ec-
lipse  Foundation de live re d a pre se ntation 
e ntitle d " Building Te ch nical Com m unit-
ie s". Th is  se ction provide s th e  k e y 
m ssage s from  Ian's le cture . Ian use d h is  
obse rvations of w ork ing in th e  Eclipse  
com m unity to e xplain w h y com m unity 
building is  im portant, its critical e le -
m e nts, and h ow  th e  traditional role s w ith -
in an organiz ation re late . Th e  slide s from  
th e  pre se ntation are  available  for dow n-
load (h ttp://w w w .tale ntfirstne t
w ork .org/w ik i/im age s/6/69 /Building_
te ch nical_com m unitie s_June _4.pdf).
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 M ark e ting in th e  21st ce ntury 
 h ttp://m yph liputil.pe arsoncm g.com /
 stude nt/k otle r6/REV01.PD F

 D e m ocratiz ing Innovation 
 h ttp://w e b.m it.e du/e vh ippe l/w w w /
 de m oc1.h tm

http://myphliputil.pearsoncmg.com/student/kotler6/REV01.PDF
http://web.mit.edu/evhippel/www/democ1.htm
http://thenetworkgarden.com/weblog/2008/03/online-communit.html
http://en.wikipedia.org/wiki/Co-opetition
http://www.talentfirstnetwork.org/wiki/images/6/69/Building_technical_communities_June_4.pdf


Com m unity D e fine d

A com m unity re fe rs to pe ople  w h o sh are  
a com m on inte re st or passion and inte r-
act w ith  e ach  oth e r about th e  give n pas-
sion, re gardle ss of th e ir ge ograph ic 
location. Participation in a com m unity 
can be  com pe lling and stick y in th at 
pe ople  re turn fre q ue ntly and re m ain for 
e xte nde d pe riods. A com m unity is  im -
portant to your com pany be cause , it:

• provide s close r contact w ith  your 
  custom e rs and use rs  

• facilitate s th e  de ve lopm e nt and de live ry 
  of a w h ole  product or solution 

• supple m e nts te ch nical support 

• provide s w ord of m outh  m ark e ting 

• acce le rate s te ch nology adoption 

• e nable s a sm all num be r of individuals 
  to h ave  significant im pact w orldw ide  

In a te ch nical com m unity: i) pe e rs, not 
ve ndors, de te rm ine  th e  m e ssage ; ii) de -
ve lope rs talk  to oth e r de ve lope rs, not 
th rough  inte rm e diarie s  or pre ss  re le ase s, 
and m ark e te rs produce  conte nt such  as 
case  studie s  th at h e lp de ve lope rs se ll up 
to th e ir m anage rs; iii) pe ople  spe ak  to 
pe ople , not a m ark e t or a de m ograph ic at-
tribute ; iv) e m ploye e s  inte ract w ith  
pe ople  w h o are  saying good and bad 
th ings about th e ir com panie s; iv) inte rac-
tions first build trust and th e n build 
value ; and iv) you le arn to live  w ith  your 
com pe titors be ing part of th e  sam e  com -
m unity.

It is  a m yth  th at com m itte rs are  volun-
te e rs. Th e  com m itte rs for th e  e stablish e d 
ope n source  proje cts are  ne arly all paid 
by com panie s  to com m it code  to ope n 
source  proje cts. Non- m one tary m otive s 
for an individual to contribute  to a te ch -
nical com m unity include : 

• satisfy a passion for doing som e th ing 
  inte re sting w h ile  re ce iving im m e diate  
  fe e dback  

• satisfaction from  se e ing individual's 
  code  be ing use d and talk e d about 

• satisfaction from  be ing able  to fix code  
  im m e diate ly 

• se lf branding th at le ads to consulting 
  w ork  and/or incre ase  in th e  num be r and 
  q uality of job opportunitie s  

To succe ssfully inte ract w ith  a te ch nical 
com m unity, you sh ould: i) be  auth e ntic; 
and ii) re spond and re act re spe ctfully, ac-
curate ly and q uick ly. O th e r insigh ts from  
th is  portion of th e  le cture  include :

• custom e rs and ve nture  capitalists w ish  
  to k now  h ow  h e alth y a te ch nical com -
  m unity is  using m e trics th at include  siz e , 
  dive rsification and tale nt 

• m e trics, be yond counting num be rs of 
  dow nloads, are  ne e de d to asse ss  th e  
  h e alth  of a com m unity 

• m one tiz ing a com m unity is  a de licate  
  s k ill 

• ve nture  capital firm s se e  a com m unity 
  as a m e ch anism  th at low e rs th e ir risk s  as 
  w e ll as low e rs th e ir ve nture s' sale s and 
  m ark e ting costs 

• old m ark e ting is  e ith e r brok e n or ch an-
  ging and ne w  m ark e ting is  com m unity-
  base d 

• top dow n m ark e ting is  still ne e de d 
  be cause  te ch nical pe ople  m ust se ll up to 
  th e ir m anage rs 

• old sch ool m ark e te rs usually don’t h ave  
  th e  te ch nical sk ills re q uire d to join a 
  com m unity and gain th e  inte re st of 
  de ve lope rs w ith out insulting th e m  or 
  be ing insulte d by th e m  30
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Building Com m unitie s

In orde r to build a com m unity, you m ust 
produce  good code  th at solve s a com pe l-
ling proble m  and/or de cre ase s  de ve lop-
m e nt costs. You m ust also e nsure  th at th e  
conve rsation about th e  code  is  w orth -
w h ile . M ak e  it e asy to contribute  to th e  
com m unity by providing: i) docum e nta-
tion th at low e rs th e  barrie r to unde r-
standing th e  code ; ii) tutorials, w h ite  
pape rs and book s; and iii) e xpe rts w h o 
m onitor ne w sgroups and bug database s  
to provide  prom pt and accurate  fe e dback .

Com m unity building also re q uire s  trans-
pare ncy. Signs of transpare ncy include : i) 
m aintaining ope n bug database s; ii) pub-
lish ing proje ct m e e tings; and iii) publish -
ing proje ct plans and incorporating 
com m unity's fe e dback  into plans. Be  
part of th e  com m unity, do not atte m pt to 
control it. Provide  a gove rnance  structure  
th at fits w ith  th e  aim s of th e  com m unity.

An arch ite cture  of participation 
(h ttp://w w w .ore illyne t.com /pub/w lg/
3017) include s low  barrie rs  to e ntry for 
ne w com e rs and som e  m e ch anism  for 
isolating th e  cath e dral from  th e  baz aar 
(h ttp://e n.w ik ipe dia.org/w ik i/
Th e _Cath e dral_and_th e _Baz aar). An ar-
ch ite cture  of participation allow s for a 
fre e  m ark e t of ide as, in w h ich  anyone  can 
put forw ard a propose d solution to a 
proble m . From  e xpe rie nce , an arch ite c-
ture  of participation th at is  com prise d of 
a ve ry large  run- tim e  syste m  as th e  plat-
form  (cath e dral) w ith  plug- ins on top 
(baz aar) doe s not w ork .

A good arch ite cture  of participation sup-
ports a sm all cath e dral w h ich  e nable s a 
baz aar w h e re  it is  e asy for individuals to 
add th e ir ide as to th e  platform . For e x-
am ple , Eclipse  is  a platform  th at include s 
a sm all run- tim e  syste m  w h ich  e nable s 
add- ons and oth e r com pone nts to run on 
top of th e  platform . 

It is  im portant th at provide rs of ne w  add-
ons are  on th e  sam e  footing as th ose  w h o 
provide d th e  original syste m . A succe ssful 
arch ite cture  of participation:

• e m pow e rs individuals and sm all groups 
  to m ak e  de cisions 

• provide s ope n APIs and com m e rcial 
frie ndly lice nse s

• e nable s supplie rs to com pe te  on im ple -
  m e ntations and th e  use rs, not th e  plat-
  form , to de cide  w h o w ins 

• is  e asy to inte grate  and e xte nd 

• spurs innovation 

• se e ds a broade r e cosyste m  

• prom ote s a culture  of ope nne ss, trans-
  pare ncy and m e ritocracy 

Som e  succe ssful com m unitie s  h ave  
strong, visible  te ch nical le ade rs. Ex-
am ple s include  Linus Torvalds for th e  
Linux com m unity, D avid H e ine m e ie r 
H ansson (D H H ) for Rails, and M ark  Sh ut-
tle w orth  for U buntu. O th e r succe ssful 
com m unitie s  h ave  various com m unity 
le ade rs. In th e se  com m unitie s, th e  q uality 
of th e  code  is  m ore  im portant th an th e  
visibility of th e  le ade rs.

To ove rcom e  ch alle nge s found in com -
m unitie s, it is  ofte n be tte r to first obtain 
fe e dback  and th e n m ak e  an e xe cutive  de -
cision. Com m unitie s  fail be cause :

• th e y don't produce  good code  and/or 
  th e  conve rsation about th e  code  is  not 
  w orth w h ile  

• th e re  are  no visible  le ade rs and code  is  
  of poor q uality

• no or little  e ffort is  inve ste d into nurtur-
  ing th e  com m unity 
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Eclipse

Ian finish e d th e  pre se ntation w ith  a q uick  
ove rvie w  of th e  Eclipse  Foundation 
(h ttp://w w w .e clipse .org) w h ich  h as 180+  
m e m be rs globally. Th e  approxim ate  
bre ak dow n is : U S (50% ), Europe  (30% ) 
and th e  re st of th e  w orld (20% ). Eclipse 's  
m ain m ark e ting obje ctive  is  to grow  th e  
com m unity and spre ad th e  adoption of 
Eclipse  into ve rtical e nte rprise  m ark e ts. 
Eclipse  doe s not com pe te  w ith  m e m be r 
com panie s' products. IBM  ope n source d 
Eclipse  w h e n it re cogniz e d th at nobody 
w ants to build m odule s for a lock e d- in 
syste m . 

Ian Sk e rre tt is th e  D ire ctor of M ark e ting at 
th e  Eclipse  Found ation, a not- for- profit 
corporation supporting th e  Eclipse  ope n 
source  com m unity and  com m e rcial e cosys-
te m . H e  is re sponsible  for im ple m e nting 
program s th at raise  aw are ne ss of th e  Ec-
lipse  ope n source  proje ct and  grow  th e  
ove rall Eclipse  com m unity. Ian h as b e e n 
w ork ing in th e  softw are  ind ustry for ove r 
20 ye ars. H e  h as h e ld  a varie ty of prod uct 
m anage m e nt and  prod uct m ark e ting posi-
tions w ith  Cognos, O bje ct Te ch nology In-
te rnational, IBM , Entrust and  Klocw ork . 
H e  grad uate d  from  Carle ton Unive rsity 
w ith  a Bach e lor of Com pute r Scie nce  and  
h as an M BA from  M cGill.
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 Brand H ijack : M ark e ting W ith out 
 M ark e ting
 h ttp://w w w .am az on.com /Brand- H ijack -
 M ark e ting- W ith out/dp/159 1840783

 D e ve loping an Arch ite cture  of 
 Participation 
 h ttp://proje ct.baz aar.org/w p- conte nt/
 stall_proje ct_uploads//2007/09 /
 111_final_pape r.pdf

 D oe s Code  Arch ite cture  M itigate  Fre e  
 R iding in th e  O pe n Source  D e ve lopm e nt 
 M ode l? 
 h ttp://w w w .pe ople .h bs.e du/cbaldw in/
 D R2/Baldw inArch PartAll.pdf 

http://www.eclipse.org
http://www.amazon.com/Brand-Hijack-Marketing-Without/dp/1591840783
http://project.bazaar.org/wp-content/stall_project_uploads/2007/09/111_final_paper.pdf
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Current affairs

H aving h ad a fe w  m ore  h ours to th ink  
about Industry M iniste r Jim  Pre ntice 's  
Canadian D M CA (w w w 2.parl.gc.ca/
H ouse Publications/Publication.aspx?
D ocid=3570473& file =4), I am  le ft w ith  
one  dom inant fe e ling- - be trayal. I h ave  
alre ady h igh ligh te d th e  k e y provisions 
(h ttp://w w w .m ich ae lge ist.ca/conte nt/
vie w /3025/125/) and cove rage  (and note  
th at it w ill tak e  som e  tim e  to fully asse ss  
th e  im plications of th is  b ill) but it is  im -
m e diate ly appare nt th at th e  conce rns of 
th ousands of Canadians- - now  ove r 
45,000 on th e  Fair Copyrigh t for Canada 
Face book  group alone - - h ave  be e n re al-
iz e d. If e nacte d, th e  Canadian D M CA 
w ould strongly e ncourage  th e  use  of te ch -
nological lock s and law suits. W h ile  Pre n-
tice  h as give n a h andful of ne w  righ ts to 
Canadian consum e rs, e ach  is  subje ct to 
m any lim itations and unde rm ine d by th e  
digital lock s provisions th at m ay e ffe ct-
ive ly re nde r th e  ne w  righ ts m e aningle ss.

So W h y is it a Be trayal?

Be cause  in a country w h ose  Supre m e  
Court of Canada h as e m ph asiz e d th e  im -
portance  of balance  be tw e e n cre ators 
righ ts and use r righ ts, th e  Canadian 
D M CA e visce rate s use r righ ts in th e  digit-
al e nvironm e nt by virtually e lim inating 
fair de aling. Unde r th is  b ill, th e  righ t to 
copy for th e  purpose s  of re se arch , private  
study, criticism , and ne w s re porting virtu-
ally disappe ars if th e  unde rlying conte nt 
is  digitally lock e d.

Be cause  in a country th at righ tly pro-
m ote s th e  im portance  of e ducation, th e  
Canadian D M CA e re cts ne w  barrie rs  for 
te ach e rs, stude nts, and sch ools at e ve ry 
le ve l w h o now  face  th e  prospe ct of in-
fringe m e nt claim s if th e y w ant to te ach  
using digital m e dia.

Be cause  in a country th at prioritiz e s  pri-
vacy, th e  Canadian D M CA w ill re nde r it 
virtually im possible  to prote ct against th e  
invasion of privacy by digital m e dia com -
panie s. Th e  bill include s an e xe m ption 
for th ose  th at circum ve nt digital lock s to 
prote ct th e ir privacy, ye t re nde rs th e  tools 
ne e de d to circum ve nt ille gal. In oth e r 
w ords, th e  b ill give s Canadians th e  righ t 
to prote ct th e ir privacy but proh ibits th e  
tools ne e de d to do so.

Be cause  in a country th at value s con-
sum e r righ ts, th e  Canadian D M CA m e ans 
th at consum e rs no longe r control th e ir 
ow n pe rsonal prope rty. Th at CD  or D VD  
or e - book  or ce llph one  you just bough t? 
Th e  bill says you now  h ave  th e  righ t to e n-
gage  in "private  use  copying" but not if it 
contains digital lock s.

Be cause  th e  Conse rvative  Party of 
Canada prom ise d to Stand Up for 
Canada, ye t th e  Canadian D M CA is  q uite  
cle arly U .S.- inspire d le gislation, th e  re s -
ult of inte nse  pre ssure  from  U .S. officials 
and lobby groups.

Be cause  th e  gove rnm e nt ple dge d to table  
tre atie s  for H ouse  of Com m ons de bate  
be fore  introducing im ple m e nting le gisla-
tion and faile d to do so. Claim s th at th is  
le gislation doe s not ratify th e  tre atie s  viol-
ate s th e  spirit of th at com m itm e nt.

Be cause  ratification of th e  W orld Inte lle c-
tual Prope rty O rganiz ation's Inte rne t 
Tre atie s  can be  accom plish e d in a far 
m ore  balance d m anne r.

Be cause  countrie s  such  as Ne w  Z e aland 
and Israe l h ave  de m onstrate d th at th e re  
is  no ne e d to blindly follow  U .S. de m ands 
on th e  copyrigh t file .

Be cause  th e  inte re sts of individual Cana-
dians- - including th ose  calling for m ore  
fle xible  fair de aling- - is  com ple te ly ig-
nore d.
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Be cause  th e  Canadian D M CA w as intro-
duce d w ith out consulting consum e r 
groups, e ducation groups, civil socie ty 
groups, or th e  Canadian public.

Be cause  Jim  Pre ntice  k now s be tte r. H e  
saw  first- h and th e  passion of Canadians 
calling for balance d copyrigh t and h as re -
ce ive d th ousands of calls and le tte rs on 
th e  issue . Ye t rath e r th an ge nuine ly w ork -
ing to craft a balance d solution, h e  opte d 
to re le ase  a fatally flaw e d bill.

D e spite  all th at, I still also h arbour som e  
optim ism . Th e  e ve nts of th e  past six 
m onth s h ave  de m onstrate d conclusive ly 
th at Canadians care  about balance d 
copyrigh t e ve n if th e  Industry M iniste r 
doe s not. O ve r th e  com ing m onth s, I 
firm ly be lie ve  th at w e  w ill se e  th e  fair 
copyrigh t m ove m e nt e xpand w e ll be yond 
w h at h as be e n just built. W e  w ill se e  Ca-
nadian m usicians, songw rite rs, artists, 
and film m ak e rs spe ak  out against th is  le -
gislation. W e  w ill se e  com panie s  of all 
siz e s  and all se ctors spe ak  out against 
th is  le gislation. W e  w ill se e  th e  privacy 
groups, e ducation groups, and consum e r 
righ ts groups spe ak  out against th is  le gis-
lation. 

W e  w ill se e  th e  ND P spe ak  out against 
th is  le gislation. W e  w ill se e  th e  Libe rals- -
w h o are  alre ady focusing on th e  lack  of 
consultation and th e  prospe ct of a police  
state - - ultim ate ly ide ntify th e ir Bill C- 60 
as a be tte r approach  and spe ak  out 
against th is  le gislation. W e  w ill se e  Con-
se rvative  M Ps from  coast to coast (includ-
ing th e  Conse rvative  candidate  from  th e  
forth com ing Gue lph  by- e le ction) w onde r 
w h y th e ir party h as introduce d a bill th at 
runs counte r to th e ir ow n policie s  and 
(q uie tly) spe ak  out against th is  le gislation.

W e  w ill se e  th ousands of Canadians 
spe ak  out against th is  le gislation again 
and again and again until it is  ch ange d.

Th e  Canadian D M CA is  a k ick  in th e  gut 
to Canadians e ve ryw h e re . But I be lie ve  
w e  w ill ge t back  up and de m and be tte r. 
Start now :

1. W rite  to your M P, th e  Industry M iniste r, 
th e  Canadian H e ritage  M iniste r, and th e  
Prim e  M iniste r. If you se nd an e m ail, 
print it out and drop a copy in th e  m ail. If 
you are  look ing for a sam ple  le tte r, visit 
h ttp://w w w .copyrigh tforcanadians.ca/
action/firstlook /.

2. Tak e  30 m inute s to m e e t dire ctly w ith  
your M P. From  late  June  th rough  m uch  of 
th e  sum m e r, your M P w ill be  back  in your 
com m unity.  Eve ry M P in th e  country 
sh ould re turn to O ttaw a in th e  fall h aving 
h e ard from  th e ir constitue nts on th is  is -
sue .

3. If you are  not a m e m be r of th e  Fair 
Copyrigh t for Canada Face book  group 
(h ttp://w w w .face book .com /group.ph p?
gid=6315846683), join. If you are , con-
side r joining or starting a local ch apte r 
and be  sure  to e ducate  your frie nds and 
colle ague s about th e  issue .

Th is article  originally appe are d  as a blog 
e ntry (h ttp://w w w .m ich ae lge ist.ca/
conte nt/vie w /3029 /125/). You can le arn 
m ore  about th e  Canad ian D M CA and  oth -
e r copyrigh t issue s at M ich ae l Ge ist's blog 
(h ttp://w w w .m ich ae lge ist.ca/).

M ich ae l Ge ist is a law  profe ssor at th e  Uni-
ve rsity of O ttaw a w h e re  h e  h old s th e  
Canad a Re se arch  Ch air of Inte rne t and  E-
com m e rce  Law . H e  h as obtaine d  a Bach e l-
or of Law s d e gre e  from  O sgood e  H all Law  
Sch ool in Toronto, M aste r of Law s d e gre e s 
from  Cam brid ge  Unive rsity and  
Colum bia Law  Sch ool, and  a D octorate  in 
Law  from  Colum bia Law  Sch ool. D r. Ge ist 
se rve s on th e  Privacy Com m issione r of 
Canad a’s Expe rt Ad visory Board  and  
m aintains h ttp://privacyinfo.ca, a le ad ing 
privacy law  re source . 34
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Q &  a

Q. I can unde rstand h ow  sm all busi-
ne sse s and startups can be ne fit from  th e  
no-lice nsing costs associate d w ith  ope n 
source  softw are  (OSS). Can you provide  
an e xam ple  of a busine ss re ason for us-
ing OSS oth e r th an th e  lice nsing cost of 
th e  softw are ?

A. H e re  is  an e xam ple  th at occurre d dur-
ing a tim e  w h e n w orm  outbre ak s  w e re  
just starting to h it organiz ations h ard. 
Som e  organiz ations w e re  alre ady re ce iv-
ing fe e dback  as traffic cause d by com -
pute r w orm s w as causing ne tw ork s  to 
fail, and failing is  th e  w orst form  of fe e d-
back .

At Be ll Canada, our large  inte rnal ne t-
w ork  w as running w e ll. Be ing a carrie r, 
th e  inte rnal ne tw ork  w as ve ry w e ll con-
ne cte d. H aving m any e xpe rts w ith in th e  
com pany to de sign and build th e  ne t-
w ork , it w as configure d to w ith stand ve ry 
h e avy usage  and to h andle  som e  type s of 
failure  m ode s grace fully. Conside ring th e  
m any w orm s of th e  tim e , th e  ne tw ork  did 
ve ry w e ll at isolating th e  m isch ie vous 
traffic to th e  pe riph e ry of th e  ne tw ork .

Be ll h as syste m s to m onitor m any diffe r-
e nt aspe cts of th e  ne tw ork  and its at-
tach e d com pute rs. W ith  such  a robust 
ne tw ork  and h igh  de gre e  of ne tw ork  isola-
tion, h ow e ve r, th e re  w as not e nough  in-
form ation to track  w orm  propagation in 
de tail. At le ast not in th e  de tail e xpe cte d 
by th e  e xe cutive s w h o w ish e d to ide ntify 
and track  th e  e xte nt of w orm  propaga-
tion and incide nt m anage m e nt e ffe ctive -
ne ss  using m e trics and re porting th at 
busine ss  pe ople  could unde rstand.

Th e re  w e re  ve ndors w h o h ad m onitoring 
solutions w h ich  could provide  th e  m e t-
rics, but th e y w ould be  e xpe nsive . In a 
large  organiz ation lik e  Be ll Canada, th e  
e xpe nse  itse lf w as not an issue  and th e  
procure m e nt proce ss  starte d alm ost im -
m e diate ly. 

In a large  organiz ation, h ow e ve r, th e  pro-
cure m e nt proce ss  doe s not ge t com -
ple te d ove rnigh t. Th e  inve stm e nt ne e de d 
for th e  additional m onitoring w as going 
to be  s ignificant as th is  large  ne tw ork  h as 
te ns of th ousands of node s and h undre ds 
of ph ysical locations. Accordingly, pro-
ce dure s  h ad to be  follow e d, including th e  
ne e d for te ch nology studie s  for spe cifica-
tions, asse ssm e nts, a prope r bidding pro-
ce ss, arch ite cture , de sign and ope rational 
re vie w s.

Ente r ope n source  softw are  (O SS), an old 
com pute r, a m otivate d syste m s adm inis-
trator, and som e  te am w ork . A plan w as 
de ve lope d to build  a dark ne t 
(h ttp://w w w .te am - cym ru.org/Se rvice s/
dark ne ts.h tm l). Th e  Be ll incide nt re -
sponse  proce ss  h ad alre ady be e n initi-
ate d due  to th e  industry re cognition of 
th is  particular w orm  outbre ak , e ve n 
th ough  Be ll h ad no indications of prob-
le m s inte rnally. A subcom m itte e  w as e s -
tablish e d, ne tw ork  configuration ch ange s 
w e re  m ade , ope rational proce sse s  out-
line d, and a single  se rve r w as configure d 
w ith  som e  O SS.

W ith in a day, statistically significant re -
porting w as e stablish e d on a ne ar re al 
tim e  basis  w h ich  m e t th e  im m e diate  in-
cide nt m anage m e nt m e tric and re porting 
ne e ds. Th e  e xe cutive s and incide nt m an-
age m e nt groups w e re  confide nt th at th e  
m agnitude  of im pact w as now  unde r-
stood, and th at th e  e ffe ctive ne ss  of th e  re -
m e diation e fforts could be  track e d.

Th e  dark ne t w as succe ssful at th e  ge ne ral 
re porting re q uire d, and actually be cam e  
th e  prim ary source  of de taile d inform a-
tion ne e de d for th e  re m e diation te am  to 
ide ntify and corre ct th e  individual ne t-
w ork  node s. Furth e r, th e  dark ne t's de -
taile d re porting produce d th e  
inform ation ne e de d to ide ntify th at, in 
som e  instance s, th e  ve ndor provide d 
patch  w as unsucce ssful in re m oving th e  
vulne rabilitie s. 35
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For som e  situations Be ll h as significant 
influe nce , so w h e n Be ll discove rs a faile d 
patch  it m ay actually e xpe dite  a prope r 
solution for a m uch  large r com m unity.

Th e  O SS h ad th e  functionality ne ce ssary 
to m e e t 9 0%  of th e  im m e diate  goals "out-
of- th e - box". Th e  ope n logging form ats 
and w e ll docum e nte d utilitie s  allow e d for 
q uick  adaptation to th e  busine ss  ne e d. 
Th e  se cure - by- de fault, transpare nt and 
unde rstandable  configuration, and e colo-
gical dive rsity from  th e  m ain de vice s be -
ing m onitore d, gave  confide nce  th at th e  
syste m  w ould not be  affe cte d by th e  m al-
w are  traffic it w as m onitoring.

For th e  te ch nical re ade r, th e  track ing 
se rve r w as se tup using an O pe nBSD  
(h ttp://w w w .ope nbsd.org) se rve r for col-
le cting ne tw ork  inform ation, native  tcp-
dum p and Pe rl for e xtracting and 
re porting on logs, native  syslog's ability 
to launch  program s and nbtstat to colle ct 
ne ar re al tim e  inform ation about h ost-
nam e s and use rids. O 'Re illy's Pe rl Cook -
book  (h ttp://w w w .ore illy.com /catalog/
9 78059 6003135/) facilitate d th e  cre ation 
of m uch  of th e  glue . Th e se  tools, plus th e  
co- ordination w ith  th e  ne tw ork  ope ra-
tions group, w e re  all th at w as ne e de d to 
se tup th e  dark ne t, a black h ole  w h e re  
pack e ts go in but noth ing le ave s but in-
form ation.

Alan M ore w ood  h as b e e n involve d  w ith  
ope n source  since  d iscove ring Linux in 
19 9 2. In 19 9 3, h e  starte d  as a syste m s ad -
m inistrator for Be ll Sygm a, bringing th e  
stand ard  GNU  tools to th e  atte ntion of th e  
sysad m ins fam iliar only w ith  e xpe nsive  
com m e rcial tools. W h ile  at Be ll Sygm a, h e  
le arne d  about se curity by m anaging th e  
m ain corporate  Inte rne t gate w ay and  e s-
tablish ing th e  first b e ll.ca platform . Be ll 
Canad a's corporate  se curity d e partm e nt 
solicite d  h is participation in 19 9 6 w h e re  
h e  continue s tod ay by coach ing e m ploye e s 
in th e  re lationsh ip b e tw e e n ne tw ork s, sys-
te m  ad m inistration, se curity, and  busine ss 
ne e d s. Alan h as a B.A.Sc in Syste m s D e sign 
Engine e ring from  W ate rloo, a P.Eng, and  is 
CISSP ce rtifie d .
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Th e  goal of th e  Tale nt First Ne tw ork  Proof 
of Principle  (TFN- PO P) is  to e stablish  an 
e cosyste m  anch ore d around th e  com m e r-
cializ ation of ope n source  te ch nology de -
ve lope d at acade m ic institutions in 
O ntario.

Th e  priority are as are  th e  com m e rcializ a-
tion of ope n source  in:

• M apping and ge ospatial applications 

• Sim ulation, m ode ling, gam e s, and 
   anim ation 

• Confe re ncing 

• Publish ing and arch iving 

• O pe n e ducational re source s 

• Social innovation 

• Busine ss  inte llige nce

• Ecosyste m  m anage m e nt 

• Re q uire m e nts m anage m e nt 

Expe cte d Re sults

Th e  TFN- PO P is  e xpe cte d to:

• Establish  a h e alth y e cosyste m  anch ore d 
   around th e  com m e rcializ ation of ope n 
   source  asse ts 

• M axim iz e  th e  be ne fits of th e  inve stm e nt 
   in th e  Tale nt First Ne tw ork  by th e  
   M inistry of Re se arch  and Innovation 

• Acce le rate  th e  grow th  of busine sse s  in 
   O ntario th at use  ope n source  asse ts to 
   com pe te

Eligibility to Re ce ive  Funds

Individuals e ligible  to re ce ive  funds are  
faculty, staff, and stude nts of unive rsitie s  
and colle ge s in O ntario.

Budge t and Siz e  of Grants

A total of $300,000 is  available . Applic-
ants’ re q ue sts sh ould not e xce e d $30,000.

Th e  TFN- PO P m ay provide  up to 50 
pe rce nt of total proje ct costs.

Crite ria

Proposals w ill be  judge d against th e  fol-
low ing five  crite ria:

• Stre ngth  and nove lty of ope n source  
   te ch nology propose d 

• Exte nt of m ark e t advantage  due  to ope n 
   source  

• Proje ct de live rable s, lik e lih ood th at th e  
   propose d activitie s  w ill le ad to de live r-
   able  com ple tion on tim e , and e ffe ctive -
   ne ss  of th e  plan to m anage  th e  proje ct 

• Track  re cord and pote ntial of applicants 

• Exte nt of support from  private  se ctor 

Application

Th e  e le ctronic ve rsion of th e  application 
re ce ive d by e m ail at th e  follow ing ad-
dre ss: TFNCom pe tition@ sce .carle ton.ca 
w ill be  acce pte d as th e  official applica-
tion. Th e  e m ail m ust contain th re e  docu-
m e nts: a le tte r of support, proje ct’s vitals, 
and a proje ct proposal. 
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Le tte r of support: (m axim um  2 page s) a 
le tte r, signe d by th e  pe rson re sponsible  
for th e  Te ch nology Transfe r O ffice  or Ap-
plie d Re se arch  O ffice  of th e  acade m ic in-
stitution th at propose s  to h ost th e  proje ct 
and th e  faculty m e m be r or stude nt w h o 
w ill le ad th e  proje ct, m ust be  include d. 
Th is  le tte r sh ould de scribe  th e  nature  of 
th e  support for th e  proje ct from  th e  aca-
de m ic institutions, com panie s  and oth e r 
e xte rnal organiz ations. 

Proje ct’s vitals: (m axim um  1 page ) Th e  
proje ct’s vitals m ust include : 

• Pe rson re sponsible  for applie d re se arch  
   or te ch nology transfe r at th e  colle ge  
   subm itting th e  proposal: nam e , m ailing 
   addre ss, te le ph one  num be r, and e m ail 
   addre ss

• Proje ct le ade r: nam e , m ailing addre ss, 
   te le ph one  num be r, and e m ail addre ss

• Te am  m e m be rs: nam e s, m ailing 
   addre sse s, te le ph one  num be rs, and 
   e m ail addre sse s

• Budge t: Total budge t, w ith  TFN's contri-
   bution and th at of oth e r organiz ations

• TFN inve stm e nt: TFN contribution 
   brok e n dow n by paym e nts to stude nts, 
   paym e nts to faculty, and paym e nts to 
   proje ct aw are ne ss  activitie s

Proje ct proposal: (m axim um  5 page s) 
Proje ct proposal m ust include  th e  follow -
ing: 

• Be ne fits: (m axim um  1/2 page ) D e scrip-
   tion of th e  be ne fits of th e  propose d 
   proje ct, and an ove rvie w  of th e  conte xt 
   w ith in w h ich  th e  proje ct is  positione d 

• Advantage : (1/2 page ) M ark e t advant-
   age  provide d by ope n source  asse ts 
   use d in th e  proje ct 

• Inform ation on applicants: (m axim um  
   1.5 page s) Back ground inform ation to 
   h e lp asse ss  th e  track  re cord and pote n-
   tial of th e  pe ople  w h o are  k e y to th e  
   proje ct and th e  colle ge  

• Proje ct plan: (m axim um  2.5 page s) 
   D e scription of th e  de live rable s (w h at 
   w ill be  de live re d and w h e n); k e y proje ct 
   activitie s; nature  of th e  involve m e nt 
   from  com panie s, and oth e r e xte rnal 
   organiz ations; and plan to m anage  th e  
   proje ct

Evaluation &  D e adline

Proposals w ill unde rgo re vie w  by th e  Ex-
pe rt Pane l e stablish e d by th e  TFN- PO P. 
Th e  Ch air of th e  Pane l m ay contact th e  
applicants if re q uire d. A final de cision 
w ill be  com m unicate d to th e  applicants 
w ith in 30 days afte r th e  e m ail w ith  th e  of-
ficial application is  re ce ive d.

Th e re  is  no de adline . Applications w ill be  
e valuate d on a first- com e  basis  until th e  
$300,000 available  is  com m itte d. 

Contacts

Luc Lalande : Luc_Lalande @ carle ton.ca 

Row land Fe w : rfe w @ sce .carle ton.ca

About th e  Tale nt First Ne tw ork

Th e  Tale nt First Ne tw ork  (TFN) is an 
O ntario- w id e , ind ustry d rive n initiative  
launch e d  in July 2006 w ith  th e  support of 
th e  M inistry of Re se arch  and  Innovation 
and  Carle ton Unive rsity. Th e  obje ctive  is 
to transfe r to O ntario com panie s and  
O pe n source  com m unitie s: (i) O pe n source  
te ch nology, (ii) k now le d ge  about com pe t-
ing in O pe n source  e nvironm e nts and  (iii) 
tale nte d  unive rsity and  colle ge  stud e nts 
w ith  th e  sk ills in th e  com m e rcializ ation of 
O pe n source  asse ts. 

38

Call Fo r pro po s als



recent repo rts

39

Evaluation of Te n Standard Se tting Organizations w ith  Re gard to Ope n Standards

Copyrigh t: ID C

From  th e  Introduction:

Th is docum e nt h as be e n pre pare d by ID C for th e  D anish  National IT and Te le com  Age ncy 
(NITA). It de scribe s  a m e th odology to e valuate  SSO s (standard se tting organiz ations) w ith  re -
gard to th e  de gre e  of ope nne ss  of th e  organiz ation and th e re by th e  de gre e  of ope nne ss  in th e ir 
de live rable s. Th e  NITAs asse ssm e nt of de gre e  of ope nne ss  is  part of an ove rall asse ssm e nt of 
standards w h e re , be side  th e  aspe ct of ope nne ss, public value  and m ark e t support are  also as-
se sse d.

h ttp://w w w .itst.dk /ark ite k tur- og- standarde r/Standardise ring/Aabne standarde r/
baggrundsrapporte r

Undocum e nte d Ope n Source  Le ave s a Gap in Your Application Se curity Strate gy

Copyrigh t: Palam ida

From  th e  Exe cutive  Ove rvie w :

Application se curity is  m ore  susce ptible  th an e ve r in today’s dynam ic application de ve lop-
m e nt landscape . M ost applications, inte rnal and e xte rnal, de ve lope d w ith in th e  last five  ye ars, 
include  at le ast 30%  ope n source  (O SS) and th ird- party com pone nts. And by 2010, ope n 
source  products w ill be  w e ll e stablish e d in 75%  or m ore  of m ainstre am  e nte rprise s. W h ile  im -
portant to a com pany’s bottom  line , th is  incre ase  in O SS usage  pre se nts a h uge  se curity ch al-
le nge  to organiz ations industry- w ide . Th e  root cause  of m any application se curity 
vulne rabilitie s  lie s  in th e  application source  code . Th e  proble m  is  th at th e  s h e e r s iz e  of a code  
base  couple d w ith  th e  num be r of contributing de ve lope rs m ak e s  it ne arly im possible  for com -
panie s  to ge t an accurate  asse ssm e nt of th e ir softw are  asse ts, m uch  le ss a cle ar unde rstanding 
of th e  vulne rabilitie s  associate d w ith  th e  adopte d code .

h ttp://w w w .palam ida.com /th e m e s/re source s/
Palam ida_W h ite Pape r_Im portance ofAppSource .pdf 

http://www.itst.dk/arkitektur-og-standarder/Standardisering/Aabnestandarder/baggrundsrapporter
http://www.palamida.com/themes/resources/Palamida_Whitepaper_ImportanceofAppSource.pdf


New s bytes

Copyrigh t Bill w ill H urt Innovators

June  3, Ottaw a, ON

A ne w  coalition of Canadian softw are  
busine sse s  and supporte rs is  conce rne d 
about h ow  re form s to Canadian copy-
righ t law s m igh t affe ct th e  ope n source  
busine ss  m ode l. Th e  Canadian Softw are  
Innovation Alliance  (CSIA) re pre se nts 
ove r 20 busine sse s  th at spe cializ e  in ope n 
source  softw are . Th e  CSIA is  particularly 
conce rne d about pote ntial ch ange s to 
copyrigh t law , such  as m ak ing it ille gal to 
tam pe r w ith  te ch nological prote ction 
m e asure s. In e ve ryday language  th e  pro-
pose d le gislation is  s im ilar to m ak ing th e  
use  and ow ne rsh ip of scre w - drive rs and 
plie rs ille gal be cause  th e y can be  use d to 
com m it crim e s such  as burglary. Sim ilar 
law s in oth e r countrie s, such  as th e  D igit-
al M ille nnium  Copyrigh t Act in th e  
Unite d State s, h ave  cause d proble m s for 
consum e rs and busine sse s  alik e .

h ttp://w w w .softw are innovation.ca/
w p- conte nt/uploads/2008/06/
csia_m e dia_re le ase - final- 3june 2008.pdf 

Ope n Source  Curriculum  Expande d at 
Se ne ca

M ay 21, Toronto, ON

Re d H at, Inc. today announce d th at 
Se ne ca Colle ge  w ill e xpand th e  use  of 
ope n source  softw are  in its curriculum  
th rough  th e  Fe dora Proje ct, a Re d H at 
sponsore d and com m unity- supporte d 
ope n source  collaboration. Se ne ca Col-
le ge  stude nts in th e  Sch ool of Com pute r 
Studie s  w ill w ork  w ith in th e  Fe dora Pro-
je ct w h ile  le arning ope n source  de ve lop-
m e nt and adm inistration. As th e  
principle s and m e th odologie s  of ope n 
source  are  ch anging th e  softw are  in-
dustry, Re d H at and Se ne ca Colle ge  are  
com m itte d to driving ch ange  th rough  
ne w  m ode ls of com pute r scie nce  e duca-
tion.

h ttp://lw n.ne t/Article s/283274/

Launch ing of th e  CIPP W ik i

June  2, M ontre al, QC

A gre at de al h as be e n w ritte n re ce ntly 
about copyrigh t re form  in Canada. Cana-
dians h ave  all be e n re fle cting on a varie ty 
of copyrigh t- re late d issue s, as th e se  q ue s-
tions and controve rsie s  jum p out at us in 
both  th e  traditional and digital m e dia. 
Now  th at th e  various constitue nts in th is  
de bate  h ave  put forw ard th e ir be st case s  
on various points for pote ntial re form , w e  
h ave  de cide d at th e  CIPP to try to provide  
all participants to h ave  a dire ct h and in 
cre ating a Copyrigh t Act th rough  a w ik i 
platform . H e lp us draft a re form e d Copy-
righ t Act by logging on th e  CIPP w ik i page  
and giving us your sugge ste d ch ange s 
and providing good re asons. h e  w ik i plat-
form  w ill be  ope ne d until July 15.

h ttp://w w w .cipp.m cgill.ca/e n/ne w s/
ne w sle tte r/172/ 
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upco m ing events

July 15-16

2008 W ire le ss &  M obile  Expo and 
Confe re nce

Toronto, ON

Th e  2008 W ire le ss &  M obile  Expo and 
Confe re nce  and Expo is  a value - pack e d 
IT confe re nce  and e xh ibition th at w ill 
e ducate  se nior e xe cutive s, IT m anage rs, 
program  m anage rs and te ch nical spe cial-
ists on th e  future  adoption and inte gra-
tion of w ire le ss e nte rprise  arch ite cture , 
m obile  ne tw ork s  and use r- de fine d 
products, in de m and today. It se rve s to fo-
cus and align an organiz ation’s IT inve st-
m e nts w ith  busine ss  goals and 
substantially im prove  its busine ss  pe r-
form ance  and productivity.

h ttp://w ire le ssandm obile .w ow gao.com

July 21-25

Ge oW e b 2008

Vancouve r, BC

Th e  Ge oW e b 2008 confe re nce  re fle cts th e  
bre adth , e volution and grow ing m aturity 
of th e  ability to locally/globally inte grate  
and sh are  ge ospatial inform ation via th e  
Inte rne t. It is  one  of th e  only confe re nce s 
focusing e xclusive ly on th e  conve rge nce  
of GIS and th e  Inte rne t, and th e  e conom -
ic pote ntial associate d w ith  th e  conve r-
ge nce  of XM L, w e b se rvice s and GIS.

h ttp://ge ow e bconfe re nce .org

June  25

Sym posia O n Eclipse  O pe n Source  
Softw are

Ottaw a, ON

Eclipse  and O M G are  jointly organising 
sym posia to prom ote  and build on th e  
partne rsh ip be tw e e n Eclipse 's  ope n 
source  softw are  and O M G's ope n stand-
ards during th e  O M G Te ch nical M e e ting 
in O ttaw a. Th e  sym posia is  a uniq ue  op-
portunity to participate  in sh aping th e  
joint future  of th e  Eclipse  O pe n Source  
com m unity and th e  O M G O pe n Stand-
ards com m unity. Ple ase  join us for a day 
of stim ulating te ch nical planning and dis-
cussion.

h ttp://w w w .om g.org/ne w s/m e e tings/
e clipse - om g- 2008/inde x.h tm

June  25-27

O pe n Sch olarsh ip

Toronto, ON

Th e  obje ctive  of th e  confe re nce  is  to 
bring toge th e r re se arch e rs, le cture rs, lib-
rarians, de ve lope rs, busine ss  e xe cutive , 
e ntre pre ne urs, m anage rs, use rs  and all 
th ose  inte re ste d in issue s  re garding e le c-
tronic publish ing in w ide ly diffe ring con-
te xts. Th is  ye ar's pre se ntations include  
th e  topic of O pe n Acce ss. 

h ttp://w w w .e lpub.ne t/
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upco m ing events

August 10-14

74th  IFLA Ge ne ral Confe re nce  and Coun-
cil

Que be c, QC

O pe n Source , distribute d se rvice s de liv-
e ry, w e b  se rvice s and sm art clie nts 
provide  ne w  paradigm s for de live ry of lib-
rary se rvice s te ch nology to sm all and spe -
cial librarie s. Th e  th e m e  of th e  74th  W orld 
Library and Inform ation Congre ss  is  "Lib-
rarie s  w ith out borde rs: navigating tow ard 
global unde rstanding".

h ttp://w w w .ifla.org/IV

July 23-26

Linux Sym posium

Ottaw a, ON

Th e  Linux Sym posium  is  one  of th e  fore -
m ost Linux and O pe n Source  confe r-
e nce s in th e  w orld, bringing toge th e r 
softw are  de ve lope rs, industry profe ssion-
als and e nth usiasts to discuss th e  late st 
e m e rging te ch nologie s  and w ays to im -
prove  th e  functionality and inte gration of 
Linux and O pe n Source  softw are . 2008 
m ark s  th e  10th  annive rsary of th e  confe r-
e nce  and w e  are  ve ry e xcite d about ce le b-
rating th e  progre ss  th e  Linux com m unity 
h as m ade  in th e  past de cade . Th e  confe r-
e nce  w ill also focus on look ing tow ards 
th e  future  of Linux and O pe n Source  D e -
ve lopm e nt th rough  groundbre ak ing 
pre se ntations and discussions.

h ttp://w w w .linuxsym posium .org/

August 4-8

Agile  2008

Toronto, ON

Agile  2008 pre se nts th e  late st te ch niq ue s, 
te ch nologie s  from  both  a m anage m e nt 
and de ve lopm e nt pe rspe ctive , for suc-
ce ssful Agile  softw are  de ve lopm e nt. Agile  
2008 puts atte nde e s  in contact w ith  th e  
late st th ink ing in th e  agile  dom ain, 
bringing toge th e r e xe cutive s, m anage rs, 
softw are  de ve lopm e nt practitione rs and 
re se arch e rs from  labs and acade m ia. Th e  
confe re nce  is  not about a single  m e th od-
ology or approach , but rath e r provide s a 
forum  for th e  e xch ange  of inform ation re -
garding all agile  de ve lopm e nt te ch nolo-
gie s.

h ttp://w w w .agile 2008.org/ 
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Th e  goal of th e  O pe n Source  Busine ss  Re -
source  is  to provide  q uality and insigh tful 
conte nt re garding th e  issue s  re le vant to 
th e  de ve lopm e nt and com m e rcializ ation 
of ope n source  asse ts. W e  be lie ve  th e  be st 
w ay to ach ie ve  th is  goal is  th rough  th e  
contributions and fe e dback  from  e xpe rts 
w ith in th e  busine ss  and ope n source  
com m unitie s.

O SBR re ade rs are  look ing for practical 
ide as th e y can apply w ith in th e ir ow n or-
ganiz ations. Th e y also appre ciate  a th or-
ough  e xploration of th e  issue s  and 
e m e rging tre nds surrounding th e  busi-
ne ss  of ope n source . If you are  conside r-
ing contributing an article , start by ask ing 
yourse lf:

1. D oe s m y re se arch  or e xpe rie nce  
     provide  any ne w  insigh ts or pe rspe ct-
     ive s?

2. D o I ofte n find m yse lf h aving to 
     e xplain th is  topic w h e n I m e e t pe ople  
     as th e y are  unaw are  of its re le vance ?

3. D o I be lie ve  th at I could h ave  save d 
     m yse lf tim e , m one y, and frustration if 
     som e one  h ad e xplaine d to m e  th e  
     issue s  surrounding th is  topic?

4. Am  I constantly corre cting m isconce p-
    tions re garding th is  topic?

5. Am  I conside re d to be  an e xpe rt in th is  
    fie ld? For e xam ple , do I pre se nt m y 
    re se arch  or e xpe rie nce  at confe re nce s?

Co ntribute

Upcom ing Editorial Th e m e s

 July 2008 Acce ssibility

 August 2008 Education

 Se pte m be r 2008 Social Innovation 
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If your answ e r is  "ye s" to any of th e se  
q ue stions, your topic is  probably of in-
te re st to O SBR re ade rs.

W h e n w riting your article , k e e p th e  fol-
low ing points in m ind:

1. Th orough ly e xam ine  th e  topic; don't 
     le ave  th e  re ade r w ish ing for m ore .

2. Know  your ce ntral th e m e  and stick  to it.

3. D e m onstrate  your de pth  of unde r-
     standing for th e  topic, and th at you 
     h ave  conside re d its be ne fits, possible  
     outcom e s, and applicability.

4. W rite  in th ird- pe rson form al style .

Th e se  guide line s sh ould assist in th e  pro-
ce ss  of translating your e xpe rtise  into a 
focuse d article  w h ich  adds to th e  k now -
le dgable  re source s available  th rough  th e  
O SBR. 



Form atting Guide line s:

All contributions are  to be  subm itte d in 
.txt or .rtf form at and m atch  th e  follow ing 
le ngth  guide line s. Form atting sh ould be  
lim ite d to bolde d and italiciz e d te xt. 
Form atting is  optional and m ay be  e dite d 
to m atch  th e  re st of th e  publication. In-
clude  your e m ail addre ss  and daytim e  
ph one  num be r sh ould th e  e ditor ne e d to 
contact you re garding your subm ission. 
Indicate  if your subm ission h as be e n pre -
viously publish e d e lse w h e re .

Article s: D o not subm it article s sh orte r 
th an 1500 w ords or longe r th an 3000 
w ords. If th is  is  your first article , include  a 
50- 75 w ord biograph y introducing your-
se lf. Article s sh ould be gin w ith  a th ough t-
provok ing q uotation th at m atch e s  th e  
spirit of th e  article . Re se arch  th e  source  
of your q uotation in orde r to provide  
prope r attribution.

Inte rvie w s: Inte rvie w s te nd to be  
be tw e e n 1- 2 page s long or 500- 1000 
w ords. Include  a 50- 75 w ord biograph y 
for both  th e  inte rvie w e r and e ach  of th e  
inte rvie w e e (s).

Ne w sbyte s: Ne w sbyte s sh ould be  sh ort 
and pith y- - providing e nough  inform a-
tion to gain th e  re ade r's  inte re st as w e ll as 
a re fe re nce  to additional inform ation 
such  as a pre ss  re le ase  or w e bsite . 100-
300 w ords is  usually sufficie nt.

Eve nts: Eve nts sh ould include  th e  date , 
location, a sh ort de scription, and th e  
U RL for furth e r inform ation. D ue  to th e  
m onth ly publication sch e dule , e ve nts 
sh ould be  se nt at le ast 6- 8 w e e k s  in ad-
vance .

Que stions and Fe e dback : Th e se  can 
range  anyw h e re  be tw e e n a one  se nte nce  
q ue stion up to a 500 w ord le tte r to th e  e d-
itor style  of fe e dback . Include  a se nte nce  
or tw o introducing yourse lf.

Co ntribute

Copyrigh t:  

You re tain copyrigh t to your w ork  and 
grant th e  Tale nt First Ne tw ork   pe rm is-
s ion to publish  your subm ission unde r a 
Cre ative  Com m ons lice nse .  Th e  Tale nt 
First Ne tw ork  ow ns th e  copyrigh t to th e  
colle ction of w ork s   com prising e ach  e di-
tion  of  th e   O SBR.    All   conte nt   on   th e  
O SBR and Tale nt First Ne tw ork  w e bsite s  
is    unde r   th e    Cre ative    Com m ons 
attribution (h ttp://cre ative com m ons.org/
lice nse s/by/3.0/) lice nse  w h ich  allow s for 
com m e rcial and non- com m e rcial re distri-
bution  as w e ll as m odifications of th e  
w ork  as long as th e  copyrigh t h olde r is   at-
tribute d. 
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S po ns o rs

Th e  Tale nt First Ne tw ork  pro-
gram  is  funde d in part by th e  
Gove rnm e nt of O ntario.

Th e  Te ch nology Innovation M anage m e nt (TIM ) program  is  a m aste r's  
program  for e xpe rie nce d e ngine e rs. It is  offe re d by Carle ton Uni-
ve rsity's D e partm e nt of Syste m s and Com pute r Engine e ring. Th e  TIM  
program  offe rs both  a th e sis  base d de gre e  (M .A.Sc.) and a proje ct base d 
de gre e  (M .Eng.).  Th e  M .Eng is  offe re d re al- tim e  w orldw ide . To apply, 
ple ase  go to: h ttp://w w w .carle ton.ca/tim /sub/apply.h tm l. 
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