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From the Editor-in-Chief

Welcome to the April 2015 issue of the Technology
Innovation Management Review. The editorial theme of
this issue is Cyber-Resilience in Supply Chains, and I
am pleased to welcome our guest editor, Omera Khan,
Professor of Operations Management at the Technical
University of Denmark.

We hope you enjoy this issue of the TIM Review and will
share your comments online. In May, we will be pub-
lishing a general, unthemed issue, which will be fol-
lowed by an issue on Cybersecurity in June.

For future issues, we welcome your submissions of art-
icles on innovation management, entrepreneurship,
and other topics related to the launching and growing of
technology companies. Please contact us (timreview.ca/
contact) with article topics and submissions, suggestions
for future themes, and any other feedback.

Finally, some of our readers may be interested to know
that La Salle — Ramon Lull University in Barcelona,
Spain, will be holding a doctoral consortium on the
theme of "Digital Innovation" from July 2nd to 3rd,
2015. The deadline for the submission of abstracts is
April 30th. For details, please see the Innova Institute
blog: tinyurl.com/lbtp5qp

Chris McPhee
Editor-in-Chief
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From the Guest Editor

It is my pleasure to be the invited guest editor for this
month’s issue on Cyber-Resilience in Supply Chains.
Our growing interconnectivity in cyberspace has ex-
posed us to new and greater vulnerabilities, and we
have recently witnessed the catastrophic damage that
cyber-attacks can cause to a firm’s reputation and
shareholder value. Supply chain cyber-resilience can
be defined as the capability of a supply chain to main-
tain its operational performance when faced with
cyber-risk.

Response measures to cyber-risks are being developed
and researched, and the World Economic Forum has
been at the forefront of advocating for the importance
of addressing cyber-resilience. However, few if any,
methods are currently robust enough to support cyber-
resilience in supply chains.

Supply chain cyber-resilience has received less atten-
tion compared to cyber-risk, security, and resilience
generally. An explanation for this could be because
naturally we view information technology (IT) as solely
responsible for cyber-related issues. This compart-
mentalization of disciplines is at the heart of the prob-
lem and must be overcome to achieve supply chain
cyber-resilience. Cyber-attacks are crippling the
world’s most sophisticated supply chains, thereby
causing losses that run into billions of dollars, but a
disconnect between IT professionals and supply chain
professionals means that determining accountability
for this risk could take far longer than tackling the is-
sue itself. A more coordinated approach between IT
and supply chain professionals, led by an organization-
al culture that seeks to build resilience rather than just
react to cyber-attacks, may have higher chances of sur-
vival as it adapts and aligns to a dynamic defense
strategy against a growing threat.

The aim of the collection of articles presented in this is-
sue is to highlight the significance of this topic and de-
velop a shared understanding of the definition, theory,
and managerial implications of cyber-risk and cyber-
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resilience in supply chains. And, in doing so, the issue
seeks to develop an agenda for future research that
provides solutions to the challenges of developing a
supply chain cyber-resilience strategy, the tools and
methods to respond to cyber-breaches in the supply
chain, and case studies of best practice.

In the first article, Omera Khan and Daniel Alberto
Sepilveda Estay, a Professor and a PhD Student from
the Technical University of Denmark, set the scene by
developing a research agenda for future research after
exploring the critical frameworks that exist in the sup-
ply chain risk management domain. The article con-
cludes with prescriptions for academics and
practitioners that must be taken to expand our under-
standing of supply chain cyber-resilience.

Next, Luca Urciuoli, Associate Research Professor in
the Zaragoza Logistics Center in Spain, describes the
challenges of implementing information and commu-
nication technologies to support the resilience of com-
plex global supply chains, which could have an
adverse effect if not addressed correctly. The article
sheds light on the managerial strategies to improve cy-
ber-resilience such as combining current technologies
and services to achieve cyber-resilience.

In the third article, Adrian Davis, Managing Director
of the Europe, Middle East, and Africa (EMEA) region
at (ISC)2 in the United Kingdom, provides practical
solutions to the challenges of achieving supply chain
cyber-resilience, suggesting an information-centric ap-
proach to protect information early on in the supply
chain. The key point here is to integrate information
into the procurement cycle to build cyber-resilience,
and a list of actions is provided to facilitate this.

Then, Hugh Boyes, Principal Fellow at WMG at the

University of Warwick, United Kingdom, applies a
model for cybersecurity for both product and service

www.timreview.ca

supply chains that is adapted from the Parkerian hexad
to explore the security and trustworthiness facets of
supply chain operations that may impact cyber-resili-
ence. This model is particularly relevant to complex,
time-critical, and cyber-physical systems and is cur-
rently being documented for use in the construction in-
dustry.

In the fifth article, Lars Jensen, CEO and Co-Founder of
CyberKeel, an international maritime cybersecurity
company based in Copenhagen, Denmark, explores cy-
ber-resilience challenges in the maritime industry,
which, as this article reveals, has seen a significant in-
crease in levels of cyber-attacks. After describing the
nature and characteristic of cyber-threats, the article
argues for an urgent response by the maritime industry
to rapidly develop a set of best practice guidelines to re-
duce the risk profile and increase cyber-resilience.

Finally, Richard Wilding, Professor and Chair of Supply
Chain Strategy at Cranfield School of Management in
the United Kingdom, and Malcolm Wheatley, a Visiting
Fellow at Cranfield School of Management, answer the
question “how can I secure my digital supply chain?” by
providing insights into understanding and addressing
the challenges of securing the supply chain. The au-
thors identify five areas that chief executives and direct-
ors of manufacturing and supply chains must focus on
securing.

We hope you enjoy reading this month’s issue on sup-
ply chain cyber-resilience. The articles in this issue
present us with an introduction and explanation of the
nature of supply chain cyber-resilience, and in doing
so, they provide both academics and practitioners with
key insights and challenges that may help them to ad-
dress the growing threat from cyberspace.

Omera Khan
Guest Editor
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Supply Chain Cyber-Resilience:
Creating an Agenda for Future Research
Omera Khan and Daniel A. Septlveda Estay

¢ Resilience is all about being able to overcome the

”»

unexpected. Sustainability is about survival. The goal

of resilience is to thrive.

Jamais Cascio

Writer and futurist specializing in design strategies

Supply chains have become more vulnerable in recent years, and high-profile cyber-attacks
that have crippled the supply chains of well-known companies reveal that the point of entry
for hackers is often through the weakest link in the chain. Exacerbated by growing complex-
ity and the need to be visible, these supply chains share vital streams of information every
minute of the day, thereby becoming an easy and highly lucrative target for talented crimin-
als, causing financial losses as well as damaging brand reputation and value. Companies
must therefore invest in supply chain capabilities to withstand cyber-attacks (i.e., cyber-resi-
lience) in order to guard against potential threats. They must also embrace the reality that
this often-unknown dimension of risk is the "new normal". Although interest on this topic
has grown in the business world, less has been reported by the academic community. One
reason for this could be due to the convergence of two different disciplines, information
technology and supply chains, where supply chain cyber-risk and cyber-resilience appear to
have a natural fit. The topic of cyber-resilience in supply chains is still in early stages of devel-
opment, and this is one of the first journals to focus a special issue on it. Currently, the
closest academic literature is within the realms of supply chain risk and resilience, where nu-
merous models and frameworks exist. In this article, this literature is explored to identify
whether these models can incorporate the dimension of cyber-risk and cyber-resilience. In
doing so, we create a research agenda for supply chain cyber-resilience and provide recom-

mendations for both academia and practice.

Introduction

Supply chain management has become dependent on
electronic systems; since the 2000s, we have seen the
emergence of information technology solutions to sup-
port business operations, to share information, to con-
nect businesses, and to generate greater visibility along
supply chains in order to gain knowledge and control of
processes. On the other hand, although supply chains
have pursued aspects such as the standardization of
business processes, increased communication, con-
nectivity, and data exchange, the vulnerability of these
systems to cyber-attacks is nevertheless increasing.
Why is this? In modern supply chains, information is
shared digitally more than any other way, and supply
chains are so reliant on good quality information that,

www.timreview.ca

without it, supply chain managers cannot make de-
cisions on forecasts, production, distribution, etc.
Equally importantly, poor data leads to poor decisions
and performance. So, even with the most efficient and
responsive supply chain, performance will be greatly
compromised without good quality information.

For supply chains to thrive, managers must recognize
that cyber-attacks are becoming common occurrences
and that the "new normal" operating environment is
one that is increasingly impacted by unknown risks. A
key lesson for supply chain managers is that cyber-at-
tacks do not always "come through the front door"; a
business can be greatly impacted by an attack on the
weakest link in their supply chain. A key difficulty with
cyber-attacks is that often a business will not know the
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types of cyber-risks to which it has exposure, until it real-
izes that it is being attacked. Therefore, businesses must
develop cyber-resilience to protect their supply chains.

Cyber-attacks can cause considerable economic costs to
the companies that suffer these breaches, although the
costs may not be noticed until after the damage is done.
Estimates of the annual costs from cyber-crimes range
from $375 billion to $575 billion (USD) (Intel Security,
2014), with significant effects on supply chains and res-
ulting business performance with customers. Missing or
erroneous data and information in supply chains, as a
result of cyber-attacks, can lead to undesirable effects as
diverse as intellectual property breaches, sub-standard
or interrupted operations, sensitive data custody
breaches, and decreases in service level to final custom-
ers. For example, some estimates indicate annual losses
of £9.2bn from the theft of intellectual property and a
further £7.6bn from industrial espionage.

Businesses that are able to understand what data is crit-
ical, where it is, who has access to it, and who is respons-
ible for it, as well as where potential risks are in terms of
information and data in the supply chain, are those that
will be able to correctly communicate these risks to the
supply chain in order to implement actions to mitigate
them.

However, there has been a lack of managerial action to
acknowledge the relevance and impact of cyber-crime
(Burnson, 2013; Deloitte, 2012, 2013). It has been stated
that “only a few CEOs realize that the real cost of cyber-
crime stems from delayed or lost technological innova-
tion” (Bailey et al., 2014) and companies have likely un-
derestimated their risk (Intel Security, 2014). This is,
either by delayed decision making or by a lack of aware-
ness, the resulting inaction is leading to higher organiza-
tional costs from cyber-crimes.

This inaction is compounded by the increasing complex-
ity of global supply chains and the speed and connectiv-
ity of operations required by companies to stay
competitive. Furthermore, the growing skill of the at-
tackers to find novel ways of accessing crucial data (Reu-
ters, 2012), and the limited information and tools
available to manage these threats, requires organiza-
tions to be more resilient to cyber-attacks that can
cripple their supply chains.

Companies can prepare for potential attacks by apply-

ing appropriate supply chain risk-management tools
and techniques both to reduce the likelihood of an intru-
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sion and to deal with any disruption should an attack
be successful. Every business that depends on a supply
chain needs to build in cyber-resilience. But what ex-
actly is cyber-resilience in the context of supply chains,
and how can it be incorporated into current supply
chain risk-management approaches?

Cyber-risk has been defined by the Institute for Risk
Management (IRM, 2015) as “any risk of financial loss,
disruption or damage to the reputation of an organiza-
tion from some sort of failure of its information techno-
logy systems”. The ISO 27005:2008 defines information
security risk as “the potential that a given threat will ex-
ploit vulnerabilities of an asset or group of assets and
thereby cause harm to the organization” (BSI, 2008).
Both of these terms are being widely used in industry,
and this article will consider these terms as equivalent.

We define supply chain cyber-resilience “as the capabil-
ity of a supply chain to maintain its operational per-
formance when faced with cyber-risk”.

In light of the above challenges, the purpose of this art-
icle is to create an agenda for future research that could
help supply chain and IT personnel to recognize and
take a proactive team-based approach to supply chain
cyber-resilience. More specifically, the aims of this
study are to:

1. Explore current supply chain risk and resilience
frameworks

2. Analyze these frameworks and determine whether
they incorporate cyber-risk

3. Create a research agenda for cyber-risk and cyber-
resilience.

The remainder of this article is structured as follows.
First, the process used to find and review the key literat-
ure is explained. Next, the main findings of the literat-
ure review are discussed. Finally, a research agenda for
supply chain cyber-resilience is proposed, including re-
commendations for both academia and industry.

Methodology

A systematic literature review was conducted, based on
documented guidelines (Tranfield et al., 2003) through
which a comprehensive, explicit, and reproducible
method is followed. This method consists of ten steps
that can be grouped into five main phases:
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1. Planning: The planning phase focused on defining a
review question to guide the search: “Do the current
supply chain risk and resilience frameworks incor-
porate cyber-risk?”

2. Searching: The searching phase was guided by the
identification of the relevant databases where the
search was to be done, the keywords to be used dur-
ing these searches, and the appropriate timeframe
for the resulting documents to be included in the re-
search. We searched for literature using the following
databases: Scopus, Web of Science, ProQuest, and
Google Scholar. The search keywords were determ-
ined from a knowledge domain analysis around the
concept of cyber-resilience for the supply chain (see
Figure 1). The three main knowledge domains to be
scanned were identified as “supply chain manage-
ment”, “information technology management”, and
“risk (& resilience) management”.

Supply Chain
Management

Risk
(& Resilience)
Management

Supply Chain
Cyber-Resilience

IT Management

Figure 1. Main knowledge domains in supply chain
cyber-risk management

3. Screening: After the initial, broad literature search
was carried out, we conducted a preliminary analysis
of the document titles and abstracts, if available. This
step was followed by a more detailed analysis of the
document abstracts, in the case of papers, and exten-
ded content in other cases. We applied explicit inclu-
sion and exclusion criteria (e.g., document type,
themes covered, research approaches ) to identify a
refined selection of documents for this analysis. Fi-
nally, the references of this refined set of articles
were reviewed to identify relevant documents that
might not have been identified through our initial
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broad search. Our final list consisted of 213 docu-
ments (24 articles, 137 peer-reviewed journal papers,
51 reports by specialized agencies, and 1 thesis). The
documents covered the areas of supply chain risk
management (131 documents), supply chain cyber-
risk management (SCCRM), and information techno-
logy risk management (44 documents), ranging from
the years 1998 to 2015.

4. Extracting and synthesizing: The documents were
analyzed and synthesized using a spreadsheet format
that allowed us to categorize the documents accord-
ing to methodological approaches, contexts, out-
comes, etc.

5. Reporting: In the next section, we report on our find-
ings from the literature review.

Findings

Some of the earliest evidence of supply chain resilience
can be found in the work of Christopher and Peck
(2004), which was derived from earlier research on sup-
ply chain agility as a way of counteracting for uncer-
tainty in the demand (Christopher & Towill, 2001), This
perspective emerged after the foot-and-mouth disease
event in the United Kingdom and the 9/11 terrorist at-
tacks in United States, both of which occurred in 2001.
Christopher and Peck proposed a reference model for
the characterization of resilience in the supply chain,
and the main aspects contributing to supply chain resi-
lience were identified as re-engineering, organizational
culture, agility, and collaboration.

Sheffi and Rice (2005) presented a disruption model
based a proposed disruption theory for production sys-
tems (Asbjornslett, 1999), where this model was repres-
ented as a transient decrease in process performance.
The Sheffi and Rice model identified eight sequential
phases describing a disruption event: preparation, dis-
ruptive event, first response, initial impact, time of full
impact, preparation for recovery, recovery, and long-
term impact. Based on this model, Sheffi and Rice pro-
pose an enterprise “vulnerability map” through which
the different disruption event probabilities and con-
sequences are compared and ranked for prioritization.

Sheffi and Rice (2005) also identified product demand
as the main source of uncertainty in the supply chain
and acknowledged the increase in global uncertainty
due to increased customer expectations, more global
competition, longer and more complex supply chains,
greater product variety, and shorter product lifecycles.

8
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They considered organizational resilience as a strategic
initiative to reduce vulnerability and therefore reduce
the likelihood of occurrence of a disruption. Finally,
they identified three important factors for building resi-
liency in an organization: redundancy, flexibility, and
cultural change.

A number of other resilience frameworks have been
suggested in literature. Linkov and colleagues (2013)
proposed a resilience matrix of four steps representing
a process for the event management cycles of disrup-
tions: i) plan/prepare, ii) absorb, iii) recover, and iv) ad-
apt. Each of these steps are described for different
domains within the organization (i.e., physical, inform-
ation, cognitive, and social). These authors have further
suggested how to measure resilience according to this
matrix.

Based on the framework proposed by Christopher and
Peck (2004) as well as an empirical research study to
identify vulnerabilities and capabilities within organiza-
tions, Pettit, Fiskel, and Croxton (2010) proposed the
supply chain resiliency assessment and management
(SCRAM) framework. This framework identifies an act-
ive relationship between the capabilities and the vulner-
abilities in an organization, and its resulting resilience.
They argue that the level of resilience that a company
has to aim for is a balance between developing too
many vulnerabilities (due to a lack of investment in cap-
abilities), which could result in disruptions with un-
desirable economic effects, and investing in too many
capabilities, which would erode profitability. Hence,
they highlight an economic tradeoff between invest-
ment (capabilities) and risk (vulnerabilities).

Blackhurst, Dunn, and Craighead (2011) proposed a
global resiliency framework based on systems theory
and the framework proposed by Sheffi and Rice (2005).
They distinguish between “resilience enhancers” and
“resilience reducers”, which are organizational attrib-
utes that either increase or decrease the ability of a firm
to recover quickly and efficiently from a disruptive
event. They identified 13 resilience enhancers and sev-
en resilience reducers, each within three categories.
Their work derives these attributes from an industrial
setting and therefore can serve as basis for further re-
search in the empirical confirmation of these or other
resilience attributes.

The World Economic Forum (WEF, 2013) presented a
resilience framework as part of its Supply Chain Risk
Initiative. This framework attempts to quantify the risk
to an organization's physical and intangible assets
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through a combination of effects from the existing risks
to the organization and its vulnerabilities. The World
Economic Forum’s (WEF, 2013) resilience report also
provides four recommendations for organizations to
build resilient supply chains: i) put in place strong
policies for the creation and adoption of resilience
standards; ii) develop agile and adaptable strategies in
organizations; iii) use data-sharing platforms for risk
identification and response; and iv) enter into partner-
ships that involve all stakeholders in the risk assess-
ment process.

Cyber-risks within the supply chain resilience framework
Our literature review did not find any supply chain resi-
lience framework that incorporated the phenomenon
of cyber-risk or information risk explicitly. However,
our analysis revealed that the most influential sources
for the development of cyber-resilience policy are the
insurance industry, governmental requirements, and
international organizations such as the World Econom-
ic Forum.

In 2012, the World Economic Forum created an initiat-
ive called “Partnering for Cyber-Resilience”, led by
Elena Kvochko, as a response to the increasing import-
ance of cybersecurity. With more than 100 organiza-
tions involved, this initiative has created a series of
reports describing principles for cybersecurity, recog-
nizing interdependence, leadership, integrated risk
management, and uptake by partners in the supply
chain, as crucial aspects for resilience building. Addi-
tionally Kvochko has recently published an initial
framework for the measurement of cyber-threats,
through the calculation of a cyber-risk value and by
combining eight factors grouped in three categories:
vulnerability, assets, and attacker profile (WEF, 2015).

At a government level, there are several initiatives in
place concerning cyber-risk and cybersecurity. In 2003,
the United States government published the “National
Strategy to Secure Cyberspace” (White House, 2003),
and as part of a wider strategy from the Department of
Homeland Security as a response to the 9/11 terrorist
attacks and in line with Presidential Directive 63, which
provides a framework for the protection of critical infra-
structure (White House, 1998). In 2005, Germany star-
ted the “National Plan for Information Infrastructure
Protection”, with its main objectives being prevention,
preparedness, and sustainability of the information in-
frastructure through the setting of international stand-
ards (German Federal Ministry of the Interior, 2005). By
2015, all EU member states except Portugal had pub-
lished national cybersecurity strategies, with Estonia

9
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having been the first in 2008 (ENISA, 2015; Keegan,
2014). In 2013, the United States government released
Presidential Policy 21 and Executive Order 13636 to fo-
cus national attention on cyber-infrastructure resili-
ence. In particular, Executive Order 13636 establishes a
risk-based standard to protect critical infrastructure
against cyber-threats. However, standards based on
risk assessment do not necessarily create resilience
(Linkov et al., 2013).

Conclusions and Recommendations

Our systematic literature review highlights that there is
limited literature and no specific frameworks for cyber
resilience in the supply chain, despite the increasing
importance of the topic. The main supply chain resili-
ence theories were proposed in the early 2000s, and the
main advancements to those theories have been
through the empirical identification of organizational
attributes that increase or decrease resilience, as well as
theoretical relationships between organizational vul-
nerabilities and capabilities as related to resilience. Ad-
ditionally, we found that the existing supply chain
resilience frameworks could be extended to consider cy-
ber-risks through aspects such as cultural change (Shef-
fi & Rice, 2005) or collaboration and organizational
culture (Christopher & Peck, 2004). Cyber resilience the-
ory can also be advanced through the empirical quanti-
fication of the cyber-resilience of an organization,
through case studies and stress testing of organizations
with techniques such as non-invasive games (Gerenc-
ser et al., 2003).

A key contribution of this article is a definition for sup-
ply chain cyber-resilience: “the capability of a supply
chain to maintain its operational performance when
faced with cyber-risk”. Furthermore, as a result of this
study, we offer the following recommendations for aca-
demia with the goal of developing a future research
agenda for supply chain cyber-resilience:

1. Develop theory to demystify cyber-risk and cyber-
resilience in supply chains: Academics should con-
duct in-depth (systematic) literature reviews that
confirm or expand on this study to devise methods of
incorporating cyber-resilience with existing frame-
works in supply chain resilience and indeed develop
new models and frameworks. Finally, and funda-
mentally, they should align supply chain thinking
and personnel with information technology issues
and personnel to develop a team approach to supply
chain cyber-resilience.
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2. Develop applicable tools and techniques: There is a
need for models (e.g., models of dynamic behaviour,
machine-learning models for real-time monitoring of
performance conditions) and practitioner workbooks
(e.g., to evaluate the likelihood of detection or the
probability of attack), to help practitioners better
manage the causes and effects of cyber-risk to the
supply chain.

3. Generate case studies: In-depth and longitudinal
case studies within different industrial sectors are re-
quired to increase our understanding of the occur-
rence, detection, and reaction to cyber-attacks. Such
case studies will enable researchers to validate theory
and conceptual frameworks and models.

4. Investigate the different types of cyber-attacks:
Studies should examine the attack goals (e.g., data
theft, data modification, data falsification), the tech-
nical nature of attacks (e.g., tools, physical or digital
barriers, verification procedures, data integrity), as
well as human dimensions (e.g., cyber-attacker mo-
tivation, incentives).

5. Propose strategic ways of managing cyber risks: For
example, academia may suggest portfolio investment
to hedge risk by diversifying the business structure,
where different areas counterbalance the effect of cy-
ber-attacks. Furthermore, academia may suggest es-
tablishing appropriate key performance indicators or
reviewing organizational culture and leadership,
which should be empowered for proactive manage-
ment of supply chain cyber-resilience.

For industry, we offer the following recommendations:

1. The search for solutions to cyber-risks must be ap-
proached in terms of distributed accountability, in-
stead of centralized authority: The increasingly
complex supply arrangements are creating condi-
tions for “malevolent actors to recruit, coordinate
and inflict harm across the whole network” (WEF,
2012). This challenge will require companies to ad-
just the current paradigm of centrally controlling risk
management with routine evaluation processes (De-
loitte, 2012).

2. Re-arrange resources and develop contingency
plans when necessary: Organizations that thrive are
those that can quickly recognize unusual operating
conditions. It is no longer possible to prepare for
every possible threat scenario. Instead, organizations
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should prepare by encouraging team members to
speak up when they detect an anomaly, having
strategies in place to create customized contingency
plans as necessary, and using automatic detection
systems (e.g., machine learning) to identify real-time
suspicious variations in performance indicators.
There is a need for a new level of coordination in or-
ganizations for risk management and security re-
sponse. In environments with high volatility, central
controls are not sufficient and “structural integration
is key to addressing uncertainties” (Boyson, 2014).

.Include recovery costs in the cost evaluation of
cyber-attacks: Recovery costs can surpass the direct
organizational losses from cyber-attacks (Ponemon,
2014). Including recovery costs in the evaluations will
highlight the real economic implications of delayed
action.

. Create a cyber-crisis team within each organiza-
tion: Such teams should be empowered to work
across organizational silos.

. Collaborate with academic institutions: Academics
can assist companies through training programs in
cyber-resilience, by introducing new tools for the
evaluation of cyber-resilience, or by providing meth-
ods for the real-time monitoring of conditions (e.g.,
through machine-learning methods) to detect poten-
tial threats.

. Promote a proactive culture: Organizations should
provide incentives for early-bird alerts on anomalous
operating conditions, which promote flexibility and a
proactive response in the face of an unforeseen
threat.
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¢ Business is all about risk taking and managing
uncertainties and turbulence.

Gautam Adani
Business magnate

Risk management and resilience strategies in supply chains have an important role in ensur-
ing business continuity and reliability in a cost-efficient manner. Preventing or recovering
from disruptions requires access and analysis of large amounts of data. Yet, given the mul-
tiple stakeholders, operations, and environmental contexts in which a global supply chain
operates, managing risks and resilience becomes a challenging task. For this reason, informa-
tion and communication technologies (ICT) are being developed to support managers with
tailored tools and services to monitor disruptions, enhance instantaneous communication,
and facilitate the quick recovery of supply chains. Hence, the objective of this article is to
shed light on managerial strategies to improve the resilience of supply chains and thereby to
point out how these could be automated by means of innovative ICT systems. In particular,
this article concludes by warning about existing challenges to implementing such systems. If
these challenges are not correctly addressed by managers, there is a major risk of further

April 2015

jeopardizing supply chains.

Introduction

Recent catastrophic events, such as terrorist attacks, nat-
ural disasters, and pandemics, have drawn attention to
the vulnerability of global supply chains to risks (Jiittner,
2005). Vulnerability means that supply chains are sus-
ceptible to disruptions, meaning interruptions in busi-
ness operations that result in undesirable consequences
such as delayed deliveries or lost sales (Svensson, 2002).
For example, the earthquake that hit Taiwan in Septem-
ber 1999 had a severe impact on the personal computer
industry worldwide — 10% of the world’s computer chips
and 80% of the world’s motherboards were produced in
Taiwan - resulting in lost revenues of more than 200 mil-
lion dollars due to production shut-downs (McGillivray,
2000). Supply chain trends such as globalization, spe-
cialization, complexity, and lean processes have been
largely indicated as the main drivers of these risks (Pfohl
et al, 2010; WEF, 2012). Hence, in such a scenarios, sup-
ply chain managers are asked to improve their risk man-
agement skills in terms of identifying, analyzing,
mitigating, and finally monitoring risks.

www.timreview.ca

Supply chains are often described as sets of organiza-
tions joining a virtual network through which flows of
services/products, information, and money are moved
and exchanged. The common goal of these networks is
to transform raw materials into components and
products that are delivered to final consumers, at the
right time, quantity, quality, and place. In these net-
works, strategies to manage risks and resilience have an
important role in ensuring business continuity, delivery
reliability, responsiveness, etc.

To ensure the optimal management of risks and resili-
ence, managers of supply chains need to identify, ac-
cess, and analyze large amounts of data through
different information technology platforms and
sources. In particular, specific ICT systems based on a
combination of push and pull services are indicated as
the most promising approaches to support risk manage-
ment and resilience in a cost-effective manner. The
principle behind these systems is very simple: such sys-
tems consists of web-services providing common and
consistent access to data for all the different actors in
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the supply chain (e.g., suppliers, transport providers,
manufacturers, distributors, importers, retailers) but
also for governmental agencies worldwide (Williams et
al., 2002). Yet, given their novelty, there is still much un-
certainty about how these systems should be best integ-
rated in companies.

Hence, the objective of this article is to provide a general
overview of resilience strategies applied in supply
chains and thereby shed light on how ICT systems can
be exploited. By understanding and putting into prac-
tice these conceptual links, this article aims to contrib-
ute a visionary perspective of cyber-resilience in supply
chains, illustrating how resilience in supply chains can
be enhanced through the exploitation of innovative in-
formation technology services.

The article is structured in a manner to build up and
lead to the cyber-resilience topic: after the introduction,
it provides an overview of risk management and resili-
ence strategies in supply chains. Next, it enumerates
known challenges of these approaches, and thereafter it
sheds light on the role of ICT in cyber-resilience. Finally,
the article concludes by providing managerial implica-
tions and recommendations.

Risk Management and Resilience Strategies
in Supply Chains

Besides risk management strategies, both researchers
and practitioners point out that particular attention has
to be given to strategies improving the resilience of sup-
ply chains, that is, the capability of supply chains to
bounce back to stable conditions after a disruption. Re-
silience is important for two reasons: first of all, sooner
or later, companies will have to face unexpected risks,
for which no mitigation strategies have been planned in
advance. Hence, the capabilities to respond to these
events need to be built into the management of the com-
panies. Second, the reactions of governmental agencies
triggered after large catastrophes (e.g., terrorist attacks,
earthquakes, hurricanes) may also give rise to unexpec-
ted events that supply chain companies need to deal
with in order to ensure business continuity and survival
(Sheffi, 2001).

Looking at the literature, diverse strategies to manage re-
silience have been enumerated. Some of those are:

¢ Diversification of suppliers: The access to a wider sup-
ply base enables firms to exploit additional production
lines and quickly shift volumes and production in case
of a disruption (Sheffi, 2006; Tang, 2006; Tomlin, 2006).
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In addition, companies may use flexible contract
agreements, inspections to qualify suppliers, and
make-and-buy strategies to split production across
different factories (Sheftfi, 2006).

¢ Inventory management: Safety stocks can be in-
creased in order to avoid stock-outs in case of missed
demand. Inventory redundancy may build additional
capacity in firms, yet they are well known to generate
additional costs as obsolescence, product lifecycles,
and inventory holdings (Sheffi, 2006; Tang, 2006;
Tomlin, 2006).

¢ Ensure additional transport capacity and multiple
consignment routes: Plan in advance possibilities to
transport cargo by means of multiple transportation
modes, multiple carriers or providers, and con-
sequently multiple routes and distribution channels
(Tang, 2006; Tomlin, 2006). Additional transport capa-
city can also be ensured by investing in and maintain-
ing a dedicated transportation fleet (Sheffi, 2006).

¢ Product-centric design: Aligning the design of the
products with the supply chain efficiency targets. This
process cannot happen in isolation, but it implies ver-
tical cooperation and early involvement of suppliers
in product concept development and design (Khan et
al., 2012; Zsidisin et al., 2000). Multiple designs of
products can become useful in emergency situations,
for example, in case a specific raw material or com-
ponent is unexpectedly not accessible (Sheffi, 2006).

¢ Information sharing: Information sharing may im-
prove flexibility of supply chains or enable monitor-
ing of risks and the establishment of preventive
actions (Skipper & Hanna, 2009; Tomlin, 2006).

Challenges in Managing Risks and Resilience

Given the multiple stakeholders, operations, and envir-
onmental contexts in which a global supply chain oper-
ates, managing risks and resilience is a challenging
task. These challenges are especially acute in the do-
main of cross-border trade, where the organizations in
the virtual network need to be managed as single entit-
ies across national borders, and where several regulat-
ory compliance frameworks exist. In practice, this
means that supply chain companies need to deal with
different cultures, geopolitical and organizational is-
sues, regulatory compliance frameworks, and ulti-
mately with different ICT systems, standards, and
technologies operated by different actors and under
different business logics (Urciuoli et al., 2013).
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The latest R&D initiatives are putting their efforts on
the development of ICT tools that may support com-
panies with this complex process. These tools aim to en-
hance visibility of risks along the supply chain by
enabling information collection through sensor techno-
logies, sharing of data, and application of advanced
business intelligence rules to analyze data; in particu-
lar, data are not being shared merely between the sup-
ply chain companies, but also between the supply
chains and the governmental agencies. This practice is
fundamental to reduce the administrative costs that
cross-border supply chains entail (Urciuoli et al., 2013).

To give a sense of the burden experienced by compan-
ies, it can be reminded that, to import goods into a
country, companies have to produce export and import
declarations, with licenses and other permits to be at-
tached, in order to demonstrate compliance with cus-
toms regulatory frameworks. In Europe alone, customs
administrations are processing almost 200 million de-
clarations every year; for example, in 2007, it was 183
million (IBM, 2008). Each of these declarations consists
of roughly 40 typologies of documents and in total
about 200 data elements need to be exchanged
between business and governmental entities, resulting
in highly complex and costly data transfer, processing,
and storage challenges (ADB, 2005).

The Role of ICT: Towards Cyber-Resilient
Supply Chains

Cyber-resilience may be achieved by smartly combin-
ing technologies and services that exist today on the
marketplace or that are being developed in R&D pro-
jects. These are presented in this section as ICT systems
for B2B (Business to Business) and B2G (Business to
Government) information sharing and analysis.

B2B information sharing

Several IT companies are struggling to develop multiple
data interfaces in order to guarantee full interoperabil-
ity and access to data to supply chains stakeholders.
Data is actually being shared between companies in a
supply chain, however, often in paper and sometimes
in electronic format. In particular, the usage of paper-
based information exchange has been indicated as not
effective, because of the risk for mistakes, data loss, as
well as redundant transfer and collection of the same
data. Hence, the usage of sophisticated electronic sys-
tems to collect, store in a common repository ecosys-
tem, and analyze data has received a lot of attention
because of the abundant cost savings that could be
earned. For instance, in an international shipment, files
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of data containing bills of lading, invoices, packing lists,
country of origin, cargo quantity and type, etc. need to
be shared by supply chain companies in order to im-
prove the prediction of estimated times of arrival
(ETAs). According to ETA estimations, transportation
and diverse resources can be optimally scheduled and
allocated, market campaigns can be punctually started
to strategically retain major market shares, etc. Like-
wise, customs declarations in import and export coun-
tries can be submitted simultaneously by different
stakeholders (Urciuoli et al., 2011).

Nowadays, web-services based on service-oriented ar-
chitectures (SOAs) seem to be widely exploited to en-
sure connectivity of the supply chain in a plug-and-play
fashion. These services enable electronic data sharing,
and with it may reduce the risk for mistakes or incom-
plete data. In addition, web-based push and pull ser-
vices can be exploited to avoid data redundancy and
speed up response procedures in case of unexpected
disruptions:

¢ B2B pull services: Data may be pulled by a supply
chain company in order to obtain the current status of
a consignment/container or to interrogate the invent-
ory levels of suppliers, distribution centres/whole-
salers, retailers, transport infrastructure capacity,
traffic conditions, etc.

* B2B push services: Push services are instead used to
trigger alerts to companies whenever the status of in-
ventory levels, demand, containers conditions. or pos-
ition change in an unexpected manner. In other
words, the service is able to sense whenever data out-
range previously established upper and lower control
limits (UCLs and LCLs). These data ranges can be de-
termined by means of advanced business intelligence
techniques.

The combination of the above push and pull services
enables full visibility and control in the supply chain.
By pulling key data, managers may monitor, in real
time, inventory levels, shipping statuses, environment-
al conditions of cargo and containers, arrival time at
specific nodes in the supply chain network, etc. This in-
formation improves decision making in terms of optim-
izing inventory levels, scheduling and planning
transport assignments, allocating resources, designing
networks, etc. On the contrary, push services are more
suitable to handle risks and manage resilience. Hence,
in case of deviations from planned routines, alerts may
be triggered to recover or activate response procedures.
Examples of push services could be alerts triggered by
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environmental sensors in containers, alarms installed in
vehicles, panic buttons, geofences, timefences, etc.

B2G information sharing

Nowadays, to enable resilience strategies, supply chain
companies work with different contract typologies and
portfolios of suppliers located in various countries
across the globe. However, despite contracts being in
place, in case of a disruption, companies will suddenly
need to deal with several different regulatory frame-
works and customs procedures. Not only that, different
countries require different data formats or usage of dif-
ferent information technology interfaces, implying high-
er costs in terms of translation and adaptation efforts
needed to bridge between different national systems. Ex-
perts believe that future information technology sys-
tems will ensure that companies’ systems can easily
connect to customs administrations’ web-platforms
(i.e., e-Customs) and facilitate filing of customs declara-
tions or provide easy access to international trade-re-
lated documentation (Urciuoli et al., 2013). In addition,
push and pull services developed in prototype platforms
may play a fundamental role in managing resilience:

* B2G pull services: Pull services connected to e-Cus-
toms platforms may be used to control existing trade
regulations, necessary documentation for import/ex-
port procedures, status of release and clearance of con-
tainers, customs declarations, licenses, etc.

* B2G push services: Push services are instead planned
to include alerts in case of changed trading regula-
tions, tariffs or taxes, deviations of containers inspec-
tions and release, etc. These systems may eliminate
unnecessary delays, reduce paper redundancy, and in
this way, reduce costs to companies and governments.

Conclusion

ICT has already been indicated as playing a major role
in controlling and managing more complex value net-
works in a cost-efficient manner. However, additional
capabilities, mainly aiming to improve cyber-resilience,
may be exploited to ensure quick response to risks and
disruptions in supply chains. These capabilities are sup-
ported by the development of common repository IT
ecosystems where B2B or B2G push and pull web ser-
vices are created and contemporarily accessed by sup-
ply chain actors, but also governmental agencies.

Enabling B2B and B2G data sharing may allow compan-
ies to access an unimaginable amount of data and ser-

vices that can enhance the cyber-resilience of the whole
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supply chain. For instance, companies will be able to
easily manage and control portfolios of suppliers online,
make more accurate ETA estimations, monitor in real
time the transport infrastructure capacity, learn and ap-
ply any sudden changes in trading regulations, rapidly
submit electronic orders and comply with regulatory
frameworks, etc.

Despite the promising future visions, there is still much
work to be done in order to ensure that these ICT sys-
tems will be fully accepted and integrated into supply
chain companies. Many challenges are being en-
countered and need to be solved in order to move a step
forward towards cyber-resilient supply chains. These
are, in sequential order, the following:

1. Exploit/develop reliable and robust information
collection and sharing (both B2B and B2G). Collec-
tion and sharing of information is still a major con-
cern, especially for small companies, both in terms of
technical development, know-how, and monetary in-
vestments.

2. Exploit business intelligence rules. Develop tailored
push and pull web services that enable cyber-resili-
ence. Yet, to develop reliable business intelligence
rules, resources need to be allocated to identifying,
modelling, and assessing risks in a systematic manner.

3. Ensure public-private partnerships. Partnerships
should focus on the implementation of ICT systems
to exchange data with public agencies and aim at de-
veloping up-to-date standards and legislative frame-
works.

4. Solve potential data confidentiality issues. Sharing
information implies that data will need to be held in
repositories or remote locations. For obvious reason,
this requirement is not accepted by many business
companies that fear their business strategies will be
disclosed to competitors.

5. Ensure cybersecurity. In several instances, it has
been pointed out that, although the information tech-
nology layer of supply chains is relevant to optimizing
supply chain management, it may also expose com-
panies to criminal actions (e.g., theft, fraud, forgery,
industrial espionage) or sabotage, hackers, and terror-
ists aiming to promote ideological issues and hurt the
economy of a nation or a single industry (e.g., hacktiv-
ism, sabotage). Hence, this risk naturally implies that
cyber-resilience strategies should be followed by in-
formation technology security management systems.
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In conclusion, it is strongly believed that, without com-
mon data access, managers may struggle to fully devel-
op, apply, and coordinate resilience operations in
companies. Resilience becomes even more challenging
in global supply chains, where managers need to deal
with threats and recovery operations outside their com-
panies and in different and multi-faceted environment-
al contexts. Current R&D initiatives are demonstrating
that ICT systems for B2B and B2G data exchange, when
combined with business intelligence techniques, may
provide supply chain managers with advanced capabil-
ities to improve resilience. Hence, supply chain com-
panies could be only "a click away" from fully
automated cyber-resilience.
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¢« Today’s CISO focuses on tier 1 or direct suppliers.

”»

Tomorrow’s CISO will need to focus on the supply chain.

Chief information security officer (CISO) of a major

international bank

The article discusses how an organization can adopt an information-centric approach to pro-
tect its information shared in one or more supply chains; clearly communicate the expecta-
tions it has for a direct (Tier 1) supplier to protect information; and use contracts and
measurement to maintain the protection desired. Building on this foundation, the concept
of resilience — and that of cyber-resilience - is discussed, and how an information-centric ap-
proach can assist in creating a more cyber-resilient supply chain. Finally, the article con-
cludes with five steps an organization can take to improve the protection of its information:
i) map the supply chain; ii) build capability; iii) share information and expertise; iv) state re-
quirements across the supply chain using standards, common frameworks, and languages;

and v) measure, assess, and audit.

Introduction

Supply chains — and the organizations involved in them
— are now targets for hackers. There are several reasons
behind this: one is that supply chains contain a wealth
of information that may be sold or may embarrass one
or more organizations in the supply chain; another is
that one organization can be used as a route to attack
another organization in the same supply chain, as was
seen in the 2013 attack on the retailer Target in the
United States (Krebs, 2014).

Information, just like the physical components of sup-
ply chains, is vital for the continued efficient operation
of supply chains. Indeed, for some supply chains to op-
erate, the constituent organizations may need to share
trade secrets, proprietary data, and other sensitive in-
formation. However, the role and protection of informa-
tion in supply chains has received less attention than
the physical aspects of those supply chains. That situ-
ation is changing.

Much effort has been invested in reducing the risks as-
sociated with the physical aspects of supply chains —
and improving their resilience overall — but less atten-
tion has been paid to the overall resilience and security
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of the cyber-related aspects of supply chains. This art-
icle will examine that key issue: how an organization
can protect its information in one or more supply
chains, and use that as the basis to build cyber-resili-
ence across one or more of its supply chains.

The information-centric approach, which provides an
organization with a powerful tool to protect the inform-
ation it does and does not share, is presented as a solu-
tion to this key issue. How the approach can be
adopted and used with direct — or Tier 1 — suppliers is
discussed. From this foundation, the article looks at the
concept of resilience and how cyber-resilience can be
defined: the role of the information-centric approach is
highlighted as a component of cyber-resilience. Finally,
five steps an organization can take to build both an in-
formation-centric approach and cyber-resilience are lis-
ted and described.

Protecting Information in the Supply Chain

The ubiquity of information technology (IT) and the
availability of information has placed all organizations
in a dilemma. For a supply chain to work effectively and
efficiently, information — some of it sensitive or confid-
ential — must be shared between many organizations.
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Yet, at the same time, one or more of those organiza-
tions may not want to share that information or may
have external obligations, such as those set out in law
or regulation, to protect the same information. Certain
types of information, for example, personally identifi-
able information and medical records, are subject to
legal or regulatory obligations concerning their protec-
tion and use. These obligations may preclude sharing —
yet such sharing is essential to supply chain success.
This requirement to share is a key risk in today’s digit-
ally connected, information-dependent supply chain.
Sharing information has become easier with the advent
of IT and the Internet but, paradoxically, has also be-
come harder with the proliferation of technologies and
services made available by IT and the Internet. As a res-
ult, information can be shared in many forms and in
many formats (including paper), multiplying the num-
ber of copies in existence and, in some cases, multiply-
ing the possibility of error.

Across a supply chain, the capability and desire of sup-
pliers to expend resources on cybersecurity and cyber-
resilience will vary significantly. Some suppliers will
possess the expertise, knowledge, and ability to address
cyber-related issues in a consistent and comprehensive
manner. Other suppliers will not. From the perspective
of an acquiring organization (hereafter "the acquirer"
in accordance with the ISO/IEC 27036-1:2014 [ISO,
2014; Part 1]), a key issue is that, despite a lot of hard
work and significant expenditure, the acquirer cannot
negotiate, agree, measure, and assess the cybersecurity
and associated risks of its suppliers and across a supply
chain. For an acquirer, various factors may combine to
make up this issue, including the inability to:

1. State cybersecurity requirements to suppliers using a
common framework and language.

2. Integrate cybersecurity into the acquirer procure-
ment process.

3. Devote resource to investigate the makeup of the sup-
ply chain (i.e., which supplier organizations make up
the supply chain).

4. Understand how a supplier meets the acquirer’s re-
quirements when not using a common, shared,
framework, and language.

5. Identify acquirer information shared between the ac-

quirer and its direct suppliers, and acquirer informa-
tion shared between direct and indirect suppliers.
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6. Specify cybersecurity requirements for indirect sup-
pliers (i.e., the suppliers to the direct suppliers).

7. Measure the effectiveness of cybersecurity arrange-
ments at suppliers and across the supply chain using
a consistent set of indicators.

8. Identify and quantify cyber-related risks across the
supply chain.

9. Identify the use of technology (such as the cloud) and
technology providers by the acquirer and suppliers
across the supply chain.

10. Control the confidentiality, integrity, and availabil-
ity (CIA) of information once shared with suppliers
and the supply chain.

These factors may vary in their significance across a
supply chain. It worth noting that an acquirer may have
multiple supply chains and that the issues and factors
may vary in their significance across each supply chain.
If we look at a simplified supply chain from an informa-
tion or cybersecurity perspective, we can highlight
where the ten factors listed above often occur.

Figure 1 shows that the factors can be grouped into two
types:

1. Acquirer-focused
2. Supply-chain-focused

Acquirer-focused factors (numbered 1 to 4 in the list
and in Figure 1) are internal to the acquirer and, to a de-
gree, can be actively managed and addressed by the ac-
quirer’s management and staff. Typically, these factors
fall under information security, third-party (i.e., suppli-
er) security and data privacy programmes, and projects
run by the organization’s staff or by consultants.

Supply-chain-focused factors (numbered 5-10) are out-
side of the acquirer’s control. Once acquirer informa-
tion is passed to a supplier, then that information can
be shared, copied, stored, changed, deleted, and so on
without the acquirer’s knowledge or permission. The
acquirer thus has no idea how its information is being
protected, who its information is shared with, where
that information is — physically and electronically — and
who may have seen or used that shared acquirer in-
formation. Once this situation occurs, it is very difficult
to regain (or gain) any control over the protection of in-
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Direct
(Tier1)
supplier

Indirect
(Tier2)
supplier

Indirect
(Tier3)
supplier

Acquirer

Ultimate
(End)
Customer

Customer

5. Identifyingacquirer information shared

6. Specifying cybersecurity requirements for
indirect suppliers

7. Measuring the effectiveness of cybersecurity
arrangements

8. Identifying cyber-related risks

9. Identifying technology and technology suppliers

10. Controlling CIA of information

1. Stating cybersecurity requirements

2. Integrating cybersecurity into the
procurement process

3. Devotingresource

4. Understanding how the supplier
meets the acquirer’s requirements

Figure 1. Factors that can impact the ability of an acquirer to protect its information using a simplified supply chain model

formation and to assess the risks to that information.
Because the acquirer typically has little or no ability to
work with, or influence, its indirect suppliers (e.g., if
there is no contract in place), the acquirer cannot set
out its requirements for the protection of its informa-
tion at those indirect suppliers, which makes it difficult
to measure the effectiveness of the cybersecurity ar-
rangements across the supply chain and may signific-
antly impact the overall cybersecurity risk associated
with sharing. Sub-contracting by the supplier — espe-
cially to technology or service providers offering cloud,
mobile device, and social media services — can also sig-
nificantly impact the risks of sharing, protecting inform-
ation, and controlling the CIA of acquirer information.

Securing Information in Supply Chains

Given the requirements to share and protect informa-
tion, and the issue and factors discussed above, ac-
quirers have made efforts to address how best to share
and protect information they make available to suppli-
ers. Typically though, these efforts are focused at Tier 1
suppliers, occur late in the procurement cycle, and ap-
ply "one size fits all" information security approaches.
Thus, an acquirer will specify certification or compli-
ance with an information security management system
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(e.g., ISO/IEC 27001:2013 [ISO, 2013a]), the "right to
audit" and requiring a supplier to meet the require-
ments of the acquirer’s internal policy documents, irre-
spective of the information being shared or the goods
and services being supplied. Such an approach may not
provide the best protection to shared information, be-
cause information risks may not have be adequately ad-
dressed, and so risk treatment may be overly strong in
one area and weak in another. Acquirers have also
struggled to identify what information they actually
share, further dispersing their efforts in terms of protec-
tion.

To protect information shared with Tier 1 suppliers in
the manner the acquirer is expecting requires an in-
formation-centric approach. In this approach, the ac-
quirer determines at the start of the procurement cycle
what information has to be shared to purchase a partic-
ular good or service. Knowing what information is to be
shared will allow the acquirer to understand the harm it
may suffer should the information be compromised at
a supplier and the risk treatment the supplier should
put in place at a minimum. This information-centric
approach allows the acquirer to indicate:

* what information is being shared
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e its importance to the acquirer (the organization shar-
ing the information)

* the sensitivity of that information when it is shared

e the harm to the acquirer should that information have
its confidentiality, integrity, or availability comprom-
ised

* the protection required for that information — and the
requirements a supplier must meet

Thus, an acquirer can state to a supplier what is being
shared, what can happen if that information is lost, and
how that information should be protected. This ap-
proach is the application of information risk assess-
ment, but now it has been used in an external context.
The protection required can include processes, techno-
logies (such as encryption), and the ability to assess and
audit that the supplier is actively implementing the pro-
tection required. Figure 2 illustrates how information —
and its protection — can be built into a typical procure-
ment cycle.

Once the information to be shared has been determ-
ined, the protection of information can be worked into
all procurement documents used by the acquirer (such

* How well did the
supplier deliver?

* Renew, renegotiate,
exit, terminate

1. Identify
requirement

7. Review
requirement
* Reporting
* Assessment
* Audits
* Remediation

6. Monitor
performance

5. Contract
delivery and
management

* On-boarding
* Reporting process
* Matching

as the Expression of Interest and Invitation to Tender)
and to make decisions. Importantly, what information
is shared and the harm to the acquirer should that in-
formation lose its confidentiality, integrity, or availabil-
ity can be used to drive the protection required using a
risk-based approach. Standards such as the multi-part
ISO/IEC 27036 (ISO, 2014) can be used to provide a
common starting point, a common set of terminology,
and a common understanding of how each organiza-
tion approaches its business and its cybersecurity.

This approach is limited because it is only focused on
Tier 1 suppliers. To protect acquirer information fur-
ther upstream (Tier 2 and beyond) is much more diffi-
cult, but a degree of protection can be achieved by
using pass-through clauses, technical approaches, and
auditing. Pass-through clauses, which are placed in the
acquirer-supplier contract, are an attempt to ensure
the supplier’s suppliers put in place the same protec-
tion as the contract requires the supplier to do. For ex-
ample, if an acquirer wants a supplier to adopt an
information security management system and the sup-
plier’s suppliers to do the same, a pass-through clause
could be inserted into the acquirer-supplier contract
stating “all suppliers of the contracted supplier that are
likely to handle the information provided by the ac-
quirer must have an information security management

* What information is involved?
* |sit sensitive/critical...?

* What s the risk?

* What protection is required?

pfo:ﬁ;:;t + Whatare our requirements?
process * What questions about
protection do we need to
ask?
* What answers do we
expect?

3. Apply
tendering
and
contracting
process

* How well do the
suppliers meet our
requirements?

4. Negotiate

and award
contract

* Due diligence
» Contract details

Figure 2. Integrating information into a typical procurement cycle
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system in place. The contracted supplier will be held
responsible for ensuring compliance with this clause.”
Needless to say, pass-through clauses are not necessar-
ily popular with suppliers, because such clauses place
obligations on them. Pass-through clauses typically
only reach Tier 1 and Tier 2 suppliers. Technical ap-
proaches, such as digital rights management, offer a
partial solution, which may extend to upstream suppli-
ers. Allowing suppliers to connect to the acquirer’s in-
frastructure to access information is another control
mechanism, because a control over who sees acquirer
information and what is copied can be exercised, thus
hopefully limiting wider exposure to the supply chain.
However, there are both management and technical
overheads to these approaches, which an acquirer
may feel outweigh the protection offered. Finally, a
thorough audit of the supplier and its communica-
tions will also allow the acquirer to understand how its
information is being shared. Audits of this nature are
time consuming and expensive and also rely on the
supplier having kept records of such communications
and of the goodwill of the supplier in sharing them. Re-
source, cost, time, and other constraints often mean
that audits such as these are performed very infre-
quently. Figure 3 summarizes how the approaches dis-
cussed in this section can be applied and illustrates
the reach of those approaches across a model supply
chain.

Being able to protect information at a Tier 1 supplier, let
alone upstream, is a major step forward, but to achieve
true cyber resilience, other steps are necessary. First of
these is to understand and then create resilience.

Resilience

The concept of resilience takes many forms and has
been applied to supply chains, organizations, and IT.
Unfortunately, there are many definitions of resilience
itself, which are then appropriated to fit specialist dis-
ciplines. As a starting point, we will use this definition of
resilience: “[...] the ability of a system to return to its ori-
ginal [or desired] state after being disturbed” (Peck et
al., 2003). Resilience can be viewed from several broad
perspectives, which are briefly discussed here. The first
approach views resilience from an organizational view-
point and is concerned with preparing for and reacting
to an incident and reducing the harm or impact. The
second approach, which is narrower, views resilience as
the ability of an organization’s IT to keep running in the
event of error, failure, or incident. These two ap-
proaches share much in common and are intertwined,
because organizations are typically dependent on IT to
carry out and support their business operations: a fail-
ure in IT could significantly harm an organization. The
third perspective is that of business continuity, which
views business continuity plans and disaster recovery as

Procurement cycle

Direct
(Tier 1)
supplier

Indirect Indirect

(Tier3)
supplier

(Tier 2)
supplier

Acquirer

Technical approaches

Pass-through clause(s)

(see Figure 2)
Ultimate
Customer (End)
Customer
Auditing

Figure 3. Approaches to protecting information in the supply chain
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an essential component of resilience (Davis & Skelton,
2014) and provides the basis upon which an organiza-
tion can plan and execute its responses to an incident.
Importantly, resilience has a time component; for ex-
ample, the concepts of "recovery time objective" and
"maximum tolerable downtime" are taken from busi-
ness continuity (Tipton & Hernandez, 2013). These
three perspectives are typically organizationally-fo-
cused and inward-looking to a great extent.

Supply chain resilience is “the ability of the supply
chain to cope with unexpected disturbances” (Chris-
topher, 2011) and one of its characteristics is a business-
wide recognition of where the supply chain is most vul-
nerable. Supply chain management, design, and busi-
ness continuity all have a role to play in creating
resilience (Waters, 2011).

Finally, resilience is a developing concept in cyber-
space. Again, various perspectives can be taken. The
broadest looks at the resilience of the physical and vir-
tual components of the Internet — the hardware, soft-
ware, processes, and communication links — and how
that entire system of systems could still operate if there
were failures, attacks, or other incidents. Another per-
spective examines how an organization could continue
to do business if its access to its information, the Inter-
net, or the services delivered via the Internet were inter-
rupted or impaired. This is what the author takes to be
"cyber-resilience": the ability of a system that is de-
pendent on cyberspace in some manner to return to its
original [or desired] state after being disturbed.

So, cyber-resilience is more than just an IT or informa-
tion security issue (Information Security Forum, 2012;
World Economic Forum, 2012). It is a business issue
and should be woven into business or enterprise risk
management, it should be considered across all busi-
ness operations, and it has special relevance to an ac-
quirer’s supply chains. Attacks against information -
and the systems that process, store, and transmit that
information - strike at the resilience (cyber- or other-
wise) of the supply chain. Thus, protecting information
can be regarded as a fundamental component of build-
ing cyber-resilience.

Building Cyber-Resilience in the Supply Chain

Good cybersecurity and cyber-resilience in the supply
chain starts "at home". An organization that under-
stands, in the broadest sense, which information it
holds is sensitive, critical, or damaging should it be
compromised will be able to protect its information
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and start to create resilience. Techniques such as classi-
fying or labelling information and educating users
about the utility and value of information will create or
enhance a security-positive approach to how informa-
tion is handled. Senior executives will need to champi-
on this cause and ensure that resources are committed
to achieving this information-centric approach. Hand
in hand with this approach is the need for information
security governance (as laid out in ISO/IEC27014:
2013[ISO, 2013b]) and information security strategy, to
direct, manage, and deliver the approach inside the or-
ganization. Key to the success of this approach will be
the ability to categorize, group, or define groups of re-
lated information — for example, trade secrets, intellec-
tual property, legal documents, and commercial
documents - and then express the harm caused should
information in each group be compromised. Once this
harm can be expressed, risk treatment options can be
selected, using published or in-house processes and
methodologies.

Protecting information is one part of this task. To build
cyber-resilience across the supply chain, each organiza-
tion needs to build a set of capabilities, both internal-
and external-facing. A summary list for an organization,
based on material published by the World Economic
Forum (2012), is presented here:

1. Implement a cybersecurity (or information security)
governance framework and place a member of the ex-
ecutive management team at its head.

2. Create a cybersecurity programme.

3. Integrate the cybersecurity programme with enter-
prise risk management approaches.

4. Communicate, share, and apply the cybersecurity
programme with suppliers, educating them where
necessary.

To achieve these four steps requires significant effort.
The achievement can be assisted by the adoption of
standards, the sharing of cyber-related information,
such as threats, attacks, weaknesses, and mitigations —
a point made in several publications (Information Se-
curity Forum, 2012; World Economic Forum, 2012). For
many organizations, they do not have the resources, ex-
pertise, or time to act on cyber-related information, or
they may be reliant on a supplier to act for them. This is
where education and, if necessary, actually investing in
a supplier’s capabilities may be required and may yield
a return.
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Conclusion

So, building cyber-resilience starts at the organization.
This article has discussed components of organization-
al cyber-resilience such as an information-centric ap-
proach, adopting a governance framework, a strategy of
integrating information into the procurement cycle. To
extend cyber-resilience to the supply chain, an acquirer
needs to take the following further actions:

1. Map the supply chain. Many organizations do not ac-
tually understand the make-up of their supply
chains. Even Toyota, often held up as an example of
supply chain excellence, could not map its chain
(Supply Chain Digest, 2012). Mapping is complicated
by the resources available, the number of suppliers
an organization may have, the willingness of suppli-
ers to reveal their suppliers, and the linear and lateral
nature of the supply chains themselves. As an ac-
quirer, understanding who is in a supply chain at
Tier 1 and Tier 2 (even if partially) — and the informa-
tion they may need from the acquirer — means that
information risk and risk treatment can be better
identified and addressed. Additionally, knowing the
risks in the supply chain builds resilience, because
the acquirer can prepare for incidents and interrup-
tions. The acquirer can also spot potential weak links
in the supply chain where information may be com-
promised. Mapping past Tier 2 may be very difficult
for many acquiring organizations but some may have
to do so for regulatory or other requirements.

2. Build capability. Both the acquiring organization
and its suppliers may not have the resources, expert-
ise, or knowledge to protect information. If a supplier
cannot protect information or its systems, then it
may provide a route for attackers to compromise
both the supplier and the acquirer, thus causing
harm and directly undermining the cyber-resilience
of the supply chain. For an acquirer, helping suppli-
ers to protect acquirer information is a win-win, be-
cause the costs of remediation after a breach and
failure of resilience (perhaps including fines levied by
regulators and any legal costs) will probably far ex-
ceed the costs of assisting a supplier to correct any
deficiencies. Building capability does not necessarily
mean employing experts to work in silos: integrating
cybersecurity questions and checklists into procure-
ment documents, or better yet, integrating cyberse-
curity professionals into the procurement process
and function is an alternative and value-adding ap-
proach many organisations can take easily. Adopting
standards such as the ISO/IEC 27036 series (ISO,
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2014) discussed above and enhancing supply chain
risk management to include information security-
and privacy-related questions (such as PAS
7000:2014 [BSI, 2014] ) can also raise an acquirer’s
capability and increase awareness in the supplier
community. Acquirers and suppliers may wish to
jointly invest in staff training as well.

. Share information and expertise. Both acquirers

and suppliers should share information about
threats, attacks, and incidents — anything that may
adversely affect their combined cyber-resilience.
These organizations may also want to share informa-
tion about the protective mechanisms they have in
place — and their effectiveness — to further enhance
their resilience. Sharing information about cyber-re-
silience can take many forms including joining gov-
ernment information-sharing networks, discussion
and presentation within membership or other trus-
ted groups, direct communication between individu-
als, and using social media. Sharing expertise may
involve both acquirers and suppliers cross-posting
staff, sharing best practice, recommending the use of
standards or creating joint ventures to promote best
practice across their supply chains and upstream
suppliers. Acquirers may wish to provide education
and training, to both on-boarded and prospective
suppliers, about standards and frameworks that can
be used.

. State requirements across the supply chain using

standards, common frameworks, and languages.
Acquiring organizations should ensure that, whenev-
er they work with suppliers, they follow standards
and use a common language to promote understand-
ing with their suppliers. Additionally, if the same
standards, language, and frameworks are used with
all suppliers, then the acquirer will have a basis for
comparison between suppliers, which may assist risk
management, supplier measurement, and associated
efforts. Similarly, when an acquirer shares informa-
tion, the requirements for protection should be
couched in the same language for all suppliers. Using
pass-through clauses and technology solutions, such
as digital rights management may have a role to play
here, as does education and training.

. Measure, assess, and audit. All organizations in the

supply chain will have to be able to measure their cy-
bersecurity, their cyber-resilience, the cyber-risks in
their supply chain and their governance. Addition-
ally, organizations will need to be able to share and
interpret these measurements, so they understand
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their own cyber-resilience, their partners, and the
supply chain as a whole. Acquirers may need to
define performance indicators for suppliers, based
on their internal measurement systems, or they may
have to create new measures in conjunction with
their suppliers. Both acquirers and suppliers may
need to create continuous monitoring and measure-
ment systems to overcome the rather static nature of
audits, and to allow the detection and prevention of
and reaction to attacks in real time or near real time.

Cyber-resilience — the ability of a system that is depend-
ent on cyberspace in some manner to return to its ori-
ginal [or desired] state after being disturbed - is an
evolving and important concept. When applying cyber-
resilience to the supply chain, the protection of inform-
ation and its associated attributes (such as confidential-
ity, integrity, and availability), understanding
information and cyber-risks across the supply chain
and building a collaborative approach are important
concepts. Yet, it is these areas where much work needs
to be done, because information and cyber-risk assess-
ment across supply chains are emerging fields of re-
search; there is thus little to guide organizations and
little best practice for them to study and adapt.
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Our technological powers increase, but the side effects
and potential hazards also escalate.

Alvin Toffler

Writer and futurist

in Future Shock

There has been a rapid growth in the use of communications and information technology,
whether embedded in products, used to deliver services, or employed to enable integration
and automation of increasingly global supply chains. Increased use of information techno-
logy introduces a number of cybersecurity risks affecting cyber-resilience of the supply
chain, both in terms of the product or service delivered to a customer and supply chain oper-
ation. The situation is complicated by factors such as the global sourcing of technology com-
ponents or software, ownership of the systems in a supply chain, different legal jurisdictions
involved, and the extensive use of third parties to deliver critical functionality. This article ex-
amines the cyber-resilience issues related to the supply of products, services, and the supply
chain infrastructure considering the nature of threats and vulnerabilities and the attributes
of cybersecurity. In doing so, it applies a model for cybersecurity that is adapted from the
Parkerian hexad to explore the security and trustworthiness facets of supply chain opera-

tions that may impact cyber-resilience.

Introduction

Over forty years ago in his book Future Shock, Alvin
Toffler (1971) recognized that our rapid technological
advances were accompanied by side effects and haz-
ards. This is certainly true of supply chains in the 21st
century, where information technology is often an in-
tegral part of both the supplied product or service, and
the supply chain infrastructure.

To stay competitive in a global economy, deliver
timely responses to changing customer demands, and
meet increasing service expectations, organizations
have adapted their supply chains by incorporating
computer-based management systems (Christopher &
Towill, 2002), automating many processes using cyber-
physical systems, and reducing stocks through the de-
ployment of just-in-time manufacturing and produc-
tion-to-order systems. This widespread use of
information technology and advances in connectivity
have transformed many businesses and transferred
supply chain information flows from paper or the tele-
phone to digital transactions and databases (WEF,
2013). The improved communications flow has also
delivered significant advances in the service offered by
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supply chains to their customers, enabling the tracking
of goods through the logistics chain.

These innovations place significant demands on sup-
ply chains, with the role of information technology
now critical to the delivery of responsive, cost-effective
manufacturing and supply (Christopher & Peck, 2004;
Khan & Stolte, 2014).

This article discusses how, in many information tech-
nology systems, insufficient attention has been paid to
overall system resilience and security issues, creating
significant cybersecurity and cyber-resilience vulnerab-
ilities. It examines what is meant by cyber-resilience
and cybersecurity, and outlines the attributes that af-
fect the cyber-resilience of a system or system-of-sys-
tems. Although the underpinning work originates in
the construction and built-environment sectors, this
article demonstrates that it can be applied more widely.

What Do We Mean by Cyber-Resilience and
Cybersecurity?

The World Economic Forum (WEF, 2012) defined
cyber-resilience as “the ability of systems and organiza-
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tions to withstand cyber events, measured by the com-
bination of mean time to failure and mean time to re-
covery”. The use of the term “cyber” is intended to
encompass the “interdependent network of informa-
tion technology infrastructures, and includes techno-
logy "tools" such as the Internet, telecommunications
networks, computer systems, and embedded pro-
cessors and controllers in critical industries”. Although
not defined by the WEEF, it is assumed that a cyber-
event is therefore any disturbance to this interdepend-
ent network that leads to loss of functionality, con-
nectivity, performance, or capacity (i.e., a breach of the
network's cybersecurity). Such events are all too com-
mon, with frequent publicity about yet another serious
security breach on an IT system. Notable recent ex-
amples include the cyber-attacks on Sony and Target.
The latter incident is of particular significance given
that the attack originates in the company's supply
chain, with the initial compromise of an HVAC suppli-
er's systems (Krebs, 2014).

There is a common misconception, reinforced by me-
dia coverage of incidents, that cybersecurity is solely
about technology. This is not the case: good cybersecur-
ity is based on a holistic approach that encompasses
people, process, physical, and technological aspects
(Boyes, 2014a). A weakness in the treatment or imple-
mentation of one or more of these aspects will under-
mine the overall cybersecurity of a system or business
process. For example, if an individual does not practice
good cyber-hygiene or fails to follow established secur-
ity processes — such as failing to protect sensitive phys-
ical storage media from theft or loss — then there is an
increased risk of compromise.

The lack of attention to system security and resilience,
referred to in the introduction, is illustrated by the
Apple "goto fail” bug and the "Heartbleed” vulnerabil-
ity (Boyes et al., 2014). In the case of the former, a
simple coding error exposed all iOS users to a serious
vulnerability in the Transport Layer Security (TLS) pro-
tocol, which is used by applications to secure Internet
communications. In the latter, poorly written code,
which had not been subject to adequate inspection or
test, exposed users of OpenSSL to a serious vulnerabil-
ity. The affected OpenSSL software had been deployed
by many of the major industrial control systems (ICS)
suppliers. In both cases, the cause of the security
breach is poor software engineering and a failure to de-
tect coding errors during integration and testing.
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Figure 1 illustrates the categories of risk that need to be
considered when assessing the cyber-resilience of a sup-
ply chain. The presence of nature may seem at odds in a
discussion of cyber-resilience, however, it is important
to recognize that natural events can have significant im-
pact on communications and IT infrastructure. For ex-
ample, solar storms can disrupt  wireless
communications, both on a global scale for satellite
communications and on a local scale for mobile com-
munications (3G and 4G). Natural causes, such as earth-
quakes, floods, and damage by animals may also
damage or disrupt cable connections carrying tele-
phony and Internet traffic, thus interfering with a sup-
ply chain.

To improve the cyber-resilience of a supply chain, it is
essential to understand the various aspects that should
be addressed in designing for cybersecurity. Much of
the good practice currently available is based on the in-
formation assurance community's use of the “CIA tri-
ad”: confidentiality, integrity, and availability. However,
this approach does not adequately address the cyber-se-
curity of complex global information technology sys-
tems or the cyber-physical systems used in our supply
chains. An alternative approach, which is better suited
to these complex systems, is to start by considering the
Parkerian hexad (Parker, 2002), which comprises confid-
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Figure 1. Threats and vulnerabilities that affect cyber-
resilience
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entiality, integrity, and availability, plus utility, authenti-
city, and possession. The rationale for this approach is
that the hexad better encompasses the security consid-
erations that apply to control systems and cyber-physic-
al systems (Boyes, 2014b); however, it does not fully
address the need for systems to be trustworthy.

The United Kingdom Government has supported the
development of a publicly available specification for
trustworthy software, where trustworthiness is based
upon five facets: safety, reliability, availability, resili-
ence, and security (BSI, 2014). It is therefore proposed
that, in considering the cyber-resilience of the complex
systems in the supply chain, we should augment the
Parkerian hexad with two additional attributes, safety
and resilience, as illustrated in Figure 2. Although the re-
liability of the supply chain is a by-product of address-
ing the other attributes, the model associates it with
availability.

This model for cyber-security enables us to consider the
supply chain from three perspectives:

1. The continuity of operations, including safety of per-
sonnel and assets (i.e., availability, safety, and resili-
ence)

2. The control of access and system operations (i.e., con-
fidentiality and possession)

3. The quality and validity of information, including the
system's configuration (i.e., integrity, utility, and au-
thenticity)

This model has been developed based on investigation
of the security and resilience issues affecting cyber-phys-
ical systems (Boyes, 2014b) and has been extended to
fully integrate the facets of trustworthiness (BSI, 2015).

The importance of the individual perspectives and their
underpinning attributes will vary between supply
chains, but serious vulnerabilities in any attribute or per-
spective are likely to result in significant loss of overall
cyber-resilience. In the following sections, this model
will be applied to explore the cyber-resilience of the sup-
ply of products, the supply of services, and the supply
chain infrastructure.

Cyber-Resilience and the Supply of Physical
Products or Assets

The scale and complexity of the supply chains for physic-
al products or assets vary widely, but the generic end-to-
end process may be represented as shown in Figure 3.
From a cyber-resilience perspective, there are a number
of areas that could be disrupted:

* the specification and design process for new, bespoke,
or customized products

—

N

J

( Integrity
N
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Figure 2. Cybersecurity attributes that affect cyber-resilience
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Figure 3. Generic supply chain for physical products or assets

* the flow of orders, scheduling ,and associated inform-
ation

* the coordination and control of the movement of sup-
plies and finished products through the supply chain

The nature of cyber-resilience issues will vary over a
product's lifecycle. For example, during product spe-
cification and design, threats and vulnerabilities that af-
fect the integrity or authenticity of information are
particularly important. A manufacturer of high-availab-
ility pumps used in hazardous environments dis-
covered this when an unauthorized change to
tolerances of a critical mechanical component led to
premature failures of the installed product and escalat-
ing warranty claims.

Once product design is complete, the long-term utility
of design information becomes a resilience issue. The
typical lifecycle of many software packages, for ex-
ample, computer-aided design packages, is often much
shorter than the operational life of capital items and
major assets. The packages go through regular software
revisions and their operating systems become obsolete.
For manufacturers employing computer-aided design
and computer-aided manufacturing (CADCAM) today,
this may be a serious issue if they need to access origin-
al design information in say 10 or 20 years. This prob-
lem is already a reality for documents created using
common word-processing packages in the 1980s and
early 1990s.

In some cases, it is the metadata associated with a phys-
ical product that may be at risk. For example, the use of
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collaborative tracking and tracing by the Swedish fresh
fish supply chain to track codfish catches from trawlers
though the supply chain to the end consumer (Mirza-
beiki, 2013). The raw fish is a perishable product that is
handled by multiple organizations as it moves from sea
to plate. There are ample opportunities for this tracking
to fail due to human actions or the breakdown or fail-
ure of IT equipment.

There are also integrity and authenticity issues regard-
ing digital information and software embedded in
products. In particular, there are risks associated with
the presence of counterfeit electronic products, assem-
blies, and software in supply chains. Examples of this
problem include the discovery that Dell had shipped
malware infected components during 2010 (Grainger,
2010), HP shipped malware-laden switches in 2011
(Rashid, 2012), and Microsoft discovered during 2012
new PCs in China preinstalled with malware (Kirk,
2012). These examples illustrate the need for good cy-
bersecurity practices in the procurement, manufacture,
and distribution of products containing software: fail-
ure to do so can cause significant disruption to the sup-
ply chain and its customers.

The recent cyber-attack on a German blast furnace
(Zetter, 2015) illustrates how poor cybersecurity can
have a major impact on the continuity of operations, in-
cluding safety of personnel and assets (i.e., availability,
safety, and resilience). In this case, there appears to
have been a serious breach of the access controls on
the plant's industrial control systems, allowing the at-
tacker to cause the plant to malfunction and resulting
in physical damage and operational disruption. Man-
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aging the control of access and system operations (i.e.,
confidentiality and possession) can be a complex task,
particularly on large sites where there is wireless access
to these systems. This challenge was illustrated by the
Maroochy water treatment works incident, where a
former contractor had unauthorized access to the plant
controls (Abrams & Weiss, 2008). The cause of the
sewage spillages was a mystery until a site engineer wit-
nessed a valve being remotely changed.

From a cyber-resilience perspective, the above ex-
amples illustrate the importance of good cybersecurity
in the supply of items containing electronic data or soft-
ware and in the operation of cyber-physical systems.
With fragmented supply chains spanning the globe,
there is a need for constant vigilance and good situation-
al awareness to counter emerging and existing threats
that affect cyber-resilience.

Cyber-Resilience and the Supply of Services

The supply of services creates a number of additional
challenges in terms of a supply chain's cyber-resilience.
Depending on the nature of the service, a cyber-event
may make it difficult for personnel and systems involved
in service delivery to receive, process, and fulfill service
requests. Typically, the cyber-resilience issues affecting
the supply of services will predominantly relate to the
operation of call centres, websites, payment systems,
and where the service involves electronic delivery of
content, for example playing a pay-per-view video, the
fulfillment systems.

Often predominantly Internet-based, the service deliv-
ery infrastructure is vulnerable to a range of generic cy-
bersecurity attacks, for example denial of service (DoS),
distributed denial of service (DDoS), and the hacking of
servers, routers, and switches. The techniques for deal-
ing with DoS and DDoS attacks, and protecting infra-
structure from hacking are understood, although often
not applied. From a cyber-resilience perspective, organ-
izations offering services need to invest in appropriate
hardening and protection of all critical digital aspects of
their supply chain.

It is important to recognize that, for service delivery sup-
ply chains, the threats and vulnerabilities in Figure 1
may affect only parts or all of the supply chain. This is
particularly relevant where key components rely on out-
sourced or bought-in elements, over which the service
operator may have minimal control. For example, where
the service is ordered and paid for online prior to service
delivery, to meet the payment card industry's security
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standards (PCI DSS), it is common practice for websites
to employ payment gateways operated by third parties.
These gateways have themselves been the target of cy-
ber-attacks, denying the use of their service and there-
fore either preventing organizations receiving payment
or seriously degrading the performance of the payment
systems. To mitigate such events and maintain cyber-re-
silience, an organization would need to have business
continuity plans in place that allow use of alternative
payment engines or otherwise restore the performance
of the payment process.

Organizations also need to put in place adequate capa-
city to handle peaks in demand. There have been a num-
ber of cyber-resilience incidents where a website has
crashed or otherwise failed to handle peak traffic
volumes. Examples include problems with national au-
thorities websites on the deadline day for submission of
personal tax returns, the collapse of ticketing systems
for major events such as concerts and sporting events,
and the launch of online sales events. These peaks of
traffic are generally predictable and cyber-resilient sys-
tems should be able to satisfactorily handle surges in de-
mand.

Cyber-Resilience and Supply Chain
Infrastructure

Given the global nature of both trade and supply chains,
there are three infrastructure elements that will have a
significant impact on their cyber-resilience. These are
the ports used to handle goods and raw materials, the
navigation systems used by both cargo carry vessels and
delivery vehicles, and the global data processing, stor-
age, networking, and communication infrastructure.
The latter elements are often referred to as "the cloud”.

In October 2013, there were press reports about an op-
eration in the port of Antwerp, where police discovered
that a criminal gang had gained access to the port's lo-
gistics systems in order to smuggle drugs through the
port (Bateman, 2013). This sophisticated cyber-attack,
which it is believed had started two years earlier, al-
lowed the gang to access the computer system used to
manage the handling and release of shipping contain-
ers, enabling the gang to remove the drugs from the port
without being detected. The sophistication of this attack
mirrors other unreported incidents, where it is under-
stood that valuable goods have been targeted and
stolen. Breaches of security have serious implications
for the integrity of supply chains, both with regard to the
protection of goods or materials in transit, and to pre-
vent substitution of counterfeit supplies.
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The widespread use of global navigation satellite sys-
tems (GNSS) is taken for granted by most transport and
fleet operators. The benefits are considerable from a lo-
gistics perspective, in particular, the ability to precisely
locate and route aircraft, vessels, and road vehicles. Un-
fortunately, these navigation signals from satellites are
vulnerable to jamming and interference, which can
severely degrade navigation in affected areas. While the
occasional presence of localized interference or jam-
ming is generally an inconvenience, if a large solar
storm were to occur, of a similar magnitude to the 1859
Carrington event (tinyurl.com/mhsmve), disruptions to
satellite transmissions could have a serious impact on
the cyber-resilience of many supply chains.

The use of cloud computing is increasing rapidly, but
this is not without risk. At the end of January 2013, 2e2,
an IT systems and cloud service provider in the United
Kingdom went into liquidation (Robinson, 2013). The
immediate effect was that 2e2 customers lost access to
their hosted systems and data, and were faced with de-
mands for payment from the liquidator if they wished
to keep the data centres running or retain access to
their data. To reduce IT costs, organizations are being
encouraged to replace their own locally-based servers
with cloud-based services. The cyber-resilience con-
sequences of such actions need to be carefully as-
sessed, particularly where the hosted services are
mission critical.

A consequence of the increased adoption of cloud ser-
vices, as well as the global nature of many supply
chains, is the dependence on smooth functioning of the
global communications and networking services. The
nature of these services is complex, relying largely on
undersea telecommunications cables that span the
globe. These cables are vulnerable to both natural and
human damage, the former due to geological incidents
such as earthquakes. In May 2013, it was reported that
the SEA-ME-WE4 cable had been cut near Alexandria in
Egypt (Malik, 2013). This was a deliberate act, although
it is more common for such cuts to be the result of
cables snagging on fishing nets or anchors. The cut res-
ulted in a dramatic slow down in communications
traffic speeds in Africa, the Middle East, and part of In-
dia, by as much as 60% in some locations. This type of
damage could have serious consequences if the link is
carrying time-sensitive supply chain scheduling data or
provided connectivity to business critical cloud-based
services. From a cyber-resilience perspective, supply
chain managers should consider the impact that any
loss or degradation of global communications infra-
structure may have on their operations.
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Conclusion

This article has considered the cyber-resilience of sup-
ply chains that deliver both physical products and ser-
vices. In both cases, there are key cybersecurity issues
that need to be addressed if an acceptable level of cyber-
resilience is to be achieved. It is important that cyber-re-
silience, like cybersecurity, is not considered to be a
purely technical issue, as it is also affected by personnel,
process, and physical aspects.

A model of cybersecurity based on the Parkerian hexad
has been outlined, which addresses important aspects
that determine whether a system or process is cyberse-
cure. This model is particularly relevant to complex,
time-critical and cyber-physical systems as it fully ad-
dresses continuity of operation, control of access and
systems operations, and data quality and systems con-
figuration. It is currently being documented for use in
the construction industry supply chain to support de-
ployment of security-minded building information
modelling (BIM) in the United Kingdom. As illustrated
in this article, it is applicable to other supply chains.
When considering the elements in this model, it is es-
sential that personnel, process, and physical aspects are
addressed in addition to underlying technical issues.

When designing or modifying a supply chain, it is essen-
tial that the organizations involved consider the cyber-
resilience implications of the global technology com-
ponents they plan to use. Moving applications into the
cloud and the remote storage of data can introduce sig-
nificant cyber-resilience issues, particularly where time-
critical processing or data access is required.

Supply chain managers should examine the vulnerabilit-
ies of the technologies involved, including the physical
location of business-critical elements, the interdepend-
ence of components and business processes, and the
skills required by personnel involved in supply chain op-
erations. Achieving cyber-resilience will involve a holist-
ic approach to security, given that purely technical
solutions are unlikely to address the breadth of poten-
tial threats and vulnerabilities.

Recommended Reading

Code of Practice for Cyber Security in the Built Environment
(Institution of Engineering and Technology, 2014;
tinyurl.com/oyjkkk6).

This book provides a strategic approach to managing the
cybersecurity of cyber-physical systems that is also of rel-
evance to supply chains.
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 Maritime cyber-attacks are no longer the stuff of »
science fiction. They are happening now, and the

threats are growing.

Fred Roberts

Professor of Mathematics and Director of CCICADA

The maritime industry has been shown to be under increasing levels of cyber-attack, with fu-
ture attacks having the potential to severely disrupt critical infrastructure. The industry lacks
a standardized approach to cybersecurity, a national approach will be counterproductive,
and a global mandatory standard, while needed, will take a long time to implement. In the
shorter term, this article recommends that the industry coalesce around a set of voluntary
guidelines in order to reduce the risk profile and increase resilience. To provide context for
these recommendations, this article examines the specific characteristics of the maritime in-
dustry in relation to cybersecurity. Examples of existing vulnerabilities and reported cyber-
attacks demonstrate that the threat is current and real.

Introduction

The maritime industry is the foundation for the effi-
cient functioning of all aspects of modern society, from
the supply of raw materials such as oil, iron, and grain
to virtually every product on the shelves of the local
stores and supermarkets — and it is wide open to dis-
ruptive cyber-attacks.

In the wake of the 9/11 attacks on the Twin Towers in
New York, the maritime industry saw an escalation in
physical security procedures aimed at reducing the risk
of paralyzing vital infrastructure; in particular, there
was a focus on port security (IMO, 2015). However, a
similarly security-conscious approach is found to be
lacking in relation to cyber-risks. As this article will
demonstrate, a closer investigation of the landscape of
both cyber-threats and actual incidents in the maritime
sector, shows that risks are indeed real and that the im-
pact of an attack can range far beyond the company be-
ing attacked.

A hypothetical scenario to illustrate the point would be
a cyber-attack that involved the deletion of operational
data in a few large container shipping terminals. Such
an attack would choke the entire supply chain for tens
of thousands of companies. The 100 largest container
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ports globally each handle in excess of one million 20-
foot containers annually (Lloyds List, 2014). Shutting
down just a handful within the same geographical re-
gion means that the overflow cannot be handled else-
where. The economic impact on society would be large.
In 2002, the key ports on the western coast of the
United States were shut down for ten days due to a la-
bour dispute. At that point in time, it was estimated
that this had a cost to the United States economy of $1-
2 billion USD per day due to disrupted supply chains
(Cohen 2002). Since then, the volume of containerized
trade has grown significantly, and hence a cyber-attack
shutting down key ports can thus be expected to have
an even larger impact on the national economy of the
affected country — or countries.

Four key sources provide an overall perspective on this
issue:

1. A study by the European Union Agency for Network
and Information Security (ENISA, 2011) provides a
baseline analysis of maritime cybersecurity and the
related policy context.

2. A policy paper by The Brookings Institution focused
on critical infrastructure cyber-vulnerabilities in port
facilities in the United States (Kramek, 2013).
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3. A United States Senate (2014) inquiry into cyber-in-
trusions emphasized the threat of cyber-attacks on
the networks of the United States Transportation
Command, which is responsible for Department of
Defense transportation, including maritime trans-
portation.

4. A whitepaper issued by the author's maritime cyber-
security company, CyberKeel (2014a), examined the
vulnerability of the maritime industry to various cy-
ber-risks and highlighted its lack of adequate de-
fenses.

Generally, these studies all arrived at the same conclu-
sion, albeit while covering different sub-domains. The
various authors found the levels of cybersecurity to be
very low and that significant and dedicated efforts were
needed to improve the situation. They furthermore
showed that the amount of publically reported incid-
ents do not represent the actual amount of malicious
activity ongoing in the industry — a fact particularly un-
derscored by the US Senate inquiry, which revealed a
large gap in reporting despite such reporting being
mandatory in stated contractual terms with suppliers.

This article aims to propose immediate and longer-
term steps the industry can take to improve its cyber-re-
silience. It will initially examine the specific character-
istics of the maritime industry that are of importance in
relation to cybersecurity. It will assess whether certain
types of threats are to be considered theoretical or
whether they have in fact already been seen, and then it
will identify the likely entities behind the threats. Fi-
nally, the emerging view of the industry will be used to
recommend how cybersecurity and cyber-resilience
can be improved in the maritime industry in both the
short and long term.

Industry Characteristics

In terms of cyber security, the maritime industry has a
range of characteristics that makes it difficult to imple-
ment solid cyber-defenses. To illustrate the point, it is
worthwhile examining how a generic container ship-
ping line operates. A large container shipping line will
have offices spread across 150 different countries. They
own, and hence control, half of these offices, but for the
other half, they rely on the services of local agents. The
shipping line thus has to share access to key backend
systems with a large number of local agents who have
their own IT infrastructure, and where the shipping line
usually has extremely limited insight, and influence, on
the cybersecurity standards.
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Additionally, the shipping line may be operating a fleet
of 300 vessels of which they own 150. The other 150 ves-
sels are chartered from a wide range of vessel-owning
companies for short- or medium-term duration. The
shipping line will not have the ability to control the IT
structure onboard vessels chartered for a shorter peri-
od. Even for the vessels the shipping line owns, cyberse-
curity on vessels tend to be an issue. In many shipping
companies, the IT department located at headquarters
tends to be in charge of land-based IT systems, whereas
the vessel-based IT systems fall under the purview of
the marine technical department — who often have very
limited IT background knowledge. Adding to the chal-
lenges, the shipping line may not be the one fully in
control over the crewing of the vessel, hence opening
an avenue for social engineering intrusion on board the
vessels themselves. A tangible example of such a scen-
ario was shared with CyberKeel by a physical maritime
security company. They had experienced a vessel ap-
proaching the Gulf of Aden, which at the time had a sig-
nificant piracy risk. However, prior to entering the Gulf
of Aden, it was discovered that a person onboard the
vessel had been uploading significant amounts of im-
ages to a Facebook account — images that provided a de-
tailed look into the safety measures in place on the
vessel. The ability to do this is a consequence of the re-
cent, rapid roll-out of “crew welfare”, which is the term
most often used to indicate making Internet access
available to crew using satellite connections.

Finally, when a container is moved from point A to
point B, the information related to this movement may
pass through between 10 and 50 different systems, each
being controlled by different entities such as ports, cus-
toms offices, trucking companies, banks, shared-ser-
vice centres, and industry information portals. These
entities do not share a common IT infrastructure, nor
do they have any agreed cybersecurity standards. At Cy-
berKeel, we have asked several of the major players in
the industry who provide IT systems or IT services how
often their customers ask about the cybersecurity as-
pects of a link-up. The answers are that this is not the
norm, the discussion is basically focused on functional-
ity. Given that the successful movement of illicit cargo,
or the theft of cargo, only requires successful penetra-
tion of one or two of these many hand-over points, it is
easy to see how this system can be utilized by criminal
elements.

The industry is hence characterized by companies who
may have solid control of central parts of their own IT
landscape, but have limited — or no - control over more
“remote” parts of the landscape. These remote parts
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thus present an easy access approach to attacks direc-
ted at the central elements of the IT landscape.

Is the Threat Genuine?

As CyberKeel approached management layers in many
maritime companies in the first half of 2014 on the topic
of cybersecurity, many voiced the opinion that the
threats appeared to be more theoretical than real. After
all, the fact that something can be done is not the same
as somebody actually going through the trouble of do-
ing it.

As a consequence, CyberKeel issued a whitepaper
(Cyberkeel, 2014a) and subsequently started a monthly
newsletter called Marine Cyberwatch (tinyurl.com/ozxukd5)
including an identifications of actual attacks across the
maritime sector. Some attacks had already been known,
particularly within the cybersecurity sector, but still ap-
peared to be relatively unknown by maritime managers.
Additionally, a number of attacks were described that,
until then, had been relatively unknown.

One such incident was a cyber-attack against the Irani-
an shipping line IRISL, which took place in August 2011
(cited in CyberKeel, 2014a). The attacks damaged all the
data related to rates, loading, cargo number, date and
place, meaning that "no-one knew where containers
were, whether they had been loaded or not, which
boxes were onboard the ships or onshore" (CyberKeel,
2014a). Although the correct data was eventually re-
stored, the company's operations were significantly im-
pacted: the company's internal communication
network was disrupted, cargo was sent to the wrong des-
tinations, and the company suffered severe financial
losses in addition to losses of actual cargo. A similar at-
tack on a major international container line would have
a crippling effect on the supply chains of thousands of
international companies.

Another incident was first reported by CyberKeel based
on a forensic analysis performed by Clearsky, a cyber-in-
telligence company (CyberKeel, 2014b). A number of
maritime companies — principally shipping lines and
bunker fuel suppliers — were infiltrated with a remote ac-
cess tool. This remote access was used to monitor email
communication and subsequently spoof the communic-
ation resulting in a change of bank account information
pertaining to large payments. This type of incident is
also known in other industries, but was first reported in
the maritime sector in late 2014.
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In addition to identifying actual attacks, CyberKeel
made a simple investigation of the 50 largest container
shipping lines who collectively control 94% of the glob-
al container vessel fleet (CyberKeel, 2014a). The invest-
igation was simple in the sense that only two aspects
were tested. One test was for potential SQL injection
vulnerabilities; the other was a simple Shodan search
for accessible hardware running a systems version with
known exploits available. The results were that 37 out
of the 50 carriers exhibited vulnerabilities.

Who Performs the Attacks

The motivations of the attackers in the maritime sector
appear no different than in a number of other industry
sectors. Some attacks are motivated by financial gain,
though from various angles. Some, as illustrated earlier,
aim at stealing money directly from the targeted com-
panies. Others are aimed at, for example, contraband
cargo. A widely publicized cyber-intrusion enabled a
drug smuggling operation through the port of Antwerp
(Bateman, 2013), where the terminal operation system
had been penetrated, allowing smugglers to extract con-
tainers from the terminal using manipulated data.

Another type of attack is aimed at potentially infiltrat-
ing, controlling, or damaging critical infrastructure. The
global shipping industry is undeniably an element of
critical infrastructure to all nations, given that a disrup-
tion could have a significant impact on national eco-
nomies — not to mention the ramifications of disrupting
shipping services related to military operations. The re-
port from the US Senate inquiry described earlier docu-
mented 50 intrusions into suppliers for the United
States Transportation Command in a span of one year
(United States Senate, 2014). In terms of shipping, the
report also noted that commercial vessels handled 95%
of all military dry cargoes in 2012.

Conclusion

In the context of cyber-crime related to the theft of
money, the maritime industry is fundamentally no dif-
ferent from other industries. Criminals will use weak-
nesses to obtain a financial payoff, and the main victim
of such attacks is the company losing the money.
However, the nature of shipping also results in a situ-
ation where cyber-attacks, even those “only” aimed at a
single company, can have significant ripple effects into
entire national economies. As an example, a ransom-
ware attack against a few key container terminals can
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cripple an entire national or regional supply chain, res-
ulting in losses significantly out of proportion with the
loss suffered by the company under attack. Or, even
worse, remote tampering with on-board vessel systems
- something that has been demonstrated as feasible —
can result in catastrophic effects with not only econom-
ic but also significant environmental impacts.

In order to improve the situation, it is important that
the maritime industry rapidly develops a set of best
practice guidelines to improve the situation, while at
the same time working on a longer-term plan to intro-
duce global cybersecurity standards. National govern-
ments in many places need to increase their awareness
of the critical vulnerabilities of their port infrastructure
systems and provide the necessary support to allow for
an improvement in cybersecurity.

The current challenge is that no practical guidelines are
in place for the maritime sector, and given the global
nature of the maritime industry, nationally mandated
guidelines are highly likely to become conflicting and
hence counterproductive as vessels move across differ-
ent national jurisdictions.

Reaching a consensus on standards would require the
involvement of the International Maritime Organiza-
tion (IMO; www.imo.org); however, this process will likely
take many years to come to fruition. In the interim, a
practical approach would be the rapid establishment of
voluntary global guidelines that heighten security in-
dustry-wide, and such an approach could be benefi-
cially anchored with industry-wide best practice
forums such as the Baltic and International Maritime
Council (BIMCO; bimco.org). Such anchoring would al-
low maritime companies to pool their resources related
to the necessary analysis and research, as well as attract
the attention of IT companies towards dedicated mari-
time cybersecurity solutions. This approach would fur-
ther support the adoption of voluntary guidelines.

Maritime organizations should then be encouraged to
adopt these voluntary guidelines using three principal
tools: i) informational campaigns directed at the mari-
time companies in terms of the cyber-risks they face; ii)
pressure from customers who are made increasingly
aware of the risk to their cargo in cases where maritime
companies lack cyber-defenses; and finally iii) "cyber-
premiums" on insurance policies that reflect the degree
to which maritime companies adhere to the voluntary
guidelines. Also, national governments could play a key
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role in helping identify and map out the cyber-risks
faced by maritime companies within their own domain,
and make such analyses readily available to maritime
companies. Additionally, governments could emphas-
ize collaboration with the IMO to fast-track the develop-
ment and adoption of more binding cyber-standards in
the future. Together, these steps would bring us greater
cyber-resilience for the efficient functioning of the
maritime industry, upon which we all depend.
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Richard Wilding and Malcolm Wheatley

Q. How can I secure my digital supply chain?

Ao CEOs and management teams know that digital
security is important. But, simply making it an organiza-
tional priority is much easier than knowing how to as-
sess the organization's security posture, and then
taking appropriate actions to identify and mitigate
against relevant risks in their supply chain. Yet, the is-
sue cannot be ducked, with the high-profile computer
hacks at businesses such as Sony Pictures and the
American retailer Target highlighting just how vulner-
able companies can be (Richwine, 2014; Yang & Jayaku-
mar, 2014). In each case, hackers were able to remotely
access key IT systems, and steal what they wanted. In
the case of Target, that was customer credit card data
and other personal details; in the case of Sony Pictures,
it was — well, pretty much everything.

The trouble is, many businesses still view IT security
through the lens of simple fraud-based attacks such as
those at Target, where the goal has been financial gain.
Too few businesses have been worried about Sony-style
hacks, where the goal has been to deliberately cause
damage to the business being hacked — damage caused
by such things as the theft of intellectual property, repu-
tational impact, business disruption, and — potentially —
using the illicit access to cause physical harm to critical
infrastructure and equipment.

Yet, undeniable though the damage at Sony Pictures
seems to have been — given that hackers stole emails,
financial data, and not-yet-released movies — the Sony
attack might be atypical, in that the hackers were target-
ing its central administrative IT systems: financial sys-
tems, human resources, email, and so on (Richwine,
2014). Had Sony Pictures been a run-of-the mill manu-
facturing business, there would also have been an ex-
tensive set of manufacturing and supply chain
management systems to attract individuals with malign
intent: warehouse management systems to bring to a
halt, along with the SCADA controller systems that con-
trol factory floor machinery; building management sys-
tems to disrupt; market-sensitive secrets to steal from
enterprise resource planning (ERP) systems; and a rich
cornucopia of product-related intellectual property
held in product lifecycle management (PLM) systems.
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So, how real are the dangers to a business’s supply
chain and supply chain management systems? And
what can be done to minimise them? In the subsections
that follow, we identify five areas for chief executives
and directors of manufacturing and supply chains to fo-
cus on securing.

Securing enterprise resource planning and other central
administrative systems

Although ordinary manufacturers typically do not have
digital products to protect, they do have a lot of confid-
ential information, such as price lists, customer lists,
supplier lists, supplier pricing arrangements, internal
emails, and so on (Wheatley, 2011).

So, what can a business do to minimize the danger of
cyber-attacks on their supply chain? Studying what
went wrong at Sony and other high-profile hacks would
be a useful start. Use strong passwords, for instance —
and, in particular, do not follow Sony’s lead by storing
them on the server, alongside the data they are meant
to be protecting, in an unencrypted folder marked
"password" (Curtis, 2014). Consider, too, storing ultra-
sensitive data separately, away from the central enter-
prise resource planning system and its extensive user
base, to avoid compromised access rights to transac-
tional data leading to a more serious breach (Warren,
2014).

And, perhaps most importantly, insist on the use of a
virtual private network in conjunction with two-factor
authentication - especially for employees (and busi-
ness partners) accessing key systems remotely (Wheat-
ley, 2008). By requiring people who are accessing digital
data to first insert a physical token (such as an encryp-
ted USB dongle) or enter a two-factor code in order to
prove that they are who their login claims they are,
hackers have to acquire both a compromised login and
a compromised form of two-factor identification,
which is a more difficult challenge (Warren, 2014).

Securing critical operational systems on the factory floor

Subsequently attributed to American and Israeli intelli-
gence agencies, the well-known disruption to Iran’s
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uranium enrichment programme in 2009 was sub-
sequently attributed to a sophisticated virus called
Stuxnet, which targeted the Siemens S7-315 program-
mable logic controllers in use at Iran’s Natanz enrich-
ment facility, randomly changing the centrifuges’ speed
and damaging their rotors beyond repair (Goodwin,
2011). Buried deep underground, the facility was
reckoned to be immune to potential bombing attacks—
but quickly fell prey to targeted malware. Stuxnet, it is
generally accepted, had taken considerable resources
to develop. It has been described as "the world’s first cy-
ber super-weapon" (Goodwin, 2011).

But, the bar is getting lower: according to an incident
disclosed in the 2014 annual report of the German Fed-
eral Office for Information Security (BSI) (BBC, 2014), a
blast furnace at a German steel mill suffered "massive
damage" after hackers used malware-loaded emails to
gain access to the un-named steel mill’'s automated
control systems. Apparently, a social engineering and
phishing campaign was undertaken to gain passwords
and login details for the mill’s internal administration
system, from which it was possible to bridge over to the
blast furnace’s control systems.

Clearly, the dangers are significant. A manufacturer, for
instance, could effectively be brought to a standstill by
disrupted warehouse management systems, supervis-
ory control and data acquisition (SCADA) systems (as in
Iran), and disrupted manufacturing execution systems
— all of which are routinely seen as "part of the plumb-
ing", and are rarely considered vulnerable to external
threat. In light of the examples of recent cyber-attacks
described here, this assumption now looks rather op-
timistic.

What can be done to prevent such attacks? Again, a
large part of the battle must be to prevent access to that
initially compromised system. But, recognizing that no
system can be totally secure against attack, companies
should "harden" their plant-floor systems by, for ex-
ample, eliminating the dial-up modems and Internet
access often found with such systems (used for remote
diagnostics and out-of-hours management), physically
disabling USB ports, and even physically disconnecting
such systems from broader networks (Wheatley, 2003,
2007, 2011, 2014). In the latter case, the result will be a
loss of the sort of supply-chain and in-plant work-in-
progress visibility that managers often strive to deliver,
but at least the in-plant systems will be more secure.

Securing building management systems
Building management is increasingly automated, with
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computers routinely controlling heating, lighting, and
air conditioning. More worryingly, computers also con-
trol elevators, security access, intruder alarms, and
CCTV cameras. Any disruption to this functionality
would substantially inconvenience or even endanger a
company. Heating, lighting, and air conditioning not
working, elevators not working, or behaving erratically:
these events are not necessarily life-threatening or busi-
ness-critical, but they are definitely worth close consid-
eration.

Yet, some of these attacks are more easily undertaken
than is imagined. In 2013, for instance, two security re-
searchers found that they could easily gain access to
the building management system at Google Australia’s
offices in the Pyrmont section of Sydney, Australia. The
system had been connected to the Internet so that spe-
cialist third-party suppliers could remotely manage the
building’s internal environment - but apparently
without due attention being given to configuring the
system securely, or applying routine patches (Zetter,
2013). In this case, the intention was not malign: the re-
searchers were simply evaluating and highlighting the
risks to businesses through insecure building manage-
ment systems. And, although there is no evidence in
the public domain that such attacks are taking place,
the fact that they are possible means that a tangible — if
not extensive — risk exists. Suppose, for example, that
hackers had been able to override the security access
systems that govern internal — and external — door
locks. Or remotely switch off CCTV systems and camer-
as watching a building’s physical perimeter. Under
such circumstances, intruders could gain access to al-
most any part of a building, with impunity.

And what are businesses doing about this? Not enough,
in our view. Such systems are seen as "low risk" — as
were SCADA systems, prior to Stuxnet, of course.

In the meantime, it is important to stress the need to
change the default logins and passwords for such sys-
tems, and carry out regular IT security audits of build-
ing management systems in the same way that the
security of other business systems is regularly audited.
It would also appear to be good practice to take steps to
ensure that the digital "name" used on the Internet for
a given building management system does not provide
clues as to the building’s physical location and owner-
ship — the Google hack, for instance, was inspired by
the hackers discovering that a vulnerable building man-
agement system, openly visible on the Internet, had the
word "Google" within its name, prompting them to
probe further (Zetter, 2013).
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Securing supplier portals

In late 2013, American retailer Target found out that
hackers had been able to steal the personal data and
credit card details of up to 110 million customers, hav-
ing first used a compromised login from a supplier’s sys-
tem in order to then bridge across to Target’s own IT
systems and data centres (Feinberg, 2014; Yang & Jayak-
umar, 2014). The reputational damage was immense,
with nervous customers worrying that future shopping
trips at Target could result in them being defrauded.
Both the chief executive and chief information officer
lost their jobs. And, the company’s embarrassment was
compounded by the news that the hackers had been
spotted by a sophisticated detection system that the
company had installed — which had issued warnings
that were ignored (Riley et al., 2014). Yet, supplier access
to enterprise resource planning and other systems is
very common. For over a decade, it has been reasonably
routine for companies in certain industries — among
them the automotive, aerospace, and consumer goods
industries — to grant suppliers access rights to their en-
terprise applications for the purpose of downloading or-
ders, uploading invoices, and reporting delivery status.

But, if the Target episode is prompting second thoughts
about this practice, the emerging Internet of Things
paradigm looks set to only reinforce those concerns.
Simply put, the Internet of Things enables computer-to-
device and device-to-device connectivity between trad-
ing partners. Equipment on customers’ premises can
"call home" when it requires consumables to be replen-
ished or when it needs servicing. Innovative "pay per
use" business models are also emerging.

So, what can be done to make such connections secure?
As at Target, electronic vigilance is one answer -
provided that any alarms are listened to, not switched
off. But some IT experts are going further, calling for
connections between trading partners to be "dumbed
down", using text-based email rather than fully-digital
"ERP system to ERP system" connections (Wheatley,
2014). A rules-based parser at the recipient business
then takes the arriving text and encodes it. This ap-
proach lacks efficiency, but it is preferable to being
hacked and would seem prudent should a risk assess-
ment suggest a material risk.

Securing the systems containing product-related
intellectual property

A 2011 report undertaken by IT consultants Detica — a
subsidiary of defence contractor BAE Systems — in con-
junction with the United Kingdom government’s Office
of Cyber Security and Information Assurance in the Cab-
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inet Office, put the cost of "cybercrime" to the UK eco-
nomy at £27 billion a year. Of that £27 billion ($50 bil-
lion CAD), just over a third — £9.2 billion ($17.2 billion
CAD)- was made up of intellectual property losses by
UK businesses, with hi-tech manufacturers ranging
from aerospace to electronics and pharmaceutical man-
ufacturers deemed to be most at risk (Detica, 2011).

Consequently, the UK Ministry of Defence launched a
cybersecurity initiative in February 2013, specifically
seeking to guard against the loss of military technology
-not from its prime contractors, but from its prime con-
tractors’ suppliers (Wheatley, 2013). Begun in the wake
of IT security breaches at the American aerospace man-
ufacturer Lockheed Martin, the message was uncom-
promising: the threat of industrial espionage — and
state-sponsored industrial espionage - is very real. And,
in today’s interconnected world, the security of suppli-
ers’ systems is just as important as that of the manufac-
turers’ own systems. Not that the security of
manufacturers’ own systems can be taken for granted:
in 2014, the United States Department of Justice
charged five Chinese army officers with stealing trade
secrets and internal documents from five companies,
including Westinghouse Electric, US Steel, Alcoa, and
Allegheny Technologies (Segal, 2014).

But, what exactly can businesses do to protect them-
selves, particularly in a world where ever-shorter
product lifecycles and R&D programmes are pushing
businesses to both digitize their product data within
product lifecycle management (PLM) systems, and
then link those PLM system to their ERP systems?

Again, two-factor authentication can help, by requiring
people accessing digital data to first insert a physical
token or two-factor code in order to prove who they
are. Secure digital data distribution is another option:
through its "Policy Rights Server" and "LiveCycle Rights
Management" technologies, Adobe, for instance, offers
encrypted Adobe Acrobat PDF documents deliberately
intended for secure document distribution in supply
chains, which cannot be opened by unauthorized third
parties, and which ‘time expire’ after a given interval.
(Adobe, 2015)

Businesses should also consider rigorous audits of their
suppliers’ IT security policies and practices, and giving
greater weight to IT security within the overall supplier
assessment framework. Are purchasers buying from the
cheapest supplier, or the most secure? While ideally a
business will want both, there will be times when a
choice has to be made.
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I meet people as they are unaware of its relevance?

* Do I believe that I could have saved myself time, money,
and frustration if someone had explained to me the is-
sues surrounding this topic?

* Am I constantly correcting misconceptions regarding
this topic?
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* Demonstrate your depth of understanding for the top-
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* Write in a formal, analytical style. Third-person voice is
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lished elsewhere. This is to ensure that we don’t in-
fringe upon another publisher's copyright policy.

. Do not send articles shorter than 1500 words or

longer than 3000 words.

Begin with a thought-provoking quotation that
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