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Editorial: Cybersecurity
Chris McPhee, Editor-in-Chief
Tony Bailetti, Guest Editor
From the Editor-in-Chief

From the Guest Editor

Welcome to the October 2014 issue of the Technology
Innovation Management Review. This is the first of two
issues covering the editorial theme of Cybersecurity,
and I am pleased to introduce our guest editor, Tony
Bailetti, Director of Carleton University's Technology
Innovation Management program (TIM; timprogram.ca)
and Executive Director (Acting) of the VENUS Cybersecurity Corporation (venuscyber.com).

Welcome to the October issue of the TIM Review. The
October and November issues examine the theme of
Cybersecurity. The contributions published in these two
issues are the result of a very intensive industry, university, and government collaboration that started with
the launch of the VENUS Cybersecurity Corporation
(venuscyber.com) in 2013.

This issue coincides with Cybersecurity Awareness
Month in Canada (tinyurl.com/kzb3t27). Previously, we
covered the theme of Cybersecurity in July 2013
(timreview.ca/issue/2013/july) and August 2013 (timreview.ca/
issue/2013/august). We hope you will read the articles in
those issues as well.
In December, we will be publishing an unthemed issue,
and I encourage you to get in touch if you would like to
submit an article. We hope you enjoy this issue of the
TIM Review and will share your comments online.
Please contact us (timreview.ca/contact) with article topics
and submissions, suggestions for future themes, and
any other feedback.
Chris McPhee
Editor-in-Chief

We thank you for reading the journal and urge you to
support initiatives to make cyberspace safe, productive,
and creative for its users worldwide.
Thirteen authors contributed four articles, a Q&A, and a
summary of a TIM Lecture to this issue of the TIM Review. Two of these authors work in industry, five in government, and four in universities. Two of the authors are
completing their master program at Carleton University.
Tony Bailetti is at Carleton University; Renaud
Levesque is Director General and D’Arcy Walsh is a Science Advisor at the Communications Security Establishment (CSE). Their article offers a view of a future state of
the online world that places safety, productivity and creativity above all else.
Dan Craigen is a Science Advisor, Nadia DiakunThibault is Senior Science and Analytics Advisor, and
Randy Purse is the Senior Learning Advisor at the Information Technology Security Learning Centre at the
Communications Security Establishment (CSE). These
authors propose a definition of cybersecurity that is concise, inclusive, meaningful, and unifying for the purpose
of enabling enhanced and enriched interdisciplinary dialectics.
Mika Westerlund, Assistant Professor at Carleton University’s School of Business, and Risto Rajala, Assistant
Professor in the Department of Industrial Engineering
and Management at Aalto University in Helsinki, Finland, examine survey data from 109 value-added resellers of a multinational supplier. They show that
resellers are more committed to stock and sell cybersecurity products and services if the supplier’s digital
channel marketing provides tools that help them sell the
solutions to end customers.

www.timreview.ca
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Walter Miron is a Director of Technology Strategy at
TELUS Communications and Kevin Muita is a graduate
student in the Technology Innovation Management
program at Carleton University. Their article examines
relevant cybersecurity capability maturity models to
identify the standards and controls available to providers of critical infrastructure in an effort to improve
their level of security preparedness.
Chen Han is an independent consultant that leads technical teams to develop information system solutions.
She and Rituja Dongre are both graduate students in
the Technology Innovation Management (TIM) program at Carleton University. Their Q&A answers the
question: What motivates cyber-attackers?
George Cybenko is the Dorothy and Walter Gramm Professor of Engineering at Darmouth College. He delivered the 6th TIM Lecture of 2014. Cybenko provided
an overview of possible security metrics together with
their pros and cons in the context of current information technology security practices. He also presented a
modelling and simulation approach that produces
meaningful quantitative security metrics as the basis
for a more rigorous science of cybersecurity.
We encourage the readers of the TIM Review, their colleagues, and their organizations to act decisively to improve the security of cyberspace.
Tony Bailetti
Guest Editor

www.timreview.ca

About the Editors
Chris McPhee is Editor-in-Chief of the Technology
Innovation Management Review. Chris holds an
MASc degree in Technology Innovation Management from Carleton University in Ottawa and BScH
and MSc degrees in Biology from Queen's University
in Kingston. He has over 15 years of management,
design, and content-development experience in
Canada and Scotland, primarily in the science,
health, and education sectors. As an advisor and
editor, he helps entrepreneurs, executives, and
researchers develop and express their ideas.
Tony Bailetti is an Associate Professor in the Sprott
School of Business and the Department of Systems
and Computer Engineering at Carleton University,
Ottawa, Canada. Professor Bailetti is the Director of
Carleton University's Technology Innovation Management (TIM) program. His research, teaching, and
community contributions support technology entrepreneurship, regional economic development, and
international co-innovation.
Citation: McPhee, C., & Bailetti, T. 2014. Editorial:
Cybersecurity. Technology Innovation Management
Review, 4(10): 3–4. http://timreview.ca/article/833
Keywords: future vision, online, Internet, Internet of
Things, Industrial Internet, Internet of Everything,
safety, security, cybersecurity, productivity,
excludability, rivalry, bisociation

4

Technology Innovation Management Review

October 2014

The Online World of the Future:
Safe, Productive, and Creative
Tony Bailetti, Renaud Levesque, and D’Arcy Walsh

“ A mind is like a parachute. It doesn't work if it is not open. ”
Attributed to Frank Zappa (1940–1993)
Musician, composer, producer, and director

A safer online world is required to attain higher levels of productivity and creativity. We offer
a view of a future state of the online world that places safety, productivity, and creativity
above all else. The online world envisaged for 2030 is safe (i.e., users communicate with accuracy and enduring confidence), productive (i.e., users make timely decisions that have an
ongoing global effect), and creative (i.e., users can connect seemingly unrelated information
online). The proposed view differs from other views of the future online world that are
anchored around technology solutions, confrontation, deception, and personal or commercial gain. The following seven conditions characterize the proposed view of the online
world: i) global-scale autonomous learning systems; ii) humans co-working with machines;
iii) human factors that are authentic and transferrable; iv) global scale whole-brain communities; v) foundational knowledge that is authentic and transferrable; vi) timely productive communication; and vii) continuous technological adaptation. These conditions are
expected to enable new social-behavioural, socio-technical, and organizational interaction
models.

Introduction
The nature of the online world of the future is best understood by explaining the properties of safety, productivity, and creativity. Understanding these
properties requires more than technology debates. Although technology is indeed important, today we have
a unique opportunity to shape the future of the online
world for the greater good. However, we must understand the underlying causes of the complexity that is
emerging as layers of cognition, computation, and connection evolve.
We illustrate our vision as a shift over time towards increased safety and situational understanding. As Figure
1 shows, we are now living in an unsafe world with limited situational understanding. The shift over time
shows us reaching the future state by first moving to a
safer world with increasing situational understanding
(i.e., machines are connected but humans and machines are only loosely connected) and then moving to
a safe world that provides more situational understanding (i.e., human-machine convergence, awareness, and
autonomy). As a result of this shift, we envision a future
www.timreview.ca

Figure 1. Progression from today’s environment to our
vision of the future online world in 2030
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environment in which: i) productivity is uniquely enabled through instantaneously and safely connecting information elements and ii) transformational creativity
is uniquely enabled through instantaneously and safely
connecting together seemingly unrelated information.
In this article, we share our vision of the online world of
the future by first describing safety, productivity, and
creativity and then identifying the set of key conditions
of a safer environment expected to enable unprecedented levels of productivity and creativity in the future.
Further, we explore how the key conditions depend on
one another and provide an example scenario to illustrate a domain-specific application that satisfies these
conditions. Finally, we present the progression from
today’s environment to our vision of the future online
world and position competing views of the future online world in terms of excludability and consumption
rivalry using quadrant-style representations.
This article makes three contributions. First, it explicitly
links safety properties to significant increases in productivity and creativity. Second, it postulates a set of research questions that should be answerable if the
underlying properties of safety, productivity, and creativity are adequately understood. Third, the article
identifies a set of key conditions of the online world of
the future.

Online World of the Future
This section describes safety, productivity, and creativity in the context of the online world of the future.
Safety
To unleash unprecedented levels of productivity and
creativity, the online world of the future must be safe
(i.e., enable communication with accuracy and with enduring confidence). To be safe, the online world must
be protected from: i) pernicious actors (e.g., individuals,
groups, organizations, or nation-states) that strive to
undermine and to unjustly benefit from the work of others, and ii) unintended disruption (e.g., user errors that
have negative side effects) (Leveson, 2013). If Maslow’s
hierarchy of needs can be addressed with technology
(Gerstein, 2014), information may be utilized as a
foundational element that is authentic and is transferrable to others – in a manner that is beneficial to the
world at large.
The online world of today is not engineered for safety
(Leveson, 2013). We benefit from state-of-the-art knowledge of the theory and practice of safety properties in
www.timreview.ca

the context of cybersecurity, especially from a technical
perspective. However, it is clear to us that there is no
underlying theory that explains cybersecurity-related
phenomena within the technical domain let alone associated safety properties that include dynamic and social
characteristics, which are widely viewed to be more important than technical ones. Existing theories apply to
restricted sub-domains of the overall problem space,
such as cryptography, and therefore only explain phenomena within highly restricted contexts that do not
have the semantic power or scope to explain other
safety-related properties that concern the behaviour of
the adversary and the behaviour of those who are under
attack (Craigen et al., 2013).
If an underlying theory of safety existed, the following
example research questions, amongst many others,
would be answerable:
• Under what conditions does an attacker have an advantage over an infrastructure protector?
• Why do many infrastructure protectors and users not
adopt effective mechanisms to provide safety and privacy?
• What are the resources, processes, and values to concurrently provide online safety and privacy to users?
• What are the characteristics of the individuals and organizations that are most likely to attack?
• What are the enhanced characteristics of safety
through disclosure (i.e., by being open and not by being proprietary)?
Productivity
Productivity is inherently based on association or association by similarity or co-occurrence (Dubitzsky et al.,
2012). We adopt the perspective that productivity is related to the efficiency and effectiveness of understanding and utilizing existing connections amongst known
information elements. This view implies that information has been pre-selected to serve a purpose that is
already defined and whose utility is already appreciated. Supporting technologies focus and simplify information relevant to a user’s task that can
accommodate discovery but within a relatively closed
context. Compared to creativity gains, which are new,
surprising, and of value, productivity gains, which are
more conventional in nature, happen under routine
conditions that are already known (Dubitzsky et al.,
2012).
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We foresee a future environment in which productivity
is fundamentally enabled through instantaneous and
safe connections among information elements. Productivity gains will remain conventional in nature but
will happen in a profoundly different way. Users will be
able to make timely decisions that have an ongoing
global effect when information is available instantaneously, with accuracy and with enduring confidence,
and senders and receivers of information are available
instantaneously on a global scale. Achieving this level
of productivity will require global-scale systems that interact to learn and converge on solutions autonomously when constantly assessing the meaning of
connections that are known to exist amongst known information elements.
If an underlying theory of productivity existed, the following example research questions would be answerable:
• How do individuals in groups create reference frames
that anchor their actions?
• How can we improve organizational performance
through collective knowledge?
• How does communicating with fidelity and with enduring confidence specifically relate to productivity?

formed so that thoughts that were inconceivable within
existing conceptual spaces are now possible (Dubitzsky
et al., 2012). This level of creativity requires connecting
seemingly unrelated information through computational creativity (Boden, 1999), bisociation (Koestler, 1964),
and other approaches. These approaches lead to new,
surprising, and valuable breakthroughs when normally
distinct and unrelated contexts or categories of objects
are mixed in one human or machine mind. Bisociation
goes beyond associative styles of thinking that are
based on established routines (Dubitzsky et al., 2012).
In the online world of the future, instantaneous and
safe connections among seemingly unrelated information will enable transformational creativity. Humans
and machines will be able to: i) communicate with accuracy and with enduring confidence and ii) make
timely decisions that have an ongoing global effect.
Through computational creativity and human-machine
convergence, humans and machines will learn together
to discover new knowledge and to assess (un)certainty.
If an underlying theory of creativity existed, the following example research questions, amongst many others,
would be answerable:
• How do people working in creative domains employ
creative thinking to connect seemingly unrelated information?

• Which communications are urgent or important?
• How are instantaneous communications and timely
decisions, which can have a global effect, synchronized?

• What does it mean to combine elements from incompatible domains to generate creative solutions and insight?
• How do you teach humans or machines to be creative?

Creativity
Psychologists and neuroscientists are actively investigating the process of creativity. The work of Andreasen
(2005); Csikszentmihalyi (1996); Gilovich, Griffin, and
Kahneman (2002); and Kahneman (2011) are examples
of well-known research within these two areas.
Duxbury (2012) assesses the process of creativity and its
relationship to innovation. Cognitive and computer scientists are investigating how computers can be designed to autonomously manipulate abstract concepts
while Boden (1999) is concerned with computer models
of creativity.
Transformational creativity constitutes the deepest
form of creative processes in Boden’s (1994) model of
creativity. Transformational creativity leads to breakthroughs because established conceptual spaces or
thinking styles, which limit types of thought, are transwww.timreview.ca

• How do you develop machine-based solutions that
support creative thinking?
• How can machines be used to define and construct artificial conceptual spaces that generate creative insight and solutions?

Seven Conditions and Their Interdependencies
The conditions listed below characterize our view of the
online world of the future. Together, they are intended
to comprise the circumstances of a safer environment
that will foster unprecedented levels of human-machine creativity and productivity. Within this online environment, the intellectual capacities of humans and
machines converge for the betterment of humankind
through unified knowledge, instantaneous communica-
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tions, and continuous change, which together lead to
transformational creativity. This list has been formulated based on our collective knowledge and experience.
The key conditions of the online world of the future
that enables a new level of creativity, productivity, and
safety for humans worldwide are:
1. Global-scale autonomous learning systems: Systems
and networks will continuously learn at a global
scale and therefore will adapt their interactions to
autonomously interpret new information and to discover new knowledge, including automatically assessing the uncertainty of this new information or
knowledge.

ner that is open and appropriately beneficial to community participants so that the right minds can work
on the right problems at the right time.
5. Foundational knowledge is authentic and transferrable: Creative and productive outcomes are propagated independently of the lifetime of particular
individuals or organizations; the future interpretation of these productive outcomes may happen
safely.
6. Timely productive communication: Every contemplated interaction can happen appropriately and instantaneously with knowledge of other interactions
or previous creative and productive outcomes.

Humans co-working with machines: Humans
(providing insight and understanding) and systems/networks (interpreting information at scale)
will interwork to assess and to achieve joint goals to
predict continuously emerging complex phenomena.

7. Continuous technological adaptation: The online
world of the future, as a safe system of systems, dynamically evolves to enable creative and productive
outcomes, including the incremental transformation
of the world of today to a fully digitally enabled society of the future.

3. Human factors are authentic and transferrable: Cognitive characteristics, which indicate how people
think, how people interact, and how societies and
groups behave, will be inherent within interactions,
allowing communication with fidelity and therefore
with confidence.

We consider these conditions as a starting position.
They should be continuously validated, refined, and adjusted as progress is made evolving underlying theories,
as technological solutions are researched and developed, and as detailed field trials are conducted over
time.

4. Global-scale whole-brain communities: Societal
formations, which provide human-driven informed
insights, will emerge, interact, and disband in a man-

Interdependencies
Figure 2 illustrates how the seven conditions identified
in the previous section relate to one another.

2.

Figure 2. Dependencies among the seven conditions of the online world of the future

www.timreview.ca
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In our view of the online world of the future, Condition
1 (Global-scale whole-brain communities) is purely a
human-oriented condition. Three conditions are part
of the human-machine divide: Condition 2 (Humans coworking with machines), Condition 3 (Human factors
are authentic and transferrable), and Condition 5
(Foundational knowledge is authentic and transferrable). Finally, three conditions are purely systems/network conditions: Condition 4 (Global-scale autonomous
learning systems), Condition 6 (Timely productive communication), and Condition 7 (Continuous technological adaptation).
Figure 2 indicates that Global-scale whole-brain communities and Global-scale autonomous learning systems
are two control points; the former is driven by humans
and the latter is driven by systems/networks. These two
conditions depend on each other through their direct
dependence with Humans co-working with machines,
Human factors are authentic and transferrable, and
Foundational knowledge is authentic and transferrable.
Within the scope of systems/networks, Global-scale
autonomous learning systems directly depends on
Timely productive communication and Continuous technological adaptation.

An Example
Here, we offer an example scenario of the online world
of the future. The scenario describes the dynamic interoperation of two initially decoupled financial systems
that specialize in maintaining knowledge and providing
predictions about the energy sector of the economy.
Consider two global-scale financial analysis systems –
System A and System B – in which value is being created based on the present-value analysis of future cash
flows. Each system is, in essence, implementing a future-oriented process that projects current economic
performance over a time span applicable to the nature
of a given business activity and its market segment. In
such projections, there is often a distinction made
between shorter-term and longer-term predictions and
any analytic outputs may be indicator- or magnitudebased information. In this context, data-driven change
that minimizes human intervention and bias must be
systematically integrated with human-driven information that is the result of naturally adaptive and perceptive processes.
The clients who use System A are concerned with shorter-term predictions. The clients who use System B are
concerned with longer-term predictions. Each system
www.timreview.ca

provides results of scenario analyses, knowledge about
the energy sector and its conditions, cash flow projections, and valuation assessment for the shorter- or
longer-term timeframes. For timeliness, System A projects cash flow and assesses valuations online and in
real time. For greater accuracy, System B projects cash
flow and assesses valuations offline and on demand.
These two systems are global-scale autonomous learning systems that can safely communicate with accuracy
and with enduring confidence. Through known connections with known information elements in the financial
domain, these two systems discover each other and establish a dynamic connection to interoperate in order
to leverage each other’s preferred stock predictions.
System A is now able to use System B’s longer-term predictions to validate its shorter-term predictions. System
B is now able to use System A’s shorter-term predictions to validate its longer-term predictions. This scenario provides an example of productivity gains through
timely decisions that have an ongoing global effect. The
predictions made by both systems have now been
markedly improved. This interaction has happened
autonomously because of timely productive communication and the dynamic reconfiguration of each system
is an example of continuous technological adaptation.
Now consider human-driven information that is the
result of naturally adaptive and perceptive processes.
Because human factors are authentic and transferrable
and foundational knowledge is authentic and transferrable, the human specialists of System A and System B
have not only been alerted to the improved accuracy of
their system’s predictions but also to the human
factors, the cognitive conditions, which led to how and
why these new predictions were made. Because the human specialists of System A and System B are humans
co-working with machines, they may interact with their
respective systems to clarify any ambiguities or apparent contradictions and to more deeply understand the
implications with respect to how they must adjust,
from a human-driven information perspective, their
shorter- or longer-term predictions. The new information may be utilized as foundational elements that are
authentic and are transferrable because the two systems safely communicated with accuracy and with enduring confidence.
Finally, because they now know about each other and
understand how and why each other came to the conclusions they came to, a specialist of System A and a
specialist of System B, who live in very different parts of
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the world, start working together as a global-scale
whole-brain community to assess any remaining ambiguities or contradictions. To resolve one contradiction,
for example, one of the specialists has the sudden insight to analyze the situation from a completely different perspective by working with another specialist who
is an expert in smart grids and distributed control systems for the energy sector. Acting as a global-scale
whole-brain community, the three analysts are able to
formulate a set of unique hypotheses, which they plan
to test at scale through having the financial analysis systems interact in a restricted manner with the energy
control systems of the companies that were associated
with their financial predictions. This is an example of
breakthrough thinking by connecting seemingly unrelated information.
As humans co-working with machines, they ensure,
through human factors are authentic and transferrable
and foundational knowledge is authentic and transferrable that the shorter- and longer-term predictions of
their respective systems reflect this new knowledge and
the thinking that was required to understand how and
why this was the case.

Differentiation
In this section, we compare our view of the future of the
online world and three competing visions: the Industrial Internet (Annunziata, 2013), the Internet of Things
(Wikipedia, 2014), and the Internet of Everything (Cisco
Systems, 2014). Figure 3 positions the four views of the
future of the online world in terms of their excludability
and consumption rivalry. These distinctions are import-

ant because they guide human action, and humankind
can choose what to do with the Internet. For example,
humankind can make Internet access similar to:
1. air: difficult to exclude, low rivalry
2. public parks: easy to exclude, low rivalry
3. food: easy to exclude, high rivalry
4. fish stocks: difficult to exclude, high rivalry
Today, depending on location, access to the Internet
may follow any one of these four analogies.
Figure 3 indicates that the Industrial Internet will exclude many from benefiting from what it has to offer
and will increase rivalry among the few. Our vision is
represented as air; you cannot exclude people from
breathing air and breathing as much air as you want
does not take away the air that others breathe. There is
the same technological underpinning for both cases,
but very different economic models apply.
Consider further that the Internet goes beyond just access. Humankind has more choices to make, because
the Internet also encompasses social and cultural issues, including intellectual property rights and ethical
concerns. In general, we can think of the Internet, like
other systems, as having three layers composed of the
cognition, computation, and connection layers (Tibbs,
2013). Today, for Western society, most elements of the
connection layer are like food (easy to exclude, high
rivalry), most of the elements of the cognition layer are
like parks (easy to exclude, low rivalry), and most elements of the computation layer are like fish stocks (difficult to exclude, high rivalry).

Conclusion

Figure 3. Positioning competing views of the future
online world
www.timreview.ca

The safety of the online world of the future is an important precondition for a profound enhancement of human productivity and creativity by 2030. Safety
properties of the online world of the future must ensure
information elements are authentic and transferable to
others at a global scale of interaction. We believe that,
through association, enhanced productivity will be
achieved by safely and instantaneously connecting
known information elements, including by autonomous learning systems that operate at a global scale. We
believe that, through bisociation, enhanced creativity
will be achieved by safely and instantaneously connecting information elements that were previously viewed
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to be disparate in nature, including through computational creativity and human-machine convergence.

About the Authors

When making progress towards understanding the scientific underpinnings of the online world of the future,
we have presented a set of example research questions
that we believe should be addressed or further refined.
We have also presented the progression from today’s
environment to our vision of the future online world
and positioned competing views of the future online
world in terms of excludability and consumption rivalry
using a quadrant-style representation.
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Finally, if machines and humans are to interact and collaborate more systematically, we need to start thinking
about the ethical values – and not only the creative and
productive skills – that will be assigned to these machines when the outcomes of their decisions will apply
to human populations, in the sense that solutions that
are productive from a collective perspective can erode
individual freedoms.

Renaud Levesque is the Director General of Core
Systems at the Communications Security Establishment (CSE) in Ottawa, Canada, where he is responsible for R&D and systems development. He has
significant experience in the delivery of capability
and organizational change in highly technical environments. His career began at CSE in 1986 as a Systems Engineer, responsible for the development and
deployment of numerous systems, including the
CSE IP corporate network in 1991. In 2000 Renaud
went to work in the private sector as Head of Speech
Technologies at Locus Dialogue, and later at Infospace Inc., where he became Director of Speech
Solutions Engineering. He rejoined CSE in 2003,
where he assumed the lead role in the IT R&D section. Subsequently, as a Director General, he focused efforts towards the emergence of CSE's Joint
Research Office and The Tutte Institute for Mathematics and Computing. Renaud holds a Bachelor of
Engineering from l’École Polytechnique, Université
de Montréal, Canada.
D’Arcy Walsh is a Science Advisor at the Communications Security Establishment (CSE) in Ottawa,
Canada. His research interests include software-engineering methods and techniques that support the
development and deployment of dynamic systems,
including dynamic languages, dynamic configuration, context-aware systems, and autonomic and
autonomous systems. He received his BAH from
Queen’s University in Kingston, Canada, and he received his BCS, his MCS, and his PhD in Computer
Science from Carleton University in Ottawa, Canada.

www.timreview.ca

11

Technology Innovation Management Review

October 2014

The Online World of the Future: Safe, Productive, and Creative
Tony Bailetti, Renaud Levesque, and D’Arcy Walsh

References
Andreasen, N. 2005. The Creating Brain: The Neuroscience of Genius.
New York: Dana Press.
Annunziata, M. 2013. Welcome to the Age of the Industrial Internet.
TED Talks. October 1, 2014:
http://www.ted.com/talks/marco_annunziata_welcome_to_the_a
ge_of_the_industrial_internet/

Citation: Bailetti, T., Levesque, R., & Walsh, D. 2014.
The Online World of the Future: Safe, Productive, and
Creative. Technology Innovation Management Review,
4(10): 5–12. http://timreview.ca/article/834
Keywords: future vision, online, Internet, Internet of
Things, Industrial Internet, Internet of Everything,
safety, security, cybersecurity, productivity,
excludability, rivalry, bisociation

Boden, M. A. 1994. Précis of The Creative Mind: Myths and
Mechanisms. Behavioral and Brain Sciences, 17(3): 519-570.
http://dx.doi.org/10.1017/S0140525X0003569X
Boden, M. A. 1999. Computer Models of Creativity. In R. J. Sternberg
(Ed.), Handbook of Creativity: 351-372. Cambridge: Cambridge
University Press.
Cisco Systems. 2014. Internet of Everything. Cisco Systems. October 1,
2014:
http://www.cisco.com/web/about/ac79/innov/IoE.html
Craigen, D., Walsh, D., & Whyte, D. 2013. Securing Canada’s
Information-Technology Infrastructure: Context, Principles, and
Focus Areas of Cybersecurity Research. Technology Innovation
Management Review, 3(7): 12-19.
http://timreview.ca/article/704
Csikszentmihalyi, M. 1996. Creativity: Flow and the Psychology of
Discovery and Invention. New York: Harper Collins.
Dubitzsky, W., Tobias K., Schmidt, O., & Berthold, M.R. 2012. Towards
Creative Information Exploration Based on Koestler’s Concept of
Bisociation. In M. R. Berthold (Ed.), Bisociative Knowledge
Discovery: 11-32. Berlin: Springer.
Duxbury, T. 2012. Creativity: Linking Theory and Practice for
Entrepreneurs. Technology Innovation Management Review, 2(8):
10-15.
http://timreview.ca/article/594
Gerstein, J. 2014. Addressing Maslow’s Hierarchy of Needs with
Technology. User Generated Education. October 1, 2014:
http://usergeneratededucation.wordpress.com/2014/03/12/addre
ssing-maslows-hierachy-of-needs-with-technology
Gilovich, T., Griffin, D., & Kahneman, D. 2002. The Psychology of
Intuitive Judgment. Cambridge: Cambridge University Press.
Kahneman, D. 2011. Thinking Fast and Slow. Toronto: Doubleday
Canada.
Koestler, A. 1964. The Act of Creation. New York: Penguin Books.
Leveson, N. 2013. Engineering a Safer World. Cambridge, MA: MIT
Press.
Tibbs, H. 2013. The Global Cyber Game: The Defence Academy Cyber
Inquiry Report. Swindon, UK: Defence Academy of the United
Kingdom.
Wikipedia. 2014. The Internet of Things. Wikipedia. October 1, 2014:
http://en.wikipedia.org/wiki/Internet_of_Things

www.timreview.ca

12

Technology Innovation Management Review

October 2014

Defining Cybersecurity
Dan Craigen, Nadia Diakun-Thibault, and Randy Purse

“ To choose a definition is to plead a cause. ”
Charles Leslie Stevenson (1908–1979)
Analytic philosopher

Cybersecurity is a broadly used term, whose definitions are highly variable, often subjective, and at times, uninformative. The absence of a concise, broadly acceptable definition
that captures the multidimensionality of cybersecurity impedes technological and scientific
advances by reinforcing the predominantly technical view of cybersecurity while separating
disciplines that should be acting in concert to resolve complex cybersecurity challenges. In
conjunction with an in-depth literature review, we led multiple discussions on cybersecurity with a diverse group of practitioners, academics, and graduate students to examine multiple perspectives of what should be included in a definition of cybersecurity. In this article,
we propose a resulting new definition: "Cybersecurity is the organization and collection of
resources, processes, and structures used to protect cyberspace and cyberspace-enabled
systems from occurrences that misalign de jure from de facto property rights." Articulating
a concise, inclusive, meaningful, and unifying definition will enable an enhanced and enriched focus on interdisciplinary cybersecurity dialectics and thereby will influence the approaches of academia, industry, and government and non-governmental organizations to
cybersecurity challenges.

Introduction
The term "cybersecurity" has been the subject of academic and popular literature that has largely viewed
the topic from a particular perspective. Based on the literature review described in this article, we found that
the term is used broadly and its definitions are highly
variable, context-bound, often subjective, and, at times,
uninformative. There is a paucity of literature on what
the term actually means and how it is situated within
various contexts. The absence of a concise, broadly acceptable definition that captures the multidimensionality of cybersecurity potentially impedes technological
and scientific advances by reinforcing the predominantly technical view of cybersecurity while separating
disciplines that should be acting in concert to resolve
complex cybersecurity challenges. For example, there is
a spectrum of technical solutions that support cybersecurity. However, these solutions alone do not solve the
problem; there are numerous examples and considerable scholarly work that demonstrate the challenges related to organizational, economic, social, political, and
www.timreview.ca

other human dimensions that are inextricably tied to
cybersecurity efforts (e.g., Goodall et al., 2009; Buckland
et al., 2010; Deibert, 2012). Fredrick Chang (2012),
former Director of Research at the National Security
Agency in the United States discusses the interdisciplinary nature of cybersecurity:
“A science of cybersecurity offers many opportunities for advances based on a multidisciplinary approach, because, after all, cybersecurity is fundamentally
about an adversarial engagement. Humans must defend
machines that are attacked by other humans using machines. So, in addition to the critical traditional fields of
computer science, electrical engineering, and mathematics, perspectives from other fields are needed.”
In attempting to arrive at a more broadly acceptable
definition aligned with the true interdisciplinary nature
of cybersecurity, we reviewed relevant literature to
identify the range of definitions, to discern dominant
themes, and to distinguish aspects of cybersecurity.
This research was augmented by multiple engagements
with a multidisciplinary group of cybersecurity practi-
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tioners, academics, and graduate students. Together,
these two activities resulted in a new, more inclusive,
and unifying definition of cybersecurity that will hopefully enable an enhanced and enriched focus on interdisciplinary cybersecurity dialectics and thereby
influence the approaches of academia, industry, and
government and non-government organizations to cybersecurity challenges. This article reflects the process
used to develop a more holistic definition that better
situates cybersecurity as an interdisciplinary activity,
consciously stepping back from the predominant technical view by integrating multiple perspectives.

Literature Review
Our literature review spanned a wide scope of sources,
including a broad range of academic disciplines including: computer science, engineering, political studies,
psychology, security studies, management, education,
and sociology. The most common disciplines covered in
our literature review are engineering, technology, computer science, and security and defence. But, to a much
lesser extent, there was also evidence of the topic of cybersecurity in journals related to policy development,
law, healthcare, public administration, accounting,
management, sociology, psychology, and education.
Cavelty (2010) notes there are multiple interlocking discourses around the field of cybersecurity. Deconstructing the term cybersecurity helps to situate the
discussion within both domains of "cyber" and "security" and reveals some of the legacy issues. “Cyber” is a
prefix connoting cyberspace and refers to electronic
communication networks and virtual reality (Oxford,
2014). It evolved from the term "cybernetics", which referred to the “field of control and communication theory, whether in machine or in the animal” (Wiener,
1948). The term "cyberspace" was popularized by William Gibson’s 1984 novel, Neuromancer, in which he describes his vision of a three-dimensional space of pure
information, moving between computer and computer
clusters where people are generators and users of the information (Kizza, 2011). What we now know as cyberspace was intended and designed as an information
environment (Singer & Friedman, 2013), and there is an
expanded appreciation of cyberspace today. For example, Public Safety Canada (2010) defines cyberspace
as “the electronic world created by interconnected networks of information technology and the information
on those networks. It is a global commons where…
people are linked together to exchange ideas, services
and friendship.” Cyberspace is not static; it is a dynamic, evolving, multilevel ecosystem of physical infrastrucwww.timreview.ca

ture, software, regulations, ideas, innovations, and interactions influenced by an expanding population of
contributors (Deibert & Rohozinski, 2010), who represent the range of human intentions.
As for the term "security", in the literature we reviewed, there appeared to be no broadly accepted
concept, and the term has been notoriously hard to
define in the general sense (Friedman & West, 2010;
Cavelty, 2008). According to Buzan, Wæver, and Wilde
(1998), discourses in security necessarily include and
seek to understand who securitizes, on what issues
(threats), for whom (the referent object), why, with
what results, and under what conditions (the structure). Although there are more concrete forms of security (e.g., the physical properties, human properties,
information system properties, or mathematical definitions for various kinds of security), the term takes on
meaning based on one’s perspective and what one values. It remains a contested term, but a central tenet of
security is being free from danger or threat (Oxford,
2014). Further, although we have indicated that security is a contested topic, Baldwin (1997) states that one
cannot use this designation as “an excuse for not formulating one’s own conception of security as clearly
and precisely as possible”.
As a result of our literature review, we selected nine
definitions of cybersecurity that we felt provided the
material perspectives of cybersecurity:
1. “Cybersecurity consists largely of defensive methods
used to detect and thwart would-be intruders.”
(Kemmerer, 2003)
2. “Cybersecurity entails the safeguarding of computer
networks and the information they contain from
penetration and from malicious damage or disruption.” (Lewis, 2006)
3. “Cyber Security involves reducing the risk of malicious attack to software, computers and networks.
This includes tools used to detect break-ins, stop viruses, block malicious access, enforce authentication,
enable encrypted communications, and on and on.”
(Amoroso, 2006)
4. “Cybersecurity is the collection of tools, policies, security concepts, security safeguards, guidelines, risk
management approaches, actions, training, best
practices, assurance and technologies that can be
used to protect the cyber environment and organization and user's assets.” (ITU, 2009)
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5. “The ability to protect or defend the use of cyberspace from cyber-attacks.” (CNSS, 2010)
6. “The body of technologies, processes, practices and
response and mitigation measures designed to protect networks, computers, programs and data from
attack, damage or unauthorized access so as to ensure confidentiality, integrity and availability.” (Public Safety Canada, 2014)
7. “The art of ensuring the existence and continuity of
the information society of a nation, guaranteeing
and protecting, in Cyberspace, its information, assets and critical infrastructure.” (Canongia & Mandarino, 2014)
8. “The state of being protected against the criminal or
unauthorized use of electronic data, or the measures
taken to achieve this.” (Oxford University Press,
2014)
9. “The activity or process, ability or capability, or state
whereby information and communications systems
and the information contained therein are protected
from and/or defended against damage, unauthorized use or modification, or exploitation.” (DHS,
2014)
Although some of these definitions include references
to non-technical activities and human interactions,
they demonstrate the predominance of the technical
perspective within the literature. As stated by Cavelty
(2010), the discourse and research in cybersecurity “necessarily shifts to contexts and conditions that determine the process by which key actors subjectively arrive
at a shared understanding of how to conceptualize and
ultimately respond to a security threat”. Accordingly,
within their particular context, the definitions above
are helpful but do not necessarily provide a holistic
view that supports interdisciplinarity. Referring back to
Buzan, Wæver, and Wilde’s (1998) discussion of securitization studies, any definition should be able to capture an understanding of the actor, subject, the
referent object, the intentions and purposes, the outcomes, and structure. In our review of the literature,
we did not find a definition that is inclusive, impactful,
and unifying. Cybersecurity is a complex challenge requiring interdisciplinary reasoning; hence, any resulting definition must attract currently disparate
cybersecurity stakeholders, while being unbiased,
meaningful, and fundamentally useful.

www.timreview.ca

Towards a New Definition
Faced with many definitions of cybersecurity from the
literature, we opted for a pragmatic qualitative research
approach to support the definitional process, which
melds objective qualitative research with subjective
qualitative research (Cooper, 2013). In effect, the result
is a notional definition that is grounded in objectivity
(e.g., an intrusion-detection system) versus supposition
(e.g., the intentions of a hacker). This definitional process included: a review of the literature, the identification of dominant themes and distinguishing aspects,
and the development of a working definition. This
definition was in turn introduced to the multidisciplinary group discussions for further exploration, expansion, and refinement to arrive at the posited definition.
Dominant themes
In our literature review, we identified five dominant
themes of cybersecurity: i) technological solutions; ii)
events; iii) strategies, processes, and methods; iv) human engagement; and v) referent objects (of security).
Not only do these themes support the interdisciplinary
nature of cybersecurity, but, in our view, help to
provide critical context to the definitional process.
Distinguishing aspects
In conjunction with the emergence of the themes, we
formulated distinguishing aspects of cybersecurity, initially through discussion amongst the authors to be refined later through the multidisciplinary group
discussions. In the end, we identified that cybersecurity
is distinguished by:
• its interdisciplinary socio-technical character
• being a scale-free network, in which the capabilities of
network actors are potentially broadly similar
• high degrees of change, connectedness, and speed of
interaction
Through the process, there was consensus within the
multidisciplinary group to adopt the view that the Internet is a scale-free network (e.g., Barabási & Albert,
1999), meaning it is a network whose degree distribution follows a power law, at least asymptotically. Even
though this characterization of the Internet is a subject
of debate (e.g., Wallinger et al., 2009), we argue that
there are cyber-attack scenarios, and especially the
evolution of malware markets, where the capabilities
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for launching attacks has been largely commoditized,
hence flattening the space of network actors.
Throughout the initial part of the process that resulted
in a working paper, we intentionally attempted to redress the technical bias of extant definitions in the cybersecurity literature by ensuring that scholars and
practitioners contributed to the discussion and were
provided an opportunity to review and comment on
our initial definition, themes, and distinguishing aspects. To expand the discussion and create additional
scholarly dialogue, we posited an original "seed" definition for discussion and further refinement during two
three-hour engagements with a multidisciplinary group
of cybersecurity practitioners, academics, industry experts from the VENUS Cybersecurity Institute (venus

cyber.com), and graduate students in the Technology Innovation Management program (timprogram.ca) at Carleton University in Ottawa, Canada.
Emergent definitions of cybersecurity
Our engagement with the multidisciplinary group
primarily consisted of providing selected readings from
the literature, an initial presentation and discussion of
our own work to date, followed by a syndicate activity
related to distinguishing aspects and defining cybersecurity. Three syndicates were formed from the group
and they were asked to develop their own definitions.
These definitions, along with the authors’ brief critiques, are presented in Table 1. The first two definitions were developed by the authors, whereas the next
three definitions arose from group participants.

Table 1. Emergent cybersecurity definitions and critiques

www.timreview.ca
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A New Definition of Cybersecurity

Substantiating Our Definition

We propose the following definition, which integrates
key concepts drawn from the literature and engagement with the multidisciplinary group:

As discussed earlier, our definition should engender
greater interdisciplinary and collaborative efforts on cybersecurity. Our goal is to “bring together” not to “push
apart” or “isolate”. Our success (or failure) can be partly
validated if we can demonstrate that:

Cybersecurity is the organization and collection
of resources, processes, and structures used to protect cyberspace and cyberspace-enabled systems from occurrences that misalign de jure from de facto property
rights.
We deconstruct this definition as follows:
• ...the organization and collection of resources, processes, and structures…: This aspect captures the multiple, interwoven dimensions and inherent complexity
of cybersecurity, which ostensibly involve interactions
between humans, between systems, and between humans and systems. By avoiding discussion of which resources, processes, or structures, the definition
becomes non-prescriptive and recognizes the dynamic nature of cybersecurity.
• …used to protect cyberspace and cyberspace-enabled
systems…: This aspect includes protection, in the
broadest sense, from all threats, including intentional,
accidental, and natural hazards. This aspect also incorporates the traditional view of cyberspace but includes those systems that are not traditionally viewed
as part of cyberspace, such as computer control systems and cyber-physical systems. By extension, the
protection applies to assets and information of concern within cyberspace and connected systems.
• …from occurrences…: This aspect recognizes that
"protections" are intended to address the full range of
intentional events, accidental events, and natural hazards. It also suggests that some of the occurrences are
unpredictable.
• …that misalign de jure from de facto property
rights…: This aspect incorporates the two separate notions of ownership and control that dominate discussion of cybersecurity and digital assets introduced in
the property rights framework of Ostrom and Hess
(2007), which include access, extraction, contribution,
removal, management, exclusion, and alienation. Any
event or activity that misaligns actual (de facto) property rights from perceived (de jure) property rights,
whether by intention or accident, whether known or
unknown, is a cybersecurity incident.
www.timreview.ca

1. We can map other definitions of cybersecurity into
our definition.
2. Our definition is unifying and inclusive in that it supports interdisciplinarity.
To assist in the analysis and mapping of the definitions
to our new definition, we identified conceptual categories from definitions drawn from the literature as well as
our own definition (Table 2). Unless otherwise cited, the
category definitions are drawn largely from the Oxford
(2014) online dictionary. The exact wordings of the
definitions are meant to be as encompassing as possible.
A number of definitions of cybersecurity were presented
in this article. Some of the definitions are from the literature and drive the perspectives of certain communities. Other definitions arose through our group
discussions and related activities. Table 3 provides examples of how our analysis was applied to sample definitions from the literature and group discussions.
The above analysis helps to demonstrate that our new
definition is inclusive of key components from a sample
of extant and participant definitions. Furthermore,
three of the dominant themes – technological solutions;
strategies, processes, and methods; and human engagement – are all refinements of the “the organization and
collection of resources, processes, and structures used
to protect...” component of our definition. The dominant theme of “events” is a refinement of “occurrences.”
We also view “referent objects (of security)” as a refinement of “cyberspace and cyberspace-enabled systems.”
Retrospectively, we therefore show how our definition is
consistent with the dominant themes of cybersecurity
and reflects the previously identified distinguishing aspects. Therefore, this mapping illustrates how our definition supports interdisciplinarity.

Conclusion
We have provided a new, more inclusive, and unifying
definition of cybersecurity that we believe will enable an
enhanced and enriched focus on interdisciplinary cy-
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bersecurity dialectics and, thereby, will influence the approaches of researchers, funding agencies, and organizations to cybersecurity challenges. For example, the new
definition and associated perspectives could lead to
changes in public policy and inform legislative actions.

Table 2. Conceptual categories and their definitions

The definition resulting from the work reported herein
has a number of potentially salutary features, including:
1. Contributing a major unifying theme by positioning
cybersecurity as an interdisciplinary domain, not a
technical domain.
2. Supporting inclusiveness demonstrated through the
relationship to the five dominant cybersecurity
themes and mapping to previous definitions.
3. Incorporating the evolution towards a more interconnected world through inclusion of both cyberspace
and cyberspace-enabled systems. The latter includes
cyber-physical systems and control systems.
4. Using protection – as a fundamental concept within
security – in a broad sense within the definition, including protection from intentional events, accidental events, and natural hazards.
5. Incorporating the “property rights” framework of Ostrom and Hess (2007), which includes access, extraction, contribution, removal, management, exclusion,
and alienation. Thus, the discussion moves beyond
traditional assets and information terms to broadly include that which has meaning or value.
The absence of a concise, universally acceptable definition that captures the multidimensionality of cybersecurity impedes technological and scientific advances by
reinforcing the predominantly technical view of cybersecurity while separating disciplines that should be acting
in concert to resolve complex cybersecurity challenges.
It has become increasingly apparent that cybersecurity
is interdisciplinary. The more inclusive, unifying definition presented in this article aims to facilitate interdisciplinary approaches to cybersecurity. We hope that the
definition will be embraced by the multiple disciplines
engaged in cybersecurity efforts, thereby opening the
door to greater understanding and collaboration needed
to address the growing and complex threats to cyberspace and cyberspace-enabled systems.

www.timreview.ca
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Table 3. Examples of cybersecurity definitions and related analysis of the proposed definition
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for Cybersecurity Solutions
Mika Westerlund and Risto Rajala
kick the man downstream who can't put the ”
“ Why
parts together because the parts really weren't
designed properly?

Philip Caldwell (1920–2013)
Former CEO of the Ford Motor Company

Smaller organizations are prime targets for hackers and malware, because these businesses
lack cybersecurity plans and the resources to survive a serious security incident. To exploit
this market opportunity, cybersecurity solution providers need to leverage the power of
downstream channel members. We investigate how a supplier's digital channel marketing
can encourage value-added resellers to sell that supplier’s cybersecurity solutions. Our analysis of survey data from 109 value-added resellers of a multinational supplier shows that resellers are more committed to stock and sell cybersecurity products and services if the
supplier’s digital channel marketing provides tools that help them sell the solutions to end
customers. This support is likely needed because cybersecurity offerings are technologically
complex and systemic by nature, as supported by the finding that value-added resellers pay
little attention to supplier’s campaigns and price discounts. Thus, cybersecurity suppliers
should maintain trusted and informative relationships with their resellers and provide
them with hands-on sales tools, because a reseller's commitment to selling cybersecurity
solutions is linked with their ability to understand the offering and with the extent of their
supplier relationship. These findings are in line with previous literature on the challenges
perceived by salespeople in selling novel and complex technology.

Introduction
According to The 2112 Group (2014), the volume and
severity of cyber-threats and malware represent the
second highest operational risk for small and midsized
businesses, behind only economic uncertainty. Yet,
four out of five such businesses have no cybersecurity
plans, meaning there is a substantial market opportunity for cybersecurity providers. One of the most effective ways to reach these numerous potential customers
is to leverage the power of downstream channels (cf.
Sreenivas & Srinivas, 2008; Chung et al., 2012). Valueadded resellers are systems integrators that can work
either with a single vendor that offers most of the technology needed to build end-to-end offerings, or multiple vendors to integrate and craft more
www.timreview.ca

comprehensive solutions. Although many value-added
resellers prefer working with a single vendor, a growing
number show better returns by creating holistic solutions using multiple “best-of-breed” technologies (The
2012 Group, 2014). Given that value-added resellers
have choices in sourcing, assembling, and deploying
hardware and software solutions for customers, cybersecurity suppliers need to build brand awareness to
maximize the popularity of their products as a part of
the reseller's total solutions.
Digitization has redefined how contemporary businesses communicate across their channels of distribution (Rapp et al., 2013). Holden-Bache (2011) refers to a
study by BtoB Magazine in which more than 93 percent
of business-to-business marketers were found to use
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one or more forms of social media to interact with their
downstream channel members. According to Kalyanam
and Brar (2009), designing a channel-management system that enables value-added resellers to sell solutions
to end users is an important strategy, particularly in the
information and communication technology industry.
Furthermore, Jerman and Zavrsnik (2012) suggest that
the success of an organization can result from the effectiveness of its marketing communication. Hence, a
firm should have a business model that tracks how marketing communication influences what its customers
know, believe, and feel, and how they behave.
Much of the current research on downstream channel
marketing focuses on value propositions associated
with products or services. In addition, many studies on
marketing communications have focused on the consumer market, with little regard for the business-tobusiness market (Jerman & Zavrsnik, 2012). The determinants of perceived value associated with complex
products and services, such as cybersecurity, remain
unclear and largely under-explored (Menon et al.,
2005). Hence, the existing literature offers limited empirical and theoretical insight into marketing communications
effectiveness
in
business-to-business
marketing. Specifically, there is little help for marketing
managers when planning effective communications
strategies and understanding the impact of their suppliers’ channel marketing activities (Jerman & Zavrsnik,
2012).
To address these gaps in the literature, we investigate
the effectiveness of digital channel marketing in the
context of business-to-business cybersecurity solutions. We consider that cybersecurity is an interesting
context given the growing demand for cybersecurity
solutions, especially among small and midsized businesses, and acknowledge that the marketing activities
of suppliers in downstream channels are increasingly
digital by nature. Craigen and colleagues (2014) define
cybersecurity as “the organization and collection of resources, processes, and structures used to protect cyberspace and cyberspace-enabled systems from
occurrences that misalign de jure from de facto property rights.” Bearing this definition in mind, our study
aims to improve the current understanding of how cybersecurity solution providers can increase the impact
of their digital channel marketing by focusing on the
paramount marketing activities and by allocating their
marketing resources accordingly. Further, our study
draws on the view of Johanson (2013), who defines cybersecurity products as software, hardware, and serwww.timreview.ca

vices that help users protect themselves from cybersecurity threats related to information sharing, security
risks, cyber-incidents, and cybercrime, as well as cyberintrusions. Thus, we investigate cybersecurity solutions
as the offerings consisting of products and related expertise provided to meet the customers’ cybersecurity
needs and posit a research question: How can suppliers
of cybersecurity solutions use digital channel marketing effectively to promote their products in the downstream channel?
To answer our research question, we investigate the effects of digital channel marketing by cybersecurity solution providers in terms of its functional, informative,
and relational qualities, as well as the influence of marketing abundance on the effectiveness of digital channel marketing by cybersecurity solution providers.
According to Kalyanam and Brar (2009), there are many
ways in which channel partners such as resellers can
help generate demand. Resellers are often deeply embedded in the customer’s decision-making processes
and are able to create and offer solutions to customer’s
specific business situation and technology needs. Thus,
suppliers need to focus on creating top-of-mind awareness among their value-added resellers to ensure them
becoming a preferred supplier when resellers are in a
position to sell cybersecurity solutions to the end customers.
The article is structured as follows. After this introduction, we discuss the objectives and activities of digital
channel marketing on the basis of prior literature.
Then, we present our research model and methodological approach. Thereafter, we present the results, limitations, and future research opportunities regarding our
empirical inquiry. We conclude by discussing the implications for research and practice.
Digital Channel Marketing
A supplier’s success in the marketplace is at least partly
contingent on their ability to energize downstream
channel members to resell their products and services,
according to Hughes and Ahearne (2010). Moreover,
Danaher and Rossiter (2011) argue that digital marketing communication is a vital part of the relationship
between a supplier and a value-added reseller. Contemporary marketers face an increasingly wide and diverse
choice of digital media channels through which they
aim to energize their brokers, agents, wholesalers, and
retailers to sell their products and services effectively to
other channel members, and, ultimately, to the end
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users. As Internet technologies have become an everyday part of the workplace for millions of people around
the globe, current marketing channels feature many digital elements such as banner ads, email and blogs, social software, and text messaging (SMS). Lindgreen and
colleagues (2006) show that many suppliers increasingly use digital communications to interact with their
resellers rather than face-to-face interaction.
To be effective, channel marketing communications
should create value for channel partners. According to
Simpson, Siguaw, and Baker (2001), the objective of creating value for channel partners and the desire to capture part of that value are the reasons suppliers enter
into relationships with value-added resellers. Barry and
Terry (2008) point out that the determinants of value
have an economic, technical, and functional dimension. Economic value refers to pricing (how much
something costs), while technical value points to deliverables (what is received) and functional value refers to
delivery (how it is received). Payne and Holt (2001) argue that, according to the augmented product view,
competition between companies is not based solely on
products and services, but also on advertising and customer advice that create value for the downstream
channel members. Edwards, Battisti, and Neely (2004)
anticipate that the benefits of digital channel marketing
for value-added resellers depend upon the quality and
extent of activities the supplier generates through digital marketing. The benefits of digital channel marketing
may be realized by communicating the value of factors
beyond the core product or service (Lilien et al., 2010).
The effectiveness of marketing communications can be
measured in several ways, although in terms of economic measures, the most common indicator of marketing performance is the volume of sales. Danaher and
Rossiter (2011) investigate supplier-initiated marketing
communication and measure the effect of promotional
offers in an electronic medium on intentional customer
behaviour. Thus, marketing effectiveness in supply
chains can be measured as the reseller’s intention and
increased efforts to sell a supplier’s products and services (Johnson et al., 2001). Kalyanam and Brar (2009)
found that, because resellers in the dynamic information technology industry are typically selling many technologies, they lack the time to focus and learn specific
technologies or product information. Following Jerman
and Zavrsnik (2012), we see that it is important for marketers to understand the contribution of different marketing objectives to the overall effectiveness of their
marketing communications.
www.timreview.ca

Relational qualities
The relational qualities of digital channel marketing focus on strengthening the supplier’s relationships with
the members in the downstream channel. This notion
is concordant with the thesis by Webster (2000), according to which, in the relationship between the supplier,
reseller, and end customer, the quality of the relationship for any given actor will depend on the quality and
strength of the relationship between the other two actors. The value of the supplier relationship, as perceived
by the reseller, usually refers to the net benefits realized
through the supplier’s offerings or the supplier-reseller
relationship (Kumar et al., 1992). It builds on the assumption that value-added resellers want to maximize
the perceived benefits and minimize the perceived sacrifices (Lindgreen & Wynstra, 2005). A supplier’s business marketing communications have great potential
to produce such value to the value-added reseller. According to Andersen (2001), marketing communication
is connected with relationship development, and the receiver’s commitment to the sender is preceded by
awareness and persuasion.
Relationship marketing scholars have found that communication is a fundamental aspect of relationship development – it is the glue that holds together the
channel of distribution (Anderson, 2001). Andersen also
notes that communication has a direct impact on central aspects of relationship marketing such as trust, coordination, and commitment. Communication is seen
as an independent or mediating variable for partnership success (Mohr & Spekman, 1994). The essence of
these activities is to decrease exchange uncertainty and
to encourage customer collaboration and commitment
through gradual development and ongoing adjustment
of mutual norms and shared routines. If customers are
retained over several transactions, both buyers and
sellers may profit from the experience gained through
previous transactions (Andersen, 2001). Accordingly,
we developed the following hypothesis:
Hypothesis 1: Digital channel marketing that
strengthens the relationship between supplier and
value-added reseller is positively linked with the reseller’s intention to sell the supplier’s cybersecurity
solutions.
Informative qualities
The informative qualities of channel marketing ensure
that value-added resellers are kept up to date with campaigns and product developments. Jerman and Zavrsnik (2012) posit that marketing communications
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aimed at downstream channel members play more of
an informational and supportive role than do those that
target end consumers. Marketing communications
need to provide clear, pertinent, and timely information, so that good decisions can be made (Jerman & Zavrsnik, 2012). Hansen and colleagues (2008) suggest
that information sharing increases the value of the supplier-reseller relationship, as perceived by the value-added reseller, and it fosters adaptation and trust in that
relationship. Moreover, Edwards, Battisti, and Neely
(2004) found that suppliers can be a key source of information for buyers, exceeded only by the company’s
internal knowledge acquisition. Hansen, Samuelsen,
and Silseth (2008) point out that suppliers may inform
their value-added resellers about the product-related
information relevant for the relationship, including
changes in pricing, changes in market, new products
and services, as well as organizational changes that
may affect the supplier-reseller relationship. In particular, sales promotion is an informative type of communication that consists of a set of short-term
motivational tools used to encourage buyers to buy
more and promptly (Rahmani et al., 2012).

acquire (Ulaga, 2003). This benefit is especially important with complex technology such as cybersecurity
products and services. Therefore, a supplier of cybersecurity products can provide benefit to value-added resellers by educating and helping them improve their
skills and competences to sell the supplier’s products.
Supplier-provided facilities and tools are among the
key factors that augment the value perceived by downstream channel partners (Simpson et al., 2001). In addition, Simpson, Siguaw, and Baker (2001) contend that
product and service related training is perceived valuable by resellers. These tools include point-of-sale scanner data for inventory, promotion and payment
management, customer management database tools,
and an online presence for Internet marketing. According to Simpson and colleagues (2001), research has
shown that these supplier-provided tools improve the
sales performance of value-added resellers. Also, Lindgreen and colleagues (2006) suggest that the value of
channel marketing goes beyond the immediate value of
goods or services, given that the education the supplier
provides is part of that value.

According to Kalyanam and Brar (2009), high-tech companies such as Cisco, which has invested significantly
in digital channel marketing, training, and certification
programs for its downstream channel members, have
enjoyed increased sales volumes. Therefore, Simpson,
Siguaw, and Baker (2001) argue that the supplier’s activity as a provider of information can serve as a critical informational resource for the reseller. One-way oriented
communication, such as advertising, branding, and other traditional tools, may help the supplier develop an attractive personality profile (Andersen, 2001). Hence, if a
supplier has developed an attractive image in the mind
of the prospective buyer, it may cause the decision
maker to look for information on this particular supplier first: a top-of-the-mind effect (Andersen, 2001).
Hence, we developed the following hypothesis:

We consider the functional objectives to be instrumental by nature, because the supplier helps its value-added
resellers obtain something to improve their sales performance. In doing so, we comprehend the instrumental value of suppliers’ digital channel marketing through
two distinct aspects. First, it implies that value-added
resellers perceive the digital marketing communications of their suppliers as useful, because it helps the resellers to develop and improve their selling skills and
capabilities. Second, it gives the resellers new tools for
selling complex products and services. Based on these
notions, we consider it reasonable to suggest that digital channel marketing by suppliers can support resellers
by providing them with professional skills or practical
tools that improve their sales performance. Therefore,
we developed the following hypothesis for the context
of cybersecurity:

Hypothesis 2: Digital channel marketing that is informative of supplier’s campaigns and price discounts is
positively linked with the reseller’s intention to sell the
supplier’s cybersecurity solutions.

Hypothesis 3: Digital channel marketing that provides
functional support to resellers is positively linked with
the resellers’ intention to sell the supplier’s cybersecurity solutions.

Functional qualities
Functionally motivated communication supports the
capability of downstream channel members to resell
the suppliers’ products. For example, suppliers may
possess specific expertise, which the downstream channel partners may not have in-house or may not want to

Abundant digital channel marketing, sales intention,
and stocking decisions
Previous research does not consistently show whether
more digital marketing is better from the performance
point of view. There may be a valuable premium in frequency and continuity of marketing messages to the
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customers. Danaher and Rossiter (2011) researched
how customers perceive marketing communications
and direct marketing messages they receive from suppliers in various ways, including different channels. Surprisingly, senders rate email more negatively than
receivers do. That is, business receivers view email messages in a positive light, but senders are more cautious
in fear of using it excessively. Thus, it makes sense, for
instance, to send multiple waves of marketing emails,
because marketers in the digital era cannot count on
the recipients to open a particular email message. Consequently, we developed the following hypothesis:
Hypothesis 4: Abundant digital channel marketing is
positively linked with reseller’s intention to sell the
supplier’s cybersecurity solutions.
The theory of reasoned action developed by Fishbein
and Ajzen (1975) and its successor, the theory of
planned behaviour proposed by Ajzen (1985), are
among the most predictive persuasion theories. They
have been applied to studies of the relations among beliefs, attitudes, behavioural intentions and behaviours
in various fields such as advertising, public relations,
and marketing. The theory states that behavioural intention, which is a function of attitudes toward behavioural and subjective norms toward that behaviour,
predict actual behaviour. Thus, we developed the following hypothesis:
Hypothesis 5: The intention of value-added resellers to
sell a supplier’s cybersecurity solutions is positively
linked with its stocking decisions.

Model
Our research model is rooted in previous studies on the
effectiveness of advertising on sales performance. One
of them is the article by Hughes (2013) about the effects
of advertisement on sales efforts and performance of resellers. Jerman and Zavrsnik (2012) confirm that marketing communications have a positive effect on the
market performance of suppliers. With increasing calls
for accountability of significant marketing communication spending, it is imperative to measure the contribution of marketing communication to firm performance
(Jerman & Zavrsnik, 2012).
Lemmink and colleagues (1998) have proposed that
customer value includes emotional, logical, and practical benefits. We amend their conceptualization for a better fit with channel marketing in supply chains, and
anticipate that the supplier’s digital channel marketing
provides resellers with relational, informative, and functional benefits. These benefits comprise the perceived
quality of digital channel marketing, whereas marketing abundance, referring to the extent and volume of
marketing messages, reflects the quantity of marketing.
In our research model, sales intention refers to a reseller’s increased effort to sell the supplier’s products
and the reseller’s stocking decision is understood as the
actual purchase of the supplier’s products to ensure its
stock-and-sell availability. As the hypothesized model
illustrates, we anticipate that both quality and quantity
of a supplier’s digital channel marketing contribute to
the sales intention of its value-added resellers, and, ultimately, to their stocking decisions (Figure 1).

Figure 1. Research model, including the five hypotheses
www.timreview.ca
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Methodology

Results

We conducted an online survey in late 2008 among
Finnish retailers of an internationally operating supplier of cybersecurity products. The company provides a
broad range of data security, cybersecurity, and infrastructure security solutions to value-added resellers in
15 countries in Europe and North America. To select
the target companies for the survey, we administered it
to the active resellers of the supplier’s products. Our
contact at the company sent an invitation to participate
in the survey to 335 potential respondents by email.
The questionnaire yielded 109 usable responses, thus
giving a response rate of 32.5 percent. We measured all
items on a five-point Likert scale (1=“strongly disagree”
to 5=“strongly agree).

The results of our hypothesis testing show that H1, H3,
and H5 are supported, whereas H2 and H4 are not supported. In other words, the results suggest that relational benefits (H1; β=.26, p<.05) and functional benefits
(H3; β=.60, p<.001) of a cybersecurity suppliers’ digital
channel marketing are positively linked with the increased sales intention of the value-added resellers.
Moreover, this sales intention (H5; β=.42, p<.001) is positively linked with the reseller's actual stocking behaviour. On the contrary, informative benefits (H2;
β=-.09, n.s.) and the quantity of marketing in terms of
abundant marketing messages (H4; β=.08, n.s.) are not
linked with the increased sales intension of the valueadded resellers. Table 1 presents the results of hypothesis testing, and Appendix 1 discusses the details of
our analysis.

We chose the Partial Least Squares (PLS) path-modelling method for our empirical analysis. The advantages
of PLS include the ability to model multiple constructs,
to explore the relative importance of the independent
variables, and the ability to handle their multicollinearity. In addition, the method provides us with robustness in the face of missing data; it poses minimum
requirements on measurement levels and allows the
creation of independent latent variables directly on the
basis of cross-products involving the response variables
(Chin et al., 2003; Tenenhaus et al., 2005). These concerns are important in our research setting, where there
is no strong theory to test in order to explain the phenomenon. In practice, PLS helps to avoid biased and inconsistent parameter estimates for equations, which is
appropriate when the research model is in an early
stage of development (Teo et al., 2003). We performed
the empirical analysis using the SmartPLS 2.0 software
by Ringle Wende, and Will (2005).

Every analysis has limitations, which provide opportunities for future research. First, we discussed the quality
of digital channel marketing in terms of relational, informative, and functional benefits. An in-depth review
of marketing communication theory may reveal other
aspects, practices, or occasions that can affect the results. Further analysis could also reveal possible differences between new and established relationships
between supplies and value-added resellers regarding
the impact of supplier’s digital channel marketing on
the behavioural sales intention of resellers (cf. Andersen, 2001). Second, because our study was conducted
in one European country only and focused on cybersecurity as a specific form of complex technology, future
research may test our findings in other countries or
market areas and in other domains beyond cybersecurity. Third, the results may be different if the effective-

Table 1. Results of hypotheses testing (n=109, bootstrap samples=1000, df=115)
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ness of the supplier’s digital channel marketing is measured using other variables. Our analysis measured the
stocking behaviour of value-added resellers in terms of
subjective self-assessment. The behaviour should also
be studied using objective financial and non-financial
outcomes, such as actual sales figures, purchase frequency, or stocking volume. Thus, we call for empirical
research on other variables that could explain a greater
variety of reseller behaviour. It would be particularly interesting to examine if the simultaneous use of multiple
marketing channels affected a reseller’s behavioural
sales intention and stocking behaviour.

Conclusion
The results of this study showed that two types of benefits determine the effectiveness of a cybersecurity supplier’s digital channel marketing: relational and
functional. The former refers to the perceived improvements in the quality of the relationship between suppliers and value-added resellers, and the latter refers to
concrete tools and skills that the supplier can provide
to the resellers. Conversely, the informativeness of communication, measured in terms of timely information
about new offerings, upgrades, sales campaigns, and
promotional offers does not increase the reseller's intention to sell the supplier’s cybersecurity solutions.
This finding is somewhat surprising, given that suppliers of IT products worldwide put a lot of effort into informing their resellers about price discounts and
promotional campaigns. We believe that, because cybersecurity products are characteristically complex and
difficult to comprehend by nature, price offers, campaigns, or even new product features are of little interest to value-added resellers. Rather, the resellers
need to understand these solutions to be able to sell
them at the first place. Cyber-threats are immense and
beyond the control of the end customers, who are profoundly dependent on the knowledge of retailers who
are selling cybersecurity solutions. In turn, these retailers become dependent on the supplier's technological
and domain-specific expertise. Thus, we believe that cybersecurity solution providers, or providers of other
complex technologies, who can assist their retailers to
create clarity in technological complexity, will eventually gain respect and preferential status among the resellers.
Furthermore, the abundance of supplier’s digital channel marketing does not seem to increase intention of
value-added resellers to sell the supplier’s cybersecurity
products. It is likely that the ever-increasing complexity
www.timreview.ca

of cybersecurity solutions cause increased informational and cognitive demands for sales professionals, and
the abundance of information per se – particularly related to provisional special pricing – does not alleviate
their sales burdens. Again, value-added resellers are
keen for practical sales tools that will improve their capability to understand and sell these solutions to end
customers. Such tools may prove the most effective way
of keeping the supplier’s cybersecurity product and service brands at the forefront of the reseller’s minds. In
other words, we found that the marketing effectiveness
of cybersecurity providers’ digital channel marketing is
contingent on the perceived quality rather than the
quantity of digital channel marketing. These findings
are important for cybersecurity providers, because the
perceived quality of digital channel marketing has a direct influence on the intentions of value-added resellers
to sell the supplier’s cybersecurity products, which ultimately leads to stocking decisions. In addition, the findings support previous findings by, for example,
Andersen (2001), who found that marketing communication is connected with relationship development, and
a receiver’s commitment to the sender is preceded by
awareness and persuasion. The findings also support
the work of Kauppila and colleagues (2010), who argue
that social support from developers improves a salesperson’s motivation and decreases their reluctance to
sell new technology. Hence, our contribution to theory
is that the extent to which digital channel marketing
can strengthen the relationship between supplier and
value-added reseller and improve the reseller’s capabilities to sell cybersecurity solutions to end customers
will ultimately determine the effectiveness of channel
marketing.
The study offers some practical implications for cybersecurity solution providers, especially for those wishing
to benefit from the growing market for cybersecurity
products among small and midsized businesses. First,
providers should leverage the power of resellers to better reach the fragmented market. However, they have to
plan their marketing strategy appropriately. That is, instead of focusing on aggressive price discounts, promotional campaigns, and updates on new features and
versions, cybersecurity providers should focus on helping their resellers to understand, communicate, and deliver the value of their cybersecurity solutions to the
end customers in the first place. Also, they should pay
attention to the quality of interaction with their valueadded resellers, because it has the potential to
strengthen or weaken supplier-reseller relationships. In
particular, a supplier’s digital channel marketing
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should focus on building reciprocal trust and commitment that would result in closer and deeper relationships. Second, cybersecurity suppliers should use digital
channel marketing to provide their resellers with concrete sales tools and skills. Value-added resellers commit to sell a cybersecurity solution only if they are able
to understand the solution and its value to end customers. The essence of digital channel marketing is to decrease technology and exchange uncertainty and to
strengthen collaboration and commitment between
suppliers and resellers for improved sales performance.
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Appendix 1. About the Research
We applied the partial least squares (PLS) method of analysis suggested by Wold (1982) to estimate the parameters. First, we ensured that our data of 109 companies and
15 indicators meets the guideline of five or more respondents per indicator (cf. Bentler and Chou, 1987).
Second, we examined composite reliability values (ρc)
and average variance extracted values (ρv) for each latent
variable to assess the reliability and validity of the constructs. The scales seem to perform amply: ρc exceeded
the recommended minimum level of .70 (cf. Fornell and
Larcker, 1981) and ρv exceeded the .50 benchmark (cf.
Diamantopoulos and Siguaw, 2000). Table 2 shows these
values as well as means, standard deviations, and correlations for the constructs.
We examined the correlation matrix of the constructs in
order to assess discriminant validity. Fornell and Larcker
(1981) put forward that satisfactory discriminant validity
among constructs is obtained when the square root of
the average variance extracted is greater than corres-

ponding construct correlations. In our data, the square
root of the average variance extracted exceeded their
correlations for each pair of first-order constructs (see
numbers in parentheses in Table 1). All constructs met
the criterion, which supports the discriminant validity
of the constructs. The scale items used in the survey, as
well as constructs and are listed in Table 3.
The PLS path modelling approach does not include
proper single goodness of fit measure, but we used the
global fit measure (GoF) suggested by Tenenhaus and
colleagues (2005) to evaluate the goodness of fit in our
model. Given that the criteria for small, medium, and
large effect sizes are .10, .25, and .36, the GoF of our
model (.46) indicates a good fit to the data. Furthermore, we assessed the explanatory power of the model
for the dependent constructs by measuring their
squared multiple correlations value (R2). The independent variables were able to explain 62.3 percent of the
variation in reseller’s behavioural sales intention and
17.2 percent of the resulting stocking decision, both of
which are considered appropriate.

Table 2. Construct correlations and descriptive statistics of measures

Citation: Westerlund, M., & Rajala, R. 2014. Effective Digital Channel Marketing for Cybersecurity Solutions. Technology Innovation
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Table 3. Scale items and constructs

Note: The response options ranged from 1 = "strongly disagree" to 5 = "strongly agree".
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“ The truth is rarely pure and never simple. ”
Oscar Wilde (1854–1900)
Writer, poet, and playwright

Critical infrastructure such as power generation and distribution systems, telecommunications networks, pipelines and pipeline control networks, transportation control networks,
financial networks, and government information and communications technology (ICT)
have increasingly become the target of cyber-attacks. The impact and cost of these threats,
as well as regulatory pressure to mitigate them, have created an impetus to secure these critical infrastructures. Managers have many controls and models at their disposal to help
them secure infrastructure technology, including cybersecurity capability maturity models
to enable measurement and communication of cybersecurity readiness to top management
teams, regulators, and customers, thereby facilitating regulatory compliance, corporate responsibility, and improved brand quality. However, information and awareness is lacking
about which models are most appropriate for a given situation and how they should be deployed.
This article examines relevant cybersecurity capability maturity models to identify the
standards and controls available to providers of critical infrastructure in an effort to improve their level of security preparedness. These capability models are described and categorized by their relevance to different infrastructure domains, and then recommendations
are provided on employing capability maturity models to measure and communicate readiness. This article will be relevant to regulators, critical infrastructure providers, and researchers.

Introduction
The critical infrastructures that make our way of life
possible are increasingly vulnerable to cyber-attack.
These critical infrastructures are defined as assets or
systems required for the security and well being of citizens, including systems to produce and distribute water, electricity, and fuel, and communication networks
(Public Safety Canada, 2009; Yusta et al., 2011;
European Commission, 2013; U.S. Department of
Homeland Security, 2013). Accordingly, disruption to
one or more of these critical infrastructures usually incurs substantial human and financial cost, which is often the point of a cyber-attack and the reason such
infrastructures are targeted by actors who may be motivated by profit or sociopolitical causes, among other
motivations (Grau & Kennedy, 2014).
www.timreview.ca

As the types of connectivity and volumes of data flow increase, the potential for cyber-attacks increases
(Dupont, 2013) and brings greater focus on the security
of critical infrastructures. In preparing their systems to
withstand cyber-attacks, operators of critical infrastructure are faced with myriad controls and standards, and
many of their implementations are incomplete or inconsistent, which further exacerbates the threat environment and provides a false sense of security (Chaplin
& Akridge, 2005). To properly secure critical infrastructure and accurately report on its readiness to withstand
cyber-threats, operators need a common measurement
apparatus in addition to standard controls.
Providers of critical infrastructure have turned to cybersecurity capability maturity models to provide a framework for assessing and reporting cybersecurity
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readiness. A capability maturity model improves the
maturity and efficacy of controls employed to secure
critical infrastructures. Such models delineate a sequence of maturity levels for a class of objects and represent an anticipated, desired, or typical evolution path
of these objects shaped as discrete stages (Becker et al.,
2009). This evolution should be sequential in nature
and should have defined criteria for measurement
(Wendler, 2012). A cybersecurity capability maturity
model should be interpreted by subsector organizations of various types, structures, and sizes for the purpose of augmenting existing enterprise cybersecurity
plans (U.S. Department of Energy, 2014). Cybersecurity
capability maturity models have been developed for
specific industry subsectors, but government implementation methods vary globally: public-private collaborations are the most common form of implementation
in the United States and Canada, whereas regulatory
schemas are more common in Europe and elsewhere
(Yusta et al., 2011). And, as we will show in this article,
the existing models tend to be descriptive, not prescriptive, in nature.
Given that cybersecurity is a global priority and a
shared responsibility, there should be adequate motivation to develop more comprehensive critical infrastructure definitions and cybersecurity capability maturity
models (Agresti, 2010). But, unfortunately, as we argue
in this article, our toolkit of cybersecurity capability maturity models is itself insufficiently mature to address
the full extent and magnitude of cyber-threats facing
critical infrastructure today.
The purpose of this article is to examine current cybersecurity maturity models and evaluate their applicability
to
providers
of
interdependent
critical
infrastructures such as municipal governments. It contributes to practice by identifying a new category for assessing cybersecurity issues resulting from the
interdependency of critical infrastructure. The article
also highlights a gap in the existing cybersecurity literature relative to the adoption of capability maturity models
by
operators
of
interdependent
critical
infrastructures such as municipalities, which are often
responsible for power, water, and emergency services,
for example. By understanding this new category, researchers and practitioners alike will be better
equipped to influence adoption of capability maturity
models in securing and reporting on critical infrastructure cybersecurity readiness.
The article is organized as follows. First, we examine
definitions of critical infrastructure and related regulatwww.timreview.ca

ory frameworks in the European Union, the United
States, and Canada. Next, we outline common threats
to critical infrastructure. Then, we review and categorize the characteristics of current cybersecurity capability maturity models and their applicability to critical
infrastructure operators, particularly those who have interdependent systems, such as municipalities. Finally,
we offer managerial recommendations for employing
cybersecurity capability models, identify gaps in the literature, and highlight areas for further study.

What is Critical Infrastructure?
Critical infrastructure includes any element of a system
that is required to maintain societal function, maintain
health and physical security, and ensure social and economic welfare (Yusta et al., 2011). Widely accepted examples of critical infrastructure are energy and utilities,
financial systems, food, transportation, government, information and communications technology, health,
and water purification and distribution. However, these
elements do not operate in isolation today. Increasingly, connectivity and interdependencies between
such systems increase the complexity of managing critical infrastructure and modelling the risks of cybersecurity threats (Rahman et al., 2011; Xioa-Juan &
Li-Zhen, 2010). Indeed, Xiao-Juan and Li-Zhen (2010)
state that “the computerization and automation of critical infrastructures have led to pervasive cyber interdependencies”. And, Rahman, Martí, and Srivastava
(2011) discuss the difficulty in assessing the effects that
failures in communications networks may have on municipal infrastructures such as hospitals and emergency
services. They further state that cyber-interdependencies comprise a fundamental class of interdependency
in critical infrastructure networks.
To help cope with the security risks associated with the
complexity and interdependencies within various critical infrastructure systems, standards bodies and federal
agencies in at least twelve countries or regions have
defined criteria for security standards as well as implementation methods (Yusta et al., 2011). For example,
the European Union (EU) has moved towards a legislated critical infrastructure regimen through the
European Programme for Critical Infrastructure Protection (EPCIP), and the United States has adopted a cooperative model between the Department of Homeland
Security and industry with the National Infrastructure
and Protection Plans of 2009 and 2013. In Canada and
the United Kingdom, cooperative frameworks are also
in place through the National Strategy for Critical Infrastructure and the Centre for the Protection of National
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Infrastructure, respectively (Table 1). As a EU member,
the United Kingdom has authored its own framework
as recommended in the EPCIP.
In these four examples of federal government regulatory frameworks, only the EPCIP legislates a response
from government and industry operators of critical infrastructure. In the EPCIP, obligations on EU nations
are specified and supports are made available for EPCIP adoption by member states. In each of the remaining three examples – Canada, the United Kingdom,
and the United States – a cooperative framework
between government and operators is employed to
foster communication of best practices for critical infrastructure and threats against it. These frameworks
rely on adoption by operators rather than mandating
compliance.
The literature on critical infrastructure emphasizes the
importance and difficulty of assessing the cybersecurity readiness of interdependent networks. Each of the
four frameworks in Table 1 recognizes interdependencies of critical infrastructure based on geographic considerations and specifies that collaboration is required
to ensure an adequate response to critical infrastructure failures. However, when defined critical infrastructure such as water and power distribution, traffic
control, emergency services, and the like are considered, the linkage between interdependent critical infrastructure and municipal governments as operators
of multi-faceted critical infrastructure becomes apparent. Municipal governments require a framework suitable for evaluating and reporting the readiness of their
interdependent critical infrastructures.

Threats to Critical Infrastructure
As the complexity and interdependencies of critical infrastructure increase, providers of critical infrastructure
must cope with increasing vulnerability of their management systems to cyber-threats. As outlined in the
US National Strategy for the Physical Protection of Critical Infrastructures and Key Assets (Office of the US President, 2003), three effects may constitute vulnerability
on a system:
1. Direct infrastructure effect: Cascading disruption or
arrest of the functions of critical infrastructures or
key assets through direct attacks on a critical node,
system, or function.
2. Indirect infrastructure effect: Cascading disruption
and financial consequences for government, society,
and economy through public and private sector reactions to an attack.
3. Exploitation of infrastructure: Exploitation of elements of a particular infrastructure to disrupt or destroy another target.
The increasing complexity of such system vulnerabilities, and the complexity of the threats themselves, necessitates cooperation between the industry and the
government. These existing and emerging trends lead
to a requirement for the consistent implementation of
cybersecurity by industry stakeholders, key infrastructure providers, and government in order to protect critical infrastructure vital to financial, commercial, and
social well being.

Table 1. Examples of cybersecurity regulations and frameworks
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Cybersecurity Capability Maturity Models
Increased awareness of threats to constituents, and
compliance frameworks at the federal government and
industry levels, have created a need to assess and report on the readiness of the critical infrastructure provider using cybersecurity capability maturity models.
With their roots in the software industry, capability maturity models originally represented a path of improvements recommended for organizations that want to
increase their software process capability (Wendler,
2012). Typically, a capability maturity model has two
components: i) a means of measuring and describing
the development of an object in a sequential manner
showing hierarchical progression, and ii) criteria for
measuring the capabilities of the objects such as conditions, processes, or application targets. Together, these
components provide a sequence of maturity levels for a
class of objects. In other words, a capability maturity
model represents an anticipated, desired, or typical
evolution path of these objects shaped as discrete
stages (Becker et al., 2009). They allow an organization
to examine its capabilities sequentially in multiple dimensions and show hierarchical progression, thereby
generating yardsticks representing defined maturity
levels.
The concept of capability maturity models has been extended to the domain of cybersecurity and can be applied to the protection of critical infrastructure. In lieu
of simple checklists, managers now have well-defined
criteria against which to measure the maturity of their
preparedness against cyber-threats (Debreceny, 2006;
Lahrmann et al., 2011; Siponen, 2002), with models
shifting from early examples such as the International
Organization for Standardization's Systems Security
Engineering Capability Maturity Model (SSE-CMM),
Citigroup's Information Security Evaluation Model
(CITI-ISEM) and Computer Emergency Response
Team / CSO Online at Carnegie Mellon University
(CERT/CSO) around the turn of the century to modern
initiatives such as the current International Organization for Standardization (ISO/IEC) standards, the National Institute of Standards and Technology (NIST)
Cybersecurity framework, the U.S. Department of Energy's Cybersecurity Capability Maturity Model
(C2M2), and the U.S. Department of Homeland Security’s NICE-CMM released in 2014. These modern cybersecurity capability maturity models provide the stages
for an evolutionary path to developing policies and processes for the security and reporting of cybersecurity
readiness of critical infrastructure.
www.timreview.ca

The U.S. Department of Energy’s C2M2, as well as the
companion capability maturity models ES-C2M2 and
ONG-C2M2, provides a maturity model and evaluation
tool to facilitate cybersecurity readiness for operators
of energy production and distribution networks.
However, this tool is specific to the energy sector,
which limits its applicability.
The U.S. Department of Homeland Security’s NICECMM and the Software Engineering Institute at Carnegie Mellon University focus on workforce development,
process maturity, and operational resilience practices
to aid organizations in cybersecurity readiness. They
do not offer specific cybersecurity best practices,
however. Additional frameworks must be employed in
conjunction with these models.
The ISO standards provide guidance covering the range
of device certification (ISO/IEC 15408), information
security management systems (ISO/IEC 27001), and
software security engineering processes (ISO/IEC
21827 or SSE-CMM). Used together, these standards
provide a complementary regimen for an organization's cybersecurity readiness; however, navigating the
many standards is complicated and has time and cost
implications.
The NIST cybersecurity framework provides a set of
activities to aid organizations in developing individual
readiness profiles. Although this framework is robust, it
relies on operators to voluntarily develop individual
profiles for their organizations.
The models described here – and summarized in Table
2 – provide guidance for organizations to prepare cybersecurity readiness plans, but aside from the ISO
standards, they offer only high-level advice, and many
apply only to specific industry verticals. The ISO standards, while offering more specific advice, are complicated to implement and do not specifically address our
operators of interdependent critical infrastructure such
as municipal governments. Thus, a model specific to
this category of operator is required to adequately prepare for the possible cyber-attacks on municipal critical infrastructure.

Adoption of Cybersecurity Capability
Maturity Models
Our review of the available cybersecurity capability maturity models shows that they are complicated to implement, have time and cost implications, and an
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Table 2. Cybersecurity capability maturity models for critical infrastructure

organization's processes may need to be refined during
implementation. However, three of the regulatory
frameworks in Table 1 rely on their voluntary adoption
by operators of critical infrastructure, leading us to ponder how adoption of these models can be fostered effectively in an unlegislated environment.
Rogers (1983) explains that large organizations such as
municipalities can be seen as laggards in his diffusion
of innovation adopter categories. Diffusion of innovation theory also identifies five factors that impact adoption: relative advantage (i.e., the value that the
innovation provides over the current method); compatibility (i.e., how easily the innovation incorporates into
the current routine), simplicity (i.e., whether the innovation is difficult to use); trialability (i.e., how easy it is to
try the innovation without commitment); and observability (i.e., how visible the innovation is in a community
of the adopter's peers). Considering these five factors
and the adopter categories, several categories of motivwww.timreview.ca

ators and capabilities must be addressed to prompt adoption of cybersecurity capability maturity models by a
given operator.
For example, increased observability of vulnerabilities
by a critical-infrastructure operator peer group can inform executives on the will and direction of their association and may form the impetus for adoption by the
industry. Similarly, enhancing the regulatory frameworks shown in Table 1 or brand damage resulting
from exploitation can inform executives on their obligations to securing critical infrastructure and form the impetus for adoption. The availability of applicable
capability maturity models for the operator and competent staff may address the factors of simplicity and
trialability. We contend that applying diffusion of innovation theory to assess adoption methods will help
build a cybersecurity capability maturity model for operators of interdependent critical infrastructure such as
municipal governments.
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Conclusion
Modern society has become increasingly dependent on
the computers and systems that control our critical infrastructure and in doing so have created a scenario
whereby a cyber-attack can have serious impacts on
our way of life. In the case of municipal governments
that operate a network of interdependent systems, the
impacts of such a cyber-attack could be far reaching.
The unique properties and criticality of these entities
constitutes a new category of critical infrastructure provider that warrants study.
Our review of the current cybersecurity capability maturity models highlighted that, although many models
exist, none are specifically crafted to address the scenario of an operator of multiple interdependent systems.
Rather, they are focused on federal infrastructures or
specific industry sub-sectors, and are all at a high level.
The absence of a cybersecurity capability maturity model for municipal governments provides an opportunity
for further research to industry experts and researchers
of cybersecurity capability maturity models.
Although the regulatory frameworks shown in Table 1
provide clear definitions of critical infrastructure and
the need to secure them, they lacked a focus on adoption of cybersecurity capability maturity models, relying on operators to define and adopt best practices. We
postulate that Rogers' (1983) diffusion of innovation
theory can be applied when building and facilitating industry adoption of a cybersecurity capability maturity
model for municipal operators of critical infrastructure,
and this topic may be worthy of further study.
This article contributes to the literature in two ways.
1. It identifies a new category for operators of interdependent networks of critical infrastructure, highlighting the need for a cybersecurity capability maturity
model for operators such as municipal governments.
2. It highlights a gap in the literature relative to the adoption of cybersecurity capability maturity models,
particularly at the municipal level, providing an opportunity for further research.

www.timreview.ca

In summary, this article discussed critical infrastructure, cybersecurity capability maturity models, and
factors affecting their adoption. We found that there is
an opportunity to develop a cybersecurity capability
maturity model that better addresses the unique properties of operators of interdependent critical infrastructures. Researchers may seize the opportunities for
further study on cybersecurity capability maturity models and their adoption. Operators should consider Rogers' five-factors when reviewing their plans for
augmenting their cybersecurity readiness.
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Q&A
Chen Han and Rituja Dongre

Q. What motivates cyber-attackers?
A.
The need to understand the motivations of cyberattackers is great, given that "cybersecurity risks pose
some of the most serious economic and national
security challenges of the 21st Century" (The White
House, 2009). However, the motivations behind cyberattacks intended to cause economic impacts may be
different from those posing a threat to national
security. And, in many cases, the real purpose and
primary objective of a cyber-attack may be hidden or
obscured, even if the attacker claims responsibility
(Shakarian et al., 2013).
Nonetheless, to help tease out and understand
common motivations, cyber-attackers may be
categorized, noting that a given attacker may belong
to more than one category (Andress & Winterfeld,
2011). For example, politically motivated cyberattacks may be carried out by members of extremist
groups who use cyberspace to spread propaganda,
attack websites, and steal money to fund their
activities or to plan and coordinate physical-world
crime (Gandhi et al., 2011). Generally, the reason for
non-politically motivated attacks is generally

financial, and most attacks are considered as cybercrime (Andreasson, 2011), but many cyber-attacks are
motivated by deeply-rooted socio-cultural issues
(Gandhi et al., 2011).
As shown in Figure 1, cyber-attackers can be broadly
considered "insiders" or "outsiders" (Russell &
Gangemi, 1993), meaning that they act from within an
organization or attempt to penetrate it from the outside.
The three basic categories of insiders are: i) disgruntled
employees, who may launch retaliatory attacks or
threaten the safety of internal systems; ii) financially
motivated insiders, who may misuse company assets or
manipulate the system for personal gain (although
some insiders may be acting on ethical grounds or for
other reasons); and unintentional insiders, who may
unwittingly facilitate outside attacks, but are not strictly
speaking primary attackers (Andress & Winterfeld, 2011).
Outsiders can be classified based on their organization,
motives, and professional level: organized attackers,
hackers, and amateurs.

Figure 1. Categories of cyber-attackers
www.timreview.ca
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1.

Organized attackers: include organizations of
terrorists, hacktivists, nation states, and criminal
actors. Terrorists are those who seek to make a
political statement or attempt to inflict psychological
and physical damage on their targets, in order to
achieve their political gain or create fear in
opponents or the public (Howard, 1997; Lewis, 2002;
Cohen et al., 1998). Hacktivists seek to make a
political statement, and damage may be involved, but
the motivation is primarily to raise awareness, not
encourage change through fear. Nation-state
attackers gather information and commit sabotage
on behalf of governments (Cohen et al., 1998), and
are generally highly trained, highly funded, tightly
organized, and are often backed by substantial
scientific capabilities. In many cases, their highly
sophisticated attacks are directed toward specific
goals, but their specific motives may be mixed
(Cohen et al., 1998). Criminal actors are usually
"organized groups of professional criminals" (Cohen,
et. al, 1998), and they may act within complex
criminal ecosystems in cyberspace that are both
"stratified and service oriented" (Grau & Kennedy,
2014). Perpetrators of organized crime are typically
focused on control, power, and wealth (Gragido et al,
2012).

2. Hackers: may be perceived as benign explorers,
malicious intruders, or computer trespassers (Hafner
& Markoff, 1991; Lachow, 2009). This group includes
individuals who break into computers primarily for
the challenge and peer status attained from obtaining
access (Howard, 1997). In some cases, hacking is not
a malicious activity; a "white hat" hacker is someone
who uncovers weaknesses in computer systems or
networks in order to improve them, often with
permission or as part of a contract with the owners.
In contrast, "black hat" hacking refers to malicious
exploitation of a target system for conducting illegal
activities. In most cases, black hat hackers could be
hired by or be sponsored by criminal organization or
governments for financial gain or political purpose.
Thus, hacking can involve espionage (i.e., to obtain
secrets without the permission of the holder of the
information, primarily for personal, political, or
criminal purposes), extortion (i.e., to extract money,
property, or other concessions by threatening harm),
theft (i.e., to steal valuable data, information,
intellectual property, etc.), vandalism (i.e., to cause
damage) (Shakarian et. al, 2013; Cohen et. al, 1998;
Howard, 1997).
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3. Amateurs: less-skilled hackers, also known as "script
kiddies" or "noobs" often use existing tools and
instructions that can be found on the Internet. Their
motivations vary: some may simply be curious or
enjoy the challenge, others may be seeking to build
up and demonstrate their skills to fulfill the entry
criteria of a hacker group (Andress & Winterfeld,
2011). However benign their intentions may be, the
tools used by amateurs can be very basic but
powerful. Despite their lower skill skills, they can
cause a lot of damage or, after gaining enough
experience,
may
eventually
"graduate"
to
professional hacking.
Although these categories are presented as discrete
groups, there can be some overlap or difficulty placing
a given situation into a particular box. For example, a
group of hackers can act in a coordinated fashion, and
in this sense could be considered "organized attackers."
The categories of cyber-attackers enable us to better
understand the attackers' motivations and the actions
they take. As shown in Figure 2, operational
cybersecurity risks arise from three types of actions: i)
inadvertent actions (generally by insiders) that are
taken without malicious or harmful intent; ii) deliberate
actions (by insiders or outsiders) that are taken
intentionally and are meant to do harm; and iii)
inaction (generally by insiders), such as a failure to act
in a given situation, either because of a lack of
appropriate skills, knowledge, guidance, or availability
of the correct person to take action (Cebula & Young,
2010). Of primary concern here are deliberate actions,
of which there are three categories of motivation
(Gandhi et al., 2011):
1. Political motivations: examples include destroying,
disrupting, or taking control of targets; espionage;
and making political statements, protests, or
retaliatory actions.
2. Economic motivations: examples include theft of
intellectual property or other economically valuable
assets (e.g., funds, credit card information); fraud;
industrial espionage and sabotage; and blackmail.
3. Socio-cultural motivations: examples include attacks
with philosophical, theological, political, and even
humanitarian goals (Gradido et al., 2012). Sociocultural motivations also include fun, curiosity, and a
desire for publicity or ego gratification.
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the continual onslaught of successful cyber-attacks against
”
“ Given
banks, governments, and retailers, one has to wonder whether any
progress is being made in computer security at all. How is it possible to
reconcile the huge investments that have been made in securing
networks and computers with the fact that attackers are still routinely
breaching what should be highly protected networks? What metrics
can explain the situation and how can we evaluate those metrics
through simulation or other means?
George Cybenko
Professor of Engineering, Dartmouth College

Overview
The TIM Lecture Series is hosted by the Technology
Innovation Management program (timprogram.ca) at
Carleton University in Ottawa, Canada. The lectures
provide a forum to promote the transfer of knowledge
between university research to technology company executives and entrepreneurs as well as research and development personnel. Readers are encouraged to share
related insights or provide feedback on the presentation or the TIM Lecture Series, including recommendations of future speakers.
The sixth TIM lecture of 2014 was held at Carleton University on October 8th, and was presented by George
Cybenko, the Dorothy and Walter Gramm Professor of
Engineering at Dartmouth College in New Hampshire,
United States. In the first part of his lecture, Cybenko
provided an overview possible security metrics together
with their pros and cons in the context of current IT security practices. In the second part of the lecture, Cybenko presented a modelling and simulation approach
that produces meaningful quantitative security metrics
as the basis for a more rigorous science of cybersecurity.

Summary
To begin his lecture, Cybenko highlighted the many
high-profile cyber-attacks that dominate headlines
today, which stand in contrast to massive investments
in cybersecurity research and practices, as well as the
creation of many cybersecurity companies, over the
past 10 to 15 years. Thus, he then challenged the research community – himself included – to demonstrate
www.timreview.ca

greater progress over the next 10 years in terms of our
capacity to mitigate the impacts of cyber-attacks. And,
in introducing the key subject of his lecture, he pointed
to the potential for cybersecurity metrics and simulation as a promising avenue to facilitate such progress.
To be effective, cybersecurity metrics should be:
1. Reproducible: when measuring a particular phenomenon, two people should be able to independently arrive at the same results.
2. Relevant: organizations must find the metrics operationally relevant and actionable.
3. A basis for comparison: metrics must facilitate comparisons between architectures, applications, systems, networks, etc.
4. A basis for claims: metrics must facilitate evaluations
of systems and architectures to quantify their suitability to particular applications.
In developing metrics, we must also take into account
the computer security lifecycle, which progresses from
security concepts (i.e., an understanding of the technology and relevant threats), to architecture (i.e., an abstraction of the design), to implementation (i.e., code,
hardware, support, and access), and then to operations
(i.e., forensics on past events, real-time monitoring and
patching of present conditions, and predicting future
events). Metrics must be considered at each step in the
lifecycle so that they can be effective once the operations stage is reached.
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Next, Cybenko recognized a common skeptical view of
security metrics, which, in its extreme form, rejects the
need for metrics altogether, arguing that a system is
either secure or it is not. However, when challenged to
provide an example of a secure system, such skeptics
struggle to come up with definitive examples. Thus, in
practice, it is worthwhile recognizing a spectrum of
computer security and using metrics to try to evaluate
just how secure a given system is.
Proposed approaches to cybersecurity metrics include:
1. Penetration testing: automated tools that run a set of
exploits against a network; by definition, penetration
tests use only known exploits and cannot assess vulnerabilities or weaknesses that might be revealed by
a human attacker.
2. Red teams: expert hackers hired to assess or attempt
to break into a system; however, the perceived protection level is limited to the expenditure on testing
(i.e., a company may pay a "Red Team" $X to assess a
system, but hackers would expend effort exceeding
$X to reach assets of greater value, and much greater
human effort may expended for the same cost in
countries where the labour rate is much lower).
3. Compliance: controls and standards for development, software, architecture, etc.; the protection
level is only as good as the compliance standards;
can redirect an organization's security expenditure
away from novel and up-to-date approaches.
4. Response times: how quickly is a system patched?
How quickly does an organization identify and respond to incidents? What is the optimal policy for disclosing vulnerabilities?
5. Software size, complexity, and constructs: may be indicators of security vulnerability
Each of these approaches has its benefits and shortcomings; however, it may be more useful to think about the
field of cybersecurity metrics within the context of risk
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analysis. Thus, the expected cost of security may be calculated based on the probability and costs of potential
losses. For example, in cases where expected losses due
to fraud and intrusions exceed the costs of technology
updates, the justification for improved technology becomes clear.
Next, in the second part of the lecture, Cybenko presented an alternative, simulation-based approach to cybersecurity metrics, which attempt to quantify
cybersecurity. In particular, he focused on the QuERIES
methodology, which was also detailed in Cybenko's
2013 article in the TIM Review (Hughes & Cybenko,
2013). The QuERIES methodology quantifies cybersecurity risk following an analogy from physical security,
where the "time to compromise" in a system is a measureable performance metric. In cybersecurity, the time
it takes an attacker to complete a successful attack
against a protected software system provides a similar
metric, which can be simulated and then presented in a
probability distribution.
The QuERIES methodology simulates the value of success to an attacker if they are able to succeed within a
particular amount of time. Thus, the value of the asset
to an attacker changes over time because there is a cost
to continued effort, and at some point, no amount of effort may be worth the value of the target asset. And, this
type of risk-analysis approach is used to assess the progression of cyber-attack, it becomes possible to calculate the optimal time for an attacker to abandon an
attack based on the cost of the attack and the value of
the asset. Ideally, cybersecurity defenses could be sufficiently robust that the attacker's cost of attacking
would be prohibitively high, and an attack would not
even be initiated.
For a fuller explanation of the QuERIES methodology,
see:
Hughes, J., & Cybenko, G. 2013. Quantitative Metrics
and Risk Assessment: The Three Tenets Model of
Cybersecurity. Technology Innovation Management
Review, 3(8): 15–24. http://timreview.ca/article/712
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Author Guidelines
These guidelines should assist in the process of translating your expertise into a focused article that
adds to the knowledge resources available through the Technology Innovation Management Review.
Prior to writing an article, we recommend that you contact the Editor to discuss your article topic,
the author guidelines, upcoming editorial themes, and the submission process: timreview.ca/contact

Topic

Format

Start by asking yourself:

1. Use an article template: .doc .odt

• Does my research or experience provide any new insights
or perspectives?

2. Indicate if your submission has been previously published elsewhere. This is to ensure that we don’t infringe upon another publisher's copyright policy.

• Do I often find myself having to explain this topic when
I meet people as they are unaware of its relevance?
• Do I believe that I could have saved myself time, money,
and frustration if someone had explained to me the issues surrounding this topic?
• Am I constantly correcting misconceptions regarding
this topic?
• Am I considered to be an expert in this field? For example, do I present my research or experience at conferences?
If your answer is "yes" to any of these questions, your
topic is likely of interest to readers of the TIM Review.
When writing your article, keep the following points in
mind:

3. Do not send articles shorter than 1500 words or
longer than 3000 words.
4. Begin with a thought-provoking quotation that
matches the spirit of the article. Research the source
of your quotation in order to provide proper attribution.
5. Include a 2-3 paragraph abstract that provides the
key messages you will be presenting in the article.
6. Provide a 2-3 paragraph conclusion that summarizes
the article's main points and leaves the reader with
the most important messages.
7. Include a 75-150 word biography.
8. List the references at the end of the article.

• Emphasize the practical application of your insights
or research.

9. If there are any texts that would be of particular interest to readers, include their full title and URL in a
"Recommended Reading" section.

• Thoroughly examine the topic; don't leave the reader
wishing for more.

10. Include 5 keywords for the article's metadata to assist search engines in finding your article.

• Know your central theme and stick to it.

11. Include any figures at the appropriate locations in
the article, but also send separate graphic files at
maximum resolution available for each figure.

• Demonstrate your depth of understanding for the topic, and that you have considered its benefits, possible
outcomes, and applicability.
• Write in a formal, analytical style. Third-person voice is
recommended; first-person voice may also be acceptable depending on the perspective of your article.
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TIM is a unique Master's program for innovative
engineers that focuses on creating wealth at the early
stages of company or opportunity life cycles. It is offered
by Carleton University's Institute for Technology
Entrepreneurship and Commercialization. The program
provides benefits to aspiring entrepreneurs, employees seeking more senior
leadership roles in their companies, and engineers building credentials and
expertise for their next career move.
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