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Introduction

Over forty years ago in his book Future Shock, Alvin 
Toffler (1971) recognized that our rapid technological 
advances were accompanied by side effects and haz-
ards. This is certainly true of supply chains in the 21st 
century, where information technology is often an in-
tegral part of both the supplied product or service, and 
the supply chain infrastructure.

To stay competitive in a global economy, deliver 
timely responses to changing customer demands, and 
meet increasing service expectations, organizations 
have adapted their supply chains by incorporating 
computer-based management systems (Christopher & 
Towill, 2002), automating many processes using cyber-
physical systems, and reducing stocks through the de-
ployment of just-in-time manufacturing and produc-
tion-to-order systems. This widespread use of 
information technology and advances in connectivity 
have transformed many businesses and transferred 
supply chain information flows from paper or the tele-
phone to digital transactions and databases (WEF, 
2013). The improved communications flow has also 
delivered significant advances in the service offered by 

supply chains to their customers, enabling the tracking 
of goods through the logistics chain.

These innovations place significant demands on sup-
ply chains, with the role of information technology 
now critical to the delivery of responsive, cost-effective 
manufacturing and supply (Christopher & Peck, 2004; 
Khan & Stolte, 2014).

This article discusses how, in many information tech-
nology systems, insufficient attention has been paid to 
overall system resilience and security issues, creating 
significant cybersecurity and cyber-resilience vulnerab-
ilities. It examines what is meant by cyber-resilience 
and cybersecurity, and outlines the attributes that af-
fect the cyber-resilience of a system or system-of-sys-
tems. Although the underpinning work originates in 
the construction and built-environment sectors, this 
article demonstrates that it can be applied more widely.

What Do We Mean by Cyber-Resilience and 
Cybersecurity?

The World Economic Forum (WEF, 2012) defined
cyber-resilience as “the ability of systems and organiza-

There has been a rapid growth in the use of communications and information technology, 
whether embedded in products, used to deliver services, or employed to enable integration 
and automation of increasingly global supply chains. Increased use of information techno-
logy introduces a number of cybersecurity risks affecting cyber-resilience of the supply 
chain, both in terms of the product or service delivered to a customer and supply chain oper-
ation. The situation is complicated by factors such as the global sourcing of technology com-
ponents or software, ownership of the systems in a supply chain, different legal jurisdictions 
involved, and the extensive use of third parties to deliver critical functionality. This article ex-
amines the cyber-resilience issues related to the supply of products, services, and the supply 
chain infrastructure considering the nature of threats and vulnerabilities and the attributes 
of cybersecurity. In doing so, it applies a model for cybersecurity that is adapted from the 
Parkerian hexad to explore the security and trustworthiness facets of supply chain opera-
tions that may impact cyber-resilience.

Our technological powers increase, but the side effects 
and potential hazards also escalate.

Alvin Toffler
Writer and futurist
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tions to withstand cyber events, measured by the com-
bination of mean time to failure and mean time to re-
covery”. The use of the term “cyber” is intended to 
encompass the “interdependent network of informa-
tion technology infrastructures, and includes techno-
logy "tools" such as the Internet, telecommunications 
networks, computer systems, and embedded pro-
cessors and controllers in critical industries”. Although 
not defined by the WEF, it is assumed that a cyber-
event is therefore any disturbance to this interdepend-
ent network that leads to loss of functionality, con-
nectivity, performance, or capacity (i.e., a breach of the 
network's cybersecurity). Such events are all too com-
mon, with frequent publicity about yet another serious 
security breach on an IT system. Notable recent ex-
amples include the cyber-attacks on Sony and Target. 
The latter incident is of particular significance given 
that the attack originates in the company's supply 
chain, with the initial compromise of an HVAC suppli-
er's systems (Krebs, 2014).

There is a common misconception, reinforced by me-
dia coverage of incidents, that cybersecurity is solely 
about technology. This is not the case: good cybersecur-
ity is based on a holistic approach that encompasses 
people, process, physical, and technological aspects 
(Boyes, 2014a). A weakness in the treatment or imple-
mentation of one or more of these aspects will under-
mine the overall cybersecurity of a system or business 
process. For example, if an individual does not practice 
good cyber-hygiene or fails to follow established secur-
ity processes – such as failing to protect sensitive phys-
ical storage media from theft or loss – then there is an 
increased risk of compromise.

The lack of attention to system security and resilience, 
referred to in the introduction, is illustrated by the 
Apple ”goto fail” bug and the ”Heartbleed” vulnerabil-
ity (Boyes et al., 2014). In the case of the former, a 
simple coding error exposed all iOS users to a serious 
vulnerability in the Transport Layer Security (TLS) pro-
tocol, which is used by applications to secure Internet 
communications. In the latter, poorly written code, 
which had not been subject to adequate inspection or 
test, exposed users of OpenSSL to a serious vulnerabil-
ity. The affected OpenSSL software had been deployed 
by many of the major industrial control systems (ICS) 
suppliers. In both cases, the cause of the security 
breach is poor software engineering and a failure to de-
tect coding errors during integration and testing.

Figure 1 illustrates the categories of risk that need to be 
considered when assessing the cyber-resilience of a sup-
ply chain. The presence of nature may seem at odds in a 
discussion of cyber-resilience, however, it is important 
to recognize that natural events can have significant im-
pact on communications and IT infrastructure. For ex-
ample, solar storms can disrupt wireless 
communications, both on a global scale for satellite 
communications and on a local scale for mobile com-
munications (3G and 4G). Natural causes, such as earth-
quakes, floods, and damage by animals may also 
damage or disrupt cable connections carrying tele-
phony and Internet traffic, thus interfering with a sup-
ply chain.

To improve the cyber-resilience of a supply chain, it is 
essential to understand the various aspects that should 
be addressed in designing for cybersecurity. Much of 
the good practice currently available is based on the in-
formation assurance community's use of the “CIA tri-
ad”: confidentiality, integrity, and availability. However, 
this approach does not adequately address the cyber-se-
curity of complex global information technology sys-
tems or the cyber-physical systems used in our supply 
chains. An alternative approach, which is better suited 
to these complex systems, is to start by considering the 
Parkerian hexad (Parker, 2002), which comprises confid-

Figure 1. Threats and vulnerabilities that affect cyber-
resilience
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entiality, integrity, and availability, plus utility, authenti-
city, and possession. The rationale for this approach is 
that the hexad better encompasses the security consid-
erations that apply to control systems and cyber-physic-
al systems (Boyes, 2014b); however, it does not fully 
address the need for systems to be trustworthy.  

The United Kingdom Government has supported the 
development of a publicly available specification for 
trustworthy software, where trustworthiness is based 
upon five facets: safety, reliability, availability, resili-
ence, and security (BSI, 2014). It is therefore proposed 
that, in considering the cyber-resilience of the complex 
systems in the supply chain, we should augment the 
Parkerian hexad with two additional attributes, safety 
and resilience, as illustrated in Figure 2. Although the re-
liability of the supply chain is a by-product of address-
ing the other attributes, the model associates it with 
availability. 

This model for cyber-security enables us to consider the 
supply chain from three perspectives:

1. The continuity of operations, including safety of per-
sonnel and assets (i.e., availability, safety, and resili-
ence)

2. The control of access and system operations (i.e., con-
fidentiality and possession)

3. The quality and validity of information, including the 
system's configuration (i.e., integrity, utility, and au-
thenticity)

This model has been developed based on investigation 
of the security and resilience issues affecting cyber-phys-
ical systems (Boyes, 2014b) and has been extended to 
fully integrate the facets of trustworthiness (BSI, 2015). 

The importance of the individual perspectives and their 
underpinning attributes will vary between supply 
chains, but serious vulnerabilities in any attribute or per-
spective are likely to result in significant loss of overall 
cyber-resilience. In the following sections, this model 
will be applied to explore the cyber-resilience of the sup-
ply of products, the supply of services, and the supply 
chain infrastructure.

Cyber-Resilience and the Supply of Physical 
Products or Assets

The scale and complexity of the supply chains for physic-
al products or assets vary widely, but the generic end-to-
end process may be represented as shown in Figure 3. 
From a cyber-resilience perspective, there are a number 
of areas that could be disrupted:

• the specification and design process for new, bespoke, 
or customized products

Figure 2. Cybersecurity attributes that affect cyber-resilience
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• the flow of orders, scheduling ,and associated inform-
ation

• the coordination and control of the movement of sup-
plies and finished products through the supply chain

The nature of cyber-resilience issues will vary over a 
product's lifecycle. For example, during product spe-
cification and design, threats and vulnerabilities that af-
fect the integrity or authenticity of information are 
particularly important. A manufacturer of high-availab-
ility pumps used in hazardous environments dis-
covered this when an unauthorized change to 
tolerances of a critical mechanical component led to 
premature failures of the installed product and escalat-
ing warranty claims. 

Once product design is complete, the long-term utility 
of design information becomes a resilience issue. The 
typical lifecycle of many software packages, for ex-
ample, computer-aided design packages, is often much 
shorter than the operational life of capital items and 
major assets. The packages go through regular software 
revisions and their operating systems become obsolete. 
For manufacturers employing computer-aided design 
and computer-aided manufacturing (CADCAM) today, 
this may be a serious issue if they need to access origin-
al design information in say 10 or 20 years. This prob-
lem is already a reality for documents created using 
common word-processing packages in the 1980s and 
early 1990s.

In some cases, it is the metadata associated with a phys-
ical product that may be at risk. For example, the use of 

collaborative tracking and tracing by the Swedish fresh 
fish supply chain to track codfish catches from trawlers 
though the supply chain to the end consumer (Mirza-
beiki, 2013). The raw fish is a perishable product that is 
handled by multiple organizations as it moves from sea 
to plate. There are ample opportunities for this tracking 
to fail due to human actions or the breakdown or fail-
ure of IT equipment.

There are also integrity and authenticity issues regard-
ing digital information and software embedded in 
products. In particular, there are risks associated with 
the presence of counterfeit electronic products, assem-
blies, and software in supply chains. Examples of this 
problem include the discovery that Dell had shipped 
malware infected components during 2010 (Grainger, 
2010), HP shipped malware-laden switches in 2011 
(Rashid, 2012), and Microsoft discovered during 2012 
new PCs in China preinstalled with malware (Kirk, 
2012). These examples illustrate the need for good cy-
bersecurity practices in the procurement, manufacture, 
and distribution of products containing software: fail-
ure to do so can cause significant disruption to the sup-
ply chain and its customers.

The recent cyber-attack on a German blast furnace 
(Zetter, 2015) illustrates how poor cybersecurity can 
have a major impact on the continuity of operations, in-
cluding safety of personnel and assets (i.e., availability, 
safety, and resilience). In this case, there appears to 
have been a serious breach of the access controls on 
the plant's industrial control systems, allowing the at-
tacker to cause the plant to malfunction and resulting 
in physical damage and operational disruption. Man-

Figure 3. Generic supply chain for physical products or assets
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aging the control of access and system operations (i.e., 
confidentiality and possession) can be a complex task, 
particularly on large sites where there is wireless access 
to these systems. This challenge was illustrated by the 
Maroochy water treatment works incident, where a 
former contractor had unauthorized access to the plant 
controls (Abrams & Weiss, 2008). The cause of the 
sewage spillages was a mystery until a site engineer wit-
nessed a valve being remotely changed. 

From a cyber-resilience perspective, the above ex-
amples illustrate the importance of good cybersecurity 
in the supply of items containing electronic data or soft-
ware and in the operation of cyber-physical systems. 
With fragmented supply chains spanning the globe, 
there is a need for constant vigilance and good situation-
al awareness to counter emerging and existing threats 
that affect cyber-resilience.

Cyber-Resilience and the Supply of Services

The supply of services creates a number of additional 
challenges in terms of a supply chain's cyber-resilience. 
Depending on the nature of the service, a cyber-event 
may make it difficult for personnel and systems involved 
in service delivery to receive, process, and fulfill service 
requests. Typically, the cyber-resilience issues affecting 
the supply of services will predominantly relate to the 
operation of call centres, websites, payment systems, 
and where the service involves electronic delivery of 
content, for example playing a pay-per-view video, the 
fulfillment systems.

Often predominantly Internet-based, the service deliv-
ery infrastructure is vulnerable to a range of generic cy-
bersecurity attacks, for example denial of service (DoS), 
distributed denial of service (DDoS),  and the hacking of 
servers, routers, and switches. The techniques for deal-
ing with DoS and DDoS attacks, and protecting infra-
structure from hacking are understood, although often 
not applied.  From a cyber-resilience perspective, organ-
izations offering services need to invest in appropriate 
hardening and protection of all critical digital aspects of 
their supply chain.

It is important to recognize that, for service delivery sup-
ply chains, the threats and vulnerabilities in Figure 1 
may affect only parts or all of the supply chain. This is 
particularly relevant where key components rely on out-
sourced or bought-in elements, over which the service 
operator may have minimal control. For example, where 
the service is ordered and paid for online prior to service 
delivery, to meet the payment card industry's security 

standards (PCI DSS), it is common practice for websites 
to employ payment gateways operated by third parties. 
These gateways have themselves been the target of cy-
ber-attacks, denying the use of their service and there-
fore either preventing organizations receiving payment 
or seriously degrading the performance of the payment 
systems. To mitigate such events and maintain cyber-re-
silience, an organization would need to have business 
continuity plans in place that allow use of alternative 
payment engines or otherwise restore the performance 
of the payment process.

Organizations also need to put in place adequate capa-
city to handle peaks in demand. There have been a num-
ber of cyber-resilience incidents where a website has 
crashed or otherwise failed to handle peak traffic 
volumes. Examples include problems with national au-
thorities websites on the deadline day for submission of 
personal tax returns, the collapse of ticketing systems 
for major events such as concerts and sporting events, 
and the launch of online sales events. These peaks of 
traffic are generally predictable and cyber-resilient sys-
tems should be able to satisfactorily handle surges in de-
mand.  

Cyber-Resilience and Supply Chain
Infrastructure

Given the global nature of both trade and supply chains, 
there are three infrastructure elements that will have a 
significant impact on their cyber-resilience. These are 
the ports used to handle goods and raw materials, the 
navigation systems used by both cargo carry vessels and 
delivery vehicles, and the global data processing, stor-
age, networking, and communication infrastructure. 
The latter elements are often referred to as ”the cloud”.

In October 2013, there were press reports  about an op-
eration in the port of Antwerp, where police discovered 
that a criminal gang had gained access to the port's lo-
gistics systems in order to smuggle drugs through the 
port (Bateman, 2013). This sophisticated cyber-attack, 
which it is believed had started two years earlier, al-
lowed the gang to access the computer system used to 
manage the handling and release of shipping contain-
ers, enabling the gang to remove the drugs from the port 
without being detected. The sophistication of this attack 
mirrors other unreported incidents, where it is under-
stood that valuable goods have been targeted and 
stolen. Breaches of security have serious implications 
for the integrity of supply chains, both with regard to the 
protection of goods or materials in transit, and to pre-
vent substitution of counterfeit supplies.
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The widespread use of global navigation satellite sys-
tems (GNSS) is taken for granted by most transport and 
fleet operators. The benefits are considerable from a lo-
gistics perspective, in particular, the ability to precisely 
locate and route aircraft, vessels, and road vehicles. Un-
fortunately, these navigation signals from satellites are 
vulnerable to jamming and interference, which can 
severely degrade navigation in affected areas. While the 
occasional presence of localized interference or jam-
ming is generally an inconvenience, if a  large solar 
storm were to occur, of a similar magnitude to the 1859 
Carrington event (tinyurl.com/mhsmve), disruptions to 
satellite transmissions could have a serious impact on 
the cyber-resilience of many supply chains.    

The use of cloud computing is increasing rapidly, but 
this is not without risk. At the end of January 2013, 2e2, 
an IT systems and cloud service provider in the United 
Kingdom went into liquidation (Robinson, 2013). The 
immediate effect was that 2e2 customers lost access to 
their hosted systems and data, and were faced with de-
mands for payment from the liquidator if they wished 
to keep the data centres running or retain access to 
their data. To reduce IT costs, organizations are being 
encouraged to replace their own locally-based servers 
with cloud-based services. The cyber-resilience con-
sequences of such actions need to be carefully as-
sessed, particularly where the hosted services are 
mission critical.

A consequence of the increased adoption of cloud ser-
vices, as well as the global nature of many supply 
chains, is the dependence on smooth functioning of the 
global communications and networking services. The 
nature of these services is complex, relying largely on 
undersea telecommunications cables that span the 
globe. These cables are vulnerable to both natural and 
human damage, the former due to geological incidents 
such as earthquakes. In May 2013, it was reported that 
the SEA-ME-WE4 cable had been cut near Alexandria in 
Egypt (Malik, 2013). This was a deliberate act, although 
it is more common for such cuts to be the result of 
cables snagging on fishing nets or anchors. The cut res-
ulted in a dramatic slow down in communications 
traffic speeds in Africa, the Middle East, and part of In-
dia, by as much as 60% in some locations. This type of 
damage could have serious consequences if the link is 
carrying time-sensitive supply chain scheduling data or 
provided connectivity to business critical cloud-based 
services. From a cyber-resilience perspective, supply 
chain managers should consider the impact that any 
loss or degradation of global communications infra-
structure may have on their operations.

Conclusion

This article has considered the cyber-resilience of sup-
ply chains that deliver both physical products and ser-
vices. In both cases, there are key cybersecurity issues 
that need to be addressed if an acceptable level of cyber-
resilience is to be achieved. It is important that cyber-re-
silience, like cybersecurity, is not considered to be a 
purely technical issue, as it is also affected by personnel, 
process, and physical aspects. 

A model of cybersecurity based on the Parkerian hexad 
has been outlined, which addresses important aspects 
that determine whether a system or process is cyberse-
cure. This model is particularly relevant to complex, 
time-critical and cyber-physical systems as it fully ad-
dresses continuity of operation, control of access and 
systems operations, and data quality and systems con-
figuration. It is currently being documented for use in 
the construction industry supply chain to support de-
ployment of security-minded building information 
modelling (BIM) in the United Kingdom. As illustrated 
in this article, it is applicable to other supply chains. 
When considering the elements in this model, it is es-
sential that personnel, process, and physical aspects are 
addressed in addition to underlying technical issues.

When designing or modifying a supply chain, it is essen-
tial that the organizations involved consider the cyber-
resilience implications of the global technology com-
ponents they plan to use. Moving applications into the 
cloud and the remote storage of data can introduce sig-
nificant cyber-resilience issues, particularly where time-
critical processing or data access is required.  

Supply chain managers should examine the vulnerabilit-
ies of the technologies involved, including the physical 
location of business-critical elements, the interdepend-
ence of components and business processes, and the 
skills required by personnel involved in supply chain op-
erations. Achieving cyber-resilience will involve a holist-
ic approach to security, given that purely technical 
solutions are unlikely to address the breadth of poten-
tial threats and vulnerabilities.

Recommended Reading

Code of Practice for Cyber Security in the Built Environment
(Institution of Engineering and Technology, 2014; 
tinyurl.com/oyjkkk6). 
This book provides a strategic approach to managing the 
cybersecurity of cyber-physical systems that is also of rel-
evance to supply chains.

http://www.theiet.org/resources/standards/cyber-cop.cfm
http://en.wikipedia.org/wiki/Solar_storm_of_1859
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